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Short Generator of a Principal Ideal Problem (SG-PIP)

» Given a Z-basis of a principal ideal Z = (g) C R where g is “rather
short,” find g (up to trivial symmetries).

In prime-power cyclotomic rings R of degree n, SG-PIP is solvable in
classical subexponential 27*"* and quantum polynomial time.

Algorithm: SG-PIP = SG-G o G-PIP
@ Find some generator, given a principal ideal (G-PIP)
® Find the promised short generator, given an arbitrary generator (SG-G)
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P Attack crucially relies on existence of an “unusually short” generator.



Agenda

Animating question: How far can we push these attack techniques?

@ Rarity of principal ideals having short generators.
® Extend SG-PIP attack to non-cyclotomic number fields?

©® Use SG-PIP to attack NTRU? Ring-LWE?



Rarity of Principal Ideals with Short Generators

©® Less than a n= ") fraction of principal ideals Z have a generator g s.t.
lgll < A1(Z) - poly(n).

® A “typical” principal ideal’s shortest generator g has norm
lgll > Ai(Z) - 2V

So the SG-PIP attack usually approximates PI-SVP quite poorly.




Rarity of Principal Ideals with Short Generators

©® Less than a n= ") fraction of principal ideals Z have a generator g s.t.
lgll < A1(Z) - poly(n).

® A “typical” principal ideal’s shortest generator g has norm
lgll > Ai(Z) - 2V

So the SG-PIP attack usually approximates PI-SVP quite poorly.

» For simplicity, normalize s.t. N(Z) =1, so v/n < A\ (Z) < n.



Rarity of Principal Ideals with Short Generators

©® Less than a n= ") fraction of principal ideals Z have a generator g s.t.
lgll < A1(Z) - poly(n).

® A “typical” principal ideal’s shortest generator g has norm
lgll > Ai(Z) - 2V

So the SG-PIP attack usually approximates PI-SVP quite poorly.

» For simplicity, normalize s.t. N(Z) =1, so v/n < A\ (Z) < n.
» Let G = {generators of Z} = g - R*.
Then Log(G) = Log(g) + Log(R*) is a coset of the log-unit lattice.



Rarity of Principal Ideals with Short Generators

©® Less than a n= ") fraction of principal ideals Z have a generator g s.t.
lgll < A1(Z) - poly(n).

® A “typical” principal ideal’s shortest generator g has norm
lgll > Ai(Z) - 2V

So the SG-PIP attack usually approximates PI-SVP quite poorly.

» For simplicity, normalize s.t. N(Z) =1, so v/n < A\ (Z) < n.
» Let G = {generators of Z} = g - R*.
Then Log(G) = Log(g) + Log(R*) is a coset of the log-unit lattice.
» To have ||g|| < poly(n), we need every
logloi(g)| < O(logn) = |[Log(g)ll, < r = O(nlogn).
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©® Less than a n= ") fraction of principal ideals Z have a generator g s.t.
lgll < A1(Z) - poly(n).

® A “typical” principal ideal’s shortest generator g has norm
lgll > Ai(Z) - 2V

So the SG-PIP attack usually approximates PI-SVP quite poorly.

» For simplicity, normalize s.t. N(Z) =1, so v/n < A\ (Z) < n.
» Let G = {generators of Z} = g - R*.
Then Log(G) = Log(g) + Log(R*) is a coset of the log-unit lattice.
» To have ||g|| < poly(n), we need every
logloi(g)| < O(logn) = |[Log(g)ll, < r = O(nlogn).

> Volume of such g is Z; - 7 = O(log n)".
Volume of log-unit lattice (regulator) is ©(y/n)".
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(See, e.g., Keith Conrad’s ‘blurb’ on Dirichlet's unit theorem for proofs.)
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» Other number rings? E.g., Z[z]|/(zP — x — 1) has many easy units:
x, ®4(x) for d|(p — 1),

6/7



WARNING:
No theorems beyond this point!




