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This paper is dedicated to the memory of the cat Ceilidh.

Abstract. We present efficient compression algorithms for subgroups of mul-

tiplicative groups of finite fields, we use our compression algorithms to con-
struct efficient public key cryptosystems called T2 and CEILIDH, we disprove

some conjectures, and we use the theory of algebraic tori to give a better

understanding of our cryptosystems, the Lucas-based, XTR and Gong-Harn
cryptosystems, and conjectured generalizations.

1. Introduction

In this paper we present efficient compression algorithms for the elements of the
subgroup of order q2−q+1 in F×q6 , the multiplicative group of the finite field with q6

elements, and for the elements of the subgroup of order q+1 in F×q2 . We use our com-
pression algorithms to create efficient public key cryptosystems, called CEILIDH
and T2. We also disprove some conjectures from [4] about efficient compression in
F×qn . In addition, we show that our compression algorithms, Lucas-based, XTR,
Gong-Harn compression, and conjectural generalizations rely on the mathematical
properties of algebraic tori, which are concepts from algebraic geometry that are
generalizations of the multiplicative group of a field. We believe that studying and
understanding the mathematics that underlies the associated cryptosystems is a
useful aid to better understand their properties and their security.

Let Φn(x) denote the n-th cyclotomic polynomial, i.e., the monic polynomial in
Z[x] of degree ϕ(n) whose complex roots are exactly the primitive n-th roots of
unity. The multiplicative group F×q = Fq − {0} is a cyclic group of order q − 1 =
Φ1(q). Note that

xn − 1 =
∏
d|n

Φd(x), so |F×qn | = qn − 1 =
∏
d|n

Φd(q).

For example,
|F×q2 | = q2 − 1 = (q + 1)(q − 1) = Φ2(q)Φ1(q),

|F×q6 | = q6 − 1 = (q2 − q + 1)(q2 + q + 1)(q + 1)(q − 1) = Φ6(q)Φ3(q)Φ2(q)Φ1(q).
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Let Gq,n denote the subgroup of F×qn of order Φn(q).
In Diffie-Hellman key agreement, a finite field Fq and an element g ∈ Gq,1 = F×q

are public. Alice (resp., Bob) transmits ga (resp., gb), where a (resp., b) is Alice’s
(resp., Bob’s) secret. Then Alice and Bob share the secret gab = (ga)b = (gb)a.

When doing cryptography in the multiplicative group of a finite field Fqn , math-
ematically one is taking the Fqn -points of the multiplicative group Gm, which is the
same as the Fq-points of the restriction of scalars ResFqn /Fq

Gm. This restriction
of scalars decomposes (up to isogeny) as a product of algebraic tori that we will
denote Td, one for each divisor d of n. Thus when doing cryptography in F×qn ,
one is reduced to studying the tori Td. The torus Td is an algebraic group over
Fq of dimension ϕ(d) whose Fq-points form the group Gq,d defined above. Being
an algebraic torus just means that over an extension field (in this case, Fqd) the
algebraic variety is isomorphic to a product of copies of the multiplicative group
Gm. Since Td(Fq) ∼= Gq,d ⊆ F×

qd , the subgroup Td(Fq) is subject to index calculus
attacks on F×

qd ; so if d < n, then Td does not inherit the full security of F×qn . Since
almost no element of Tn(Fq) lies in a proper subfield of Fqn , the torus Tn can be
viewed as the cryptographically most significant part of F×qn .

Since dim(Tn) = ϕ(n), when the transmitted information comes from the group
Gq,n = Tn(Fq) one would hope to be able to compress transmissions down to
ϕ(n) log q bits, rather than the n log q bits one must use for arbitrary elements of
F×qn . In other words, one would like to find an efficiently computable “compression”
function f , defined on almost all of Gq,n, with values in Fϕ(n)

q , such that

(i) f(h) and a determine f(ha),
(ii) f(g) and f(h) determine f(gh),
(iii) f has an efficiently computable inverse j (a “decompression” map), defined

on almost all of Fϕ(n)
q .

This would improve the efficiency of transmissions of group elements for discrete
log based cryptography on F×qn by a factor of n/ϕ(n).

We represent this with a diagram:

Fϕ(n)
q

j

**f b _ \ X
Gq,n

f

jj fb_\X
(1.1)

where the dotted arrows signify that f and j need not be defined everywhere; they
might be undefined on a “small” number of elements.

Whenever one has a compression map f with a corresponding decompression map
j as above, the following protocols give generalized Diffie-Hellman key agreement
and ElGamal encryption and signature schemes for the group Gq,n. Note that such
maps f and j allow one to compress and decompress transmissions not only for
Diffie-Hellman and ElGamal, but also for any cryptosystem whose security relies
on the difficulty of the discrete logarithm problem in the multiplicative group F×qn .

Choose g ∈ Gq,n whose order ` is divisible by a large prime number (having
chosen a prime power q such that Φn(q) has a large prime divisor).
Torus-based Diffie-Hellman key agreement:
Alice chooses an integer a randomly in the interval [1, `−1]. Similarly, Bob chooses
a random integer b from the same range.
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• Alice sends PA := f(ga) ∈ Fϕ(n)
q to Bob.

• Bob sends PB := f(gb) ∈ Fϕ(n)
q to Alice.

• They share (j(PB))a = gab = (j(PA))b, and also f(gab).

Torus-based ElGamal encryption:
Alice’s private key: an integer a, random in the interval [1, `− 1].
Alice’s public key: PA := f(ga) ∈ Fϕ(n)

q .

• Bob represents the message M in 〈g〉 and picks a random r between 1 and
`− 1. The ciphertext is (c, d) where c = f(gr) and d = f(M · j(PA)r).

• To decrypt a ciphertext (c, d), Alice computes M = j(d) · j(c)−a.

As pointed out by a referee, in practice one would use hybrid encryption rather
than textbook ElGamal, in which case a symmetric encryption key would be derived
from f(j(PA)r).
Torus-based ElGamal signatures:
Fix a cryptographic hash function H : {0, 1}∗ → Z/`Z (i.e., the function is easy to
compute but hard to invert) and a key derivation function h : Fϕ(n)

q → Z/`Z.
Alice’s private key: an integer a, random in the interval [1, `− 1].
Alice’s public key: PA := f(ga) ∈ Fϕ(n)

q .

• To sign a message M ∈ {0, 1}∗, Alice chooses a random integer r between
1 and ` − 1 with gcd(r, `) = 1. Alice’s signature on M is (c, d) where
c = f(gr) ∈ Fϕ(n)

q and d = r−1(H(M)− ah(c)) (mod `).
• Bob accepts Alice’s signature if and only if

gH(M) = j(PA)h(c) · j(c)d.

The signature length is ϕ(n) log2(q)+log2(`) bits, as opposed to n log2(q)+log2(`)
bits in the classical ElGamal signature scheme over Fqn .

Examples of compression functions f that satisfy (i) above (but not (ii) or (iii))
are the trace functions used in the XTR and Lucas-based cryptosystems, which we
now recall. (See also [19, 2].)

Lucas-based cryptosystems [25, 39, 40, 34, 35, 3], including LUC, are based on
Lucas functions [23]. One way to interpret them is that they compress elements
of Gq,2 ⊂ F×q2 using the trace map Tr : Fq2 → Fq defined by Tr(x) = x + xq. In
Lucas-based key agreement, Alice and Bob transmit Tr(ga) and Tr(gb), respectively,
where g ∈ Gq,2. It turns out that Alice and Bob each have enough information to
reconstruct Tr(gab). Each party transmits only one element of Fq, rather than
one element of Fq2 , thereby doubling the efficiency over Diffie-Hellman per unit of
security against attacks on the discrete log problem in 〈g〉 ⊂ F×q2 .

The Gong-Harn cryptosystem [10], which is based on linear feedback shift reg-
isters, can be viewed as using two symmetric functions to compress elements of
Gq,3 ⊂ F×q3 , namely the trace map Tr : Fq3 → Fq defined by Tr(x) = x + xq + xq2

and the map σ2 : Fq3 → Fq defined by σ2(x) = x · xq + x · xq2
+ xq · xq2

. These are
two of the three symmetric functions on {x, xq, xq2}; the third is the norm map:
x 7→ x · xq · xq2

, which sends Gq,3 to 1. In Gong-Harn key agreement, Alice (resp.,
Bob) transmits (Tr(ga), σ2(ga)) (resp., (Tr(gb), σ2(gb))), where g ∈ Gq,3. It turns
out that Alice and Bob each have enough information to reconstruct Tr(gab) and
σ2(gab). Each party transmits only two elements of Fq, rather than one element of



4 K. RUBIN AND A. SILVERBERG

Fq3 , thereby improving efficiency over Diffie-Hellman by a factor of 3/2 = 3/ϕ(3)
per unit of security against attacks on the discrete log problem in 〈g〉 ⊂ F×q3 .

Brouwer-Pellikaan-Verheul [5] and XTR [21] use the trace map Tr : Fq6 → Fq2

defined by Tr(x) = x + xq2
+ xq4

to compress elements of Gq,6 ⊂ F×q6 . In XTR key
agreement, Alice and Bob transmit Tr(ga) and Tr(gb), respectively, where g ∈ Gq,6.
It turns out that they each have enough information to reconstruct a shared secret
Tr(gab). Each party transmits only one element of Fq2 , rather than one element of
Fq6 , thereby tripling the efficiency over Diffie-Hellman per unit of security against
attacks on the discrete log problem in 〈g〉 ⊂ F×q6 . Brouwer, Pellikaan, and Verheul
[5] asked whether this can be extended to larger n to represent elements of Gq,n by
ϕ(n) elements of Fq. In [4], Bosma, Hutton, and Verheul state precise conjectures
on extending the above systems to larger n.

In XTR, the Gong-Harn cryptosystem, and the Lucas-based cryptosystems, Al-
ice can compute f(gab) from f(gb) and a, for a suitable f coming from symmetric
functions. In other words, these cryptosystems can exponentiate, as is needed for
doing (analogues of) Diffie-Hellman. However, they cannot multiply in a straight-
forward way, as is needed for a direct use of ElGamal, since, for example, Tr(g)
and Tr(h) do not determine Tr(gh). For example, for XTR, Tr(h) = Tr(hq2

) for
every h, but it is not the case in general that Tr(hg) = Tr(hq2

g) for all g, h ∈ Gq,6.
However, if one orders the Galois conjugates and transmits a couple of extra bits
to specify which conjugate has been chosen, then one can reconstruct an element
of Gq,6 from its trace.

In §§2–3 below we present our compression algorithms. We construct explicit
maps f and j as in (1.1) when n = 2 and 6, and obtain the T2 and CEILIDH
(or T6) cryptosystems. We show that they can be explained and implemented in
an elementary way without any knowledge of algebraic geometry or algebraic tori
(only basic definitions of finite fields are required).

We give background on algebraic tori in §4, and study the algebraic tori Tn

in §5. In §6 we consider rationality results and conjectures for the tori Tn, since
whenever the torus Tn is rational over Fq, compression and decompression maps
f and j exist for Gq,n. In particular, we explain the mathematics that we used to
obtain the CEILIDH compression algorithm, and prove that it works. We briefly
mention stable rationality in §7. In §8 we discuss security considerations.

In §9.1 we study group actions on tori, in order to give in §9.2 and §10 a deeper
mathematical understanding of the Lucas-based systems, XTR, Gong-Harn, and
the Bosma-Hutton-Verheul conjectural cryptosystems of [4]. We define an action of
certain symmetric groups on the tori Tn, and show (with Se denoting the symmetric
group on e letters) that:

• the Lucas-based cryptosystems are “based on” the quotient variety T2/S2,
• the Gong-Harn cryptosystem is based on the quotient variety T3/S3,
• XTR is based on the quotient variety T6/S3,
• conjectural cryptosystems of Bosma-Hutton-Verheul would rely on the

quotient varieties T30/(S3 × S5) or T30/(S2 × S3 × S5).

These quotient varieties are not groups. This is why the Lucas-based systems,
Gong-Harn, and XTR do not have straightforward multiplication. However:

• Diffie-Hellman is based on the algebraic group (and algebraic torus) T1 =
Gm,
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• the T2-cryptosystem is based on the algebraic group (and algebraic torus)
T2,

• CEILIDH is based on the algebraic group (and algebraic torus) T6,
• the (sometimes conjectural) Tn-cryptosystems are based on the algebraic

group (and algebraic torus) Tn.
We therefore called the Tn-cryptosystems “torus-based cryptosystems”. (Later
authors used our terminology more generally to refer to any cryptosystem using
the group Gq,n for some q and n, even ones based on quotients of tori.)

In §10 we disprove conjectures from [4], and thereby show that symmetric poly-
nomials are not the correct functions to use for compression in Gq,n when n has at
least 3 distinct prime divisors.

Security and parameter selection for CEILIDH are exactly the same as for XTR.
The advantage of the CEILIDH (resp., T2) cryptosystem over XTR (resp., LUC)
is that CEILIDH and T2 make full use of the multiplication in the group Gq,n

(for n = 6 and 2). This is especially useful for signature schemes. However XTR
and LUC have computational efficiency advantages over CEILIDH and T2 (key
agreement can be performed with fewer operations). See [11] for a comparison of
CEILIDH and XTR.

Since the pairings in pairing-based cryptography take values in the algebraic tori
considered here, our torus-based cryptography techniques can be used to improve
the efficiency of pairing-based cryptography by compressing pairing values [33, 12].

In [31] we study analogues in the setting of elliptic curves and abelian varieties.

2. T2 compression and the T2-cryptosystem

Let n = 2 and let q be a prime power. One can write Fq2 = Fq(δ) for some
δ ∈ F×q2 with D := δ2 ∈ F×q if q is odd and D := δ2 + δ ∈ F×q if q is even. Since
δq = −δ if q is odd and δq = δ + 1 if q is even, we have

Gq,2 = {a + bδ : a, b ∈ Fq and (a + bδ)q+1 = 1}

=

{
{a + bδ : a, b ∈ Fq and a2 −Db2 = 1} if q is odd,
{a + bδ : a, b ∈ Fq and a2 + Db2 + ab = 1} if q is even.

Hilbert’s Theorem 90 leads naturally to the following maps f and j. Define a
compression map

f : Gq,2 − {1,−1} → Fq by f(c + dδ) =
1 + c

d

and define a decompression map

j : Fq → Gq,2 by j(a) =
a + δ

a + δq
=

{
a+δ
a−δ if q is odd,

a+δ
a+δ+1 if q is even.

It is easy to check that f and j are inverse maps where they are defined, and if
a, b ∈ Fq and a 6= −b (respectively, a 6= b + 1) then

j(a)j(b) = j
(

ab+D
a+b

)
if q is odd,

j(a)j(b) = j
(

ab+D
a+b+1

)
if q is even.

To do T2-cryptography, use f to represent the elements of Gq,2 − {1,−1} in Fq,
and do all multiplications and exponentiations directly in Fq (without needing to



6 K. RUBIN AND A. SILVERBERG

use j), using the operation on (most of) Fq:

a ∗ b =
ab + D

a + b
, respectively a ∗ b =

ab + D

a + b + 1

if q is odd, respectively even.

3. CEILIDH compression and the CEILIDH public key system

The acronym CEILIDH (pronounced “cayley”, like the Scottish Gaelic word
ceilidh) stands for Compact, Efficient, Improves on LUC, Improves on Diffie-
Hellman. The CEILIDH key agreement (resp., encryption, resp., signature) scheme
is torus-based Diffie-Hellman (resp., ElGamal encryption, resp., ElGamal signa-
tures) in the case n = 6.

3.1. CEILIDH compression algorithm. When n = 6, we can generate explicit
examples of maps f and j at will. Next we give our algorithm for doing so. In §6
below we will give a proof that it works and explain the mathematics behind it.

For a polynomial h in two variables with coefficients in Fq, let

V (h) = {(a, b) ∈ F2
q : h(a, b) = 0}.

Fix a prime power q. Fix x ∈ Fq2 − Fq, so Fq2 = Fq(x), and choose a basis
{α1, α2, α3} of Fq3 over Fq. Then {α1, α2, α3, xα1, xα2, xα3} is a basis of Fq6 over
Fq. Let σ ∈ Gal(Fq6/Fq) be the element of order 2, i.e., σ(z) = zq3

. Define a map
j0 : F3

q ↪→ F×q6 by

j0(u, v, w) =
γ + x

γ + σ(x)

where γ = uα1 + vα2 + wα3. Let

U = {(u, v, w) ∈ F3
q : NFq6/Fq2 (j0(u, v, w)) = 1}.

A calculation in Mathematica shows that U is a hypersurface in F3
q defined by

a quadratic equation in u, v, w. Fix a point β = (β1, β2, β3) ∈ U(Fq). Adjust
the basis {α1, α2, α3} if necessary, to ensure that the tangent plane at β to the
surface U is u = β1. If (a, b) ∈ Fq × Fq, then the intersection of U with the
line β + t(1, a, b) consists of two points, namely β and a point g(a, b) ∈ U of the
form β + 1

h(a,b) (1, a, b) where h(a, b) ∈ Fq[a, b] is an explicit polynomial that can be
computed using Mathematica. The map g is an isomorphism

g : F2
q − V (h)−→∼ U − {β},

and j0 ◦ g defines an isomorphism

j : F2
q − V (h)−→∼ Gq,6 − {1, j0(β)}.

For the inverse isomorphism, suppose that t = c + dx ∈ Gq,6 − {1, j0(β)} with
c, d ∈ Fq3 . Write (1 + c)/d = uα1 + vα2 + wα3 with u, v, w ∈ Fq, and define

f(t) =
(

v − β2

u− β1
,
w − β3

u− β1

)
.

Then f : Gq,6 − {1, j0(β)}−→∼ F2
q − V (h) satisfies f ◦ j = id and j ◦ f = id.
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3.2. Explicit examples of maps f and j. Using the above algorithm, we produce
explicit examples, where ζm denotes an m-th root of unity in F̄q.

Example 3.1. To ensure that Fq6 = Fq(ζ9), restrict to prime powers q ≡ 2 or 5
(mod 9). Let x = ζ3 and let (α1, α2, α3) = (1, ζ9 +ζ−1

9 , ζ2
9 +ζ−2

9 ). The hypersurface
U is given by the quadratic equation u2 − u− v2 + vw − w2 = 0. Let β = (0, 0, 0).
The above algorithm gives a map j : F2

q → Gq,6 defined by

j(a, b) = (r + sζ3)/(r + sζ2
3 )

where

r = 1 + a(ζ9 + ζ−1
9 ) + b(ζ2

9 + ζ−2
9 ), s = h(a, b) = 1− a2 − b2 + ab,

and a map f : Gq,6 − {1, ζ2
3}−→∼ F2

q − V (h) defined by f(t) = (v/u,w/u) where
t = c + dζ3 with c, d ∈ Fq3 and (1 + c)/d = u + v(ζ9 + ζ−1

9 ) + w(ζ2
9 + ζ−2

9 ) with
u, v, w ∈ Fq.

Example 3.2. In order to ensure that Fq6 = Fq(ζ7), restrict to prime powers
q ≡ 3 or 5 (mod 7). We can then let x =

√
−7, β = (1, 0, 2), and (α1, α2, α3) =

(1, ζ7 + ζ−1
7 , ζ2

7 + ζ−2
7 + 1). The above algorithm outputs a map j : F2

q → Gq,6

defined by j(a, b) = (r + s
√
−7)/(r − s

√
−7) where

s = h(a, b) = (2a2 + b2 − ab + 2a− 4b− 3)/14,

r = h(a, b) + 1 + a(ζ7 + ζ−1
7 ) + (2h(a, b) + b)(ζ2

7 + ζ−2
7 + 1),

and a map f : Gq,6 − {1, ζ2
7}−→∼ F2

q − V (h) defined by

f(t) =
( v

u− 1
,
w − 2
u− 1

)
where t = c+d

√
−7 with c, d ∈ Fq3 and (1+c)/d = u+v(ζ7+ζ−1

7 )+w(ζ2
7 +ζ−2

7 +1)
with u, v, w ∈ Fq. Here U is defined by 3u2 − 2uv − 2v2 + 4uw + vw − w2 = 7.

Example 3.3. Let q be an odd prime power congruent to 2, 6, 7, or 11 (mod 13),
and let z = ζ13 + ζ−1

13 . Then Fq12 = Fq(ζ13) and Fq6 = Fq(z). Let x =
√

13,
let β = (−1, 0, 3), let y = ζ13 + ζ−1

13 + ζ5
13 + ζ−5

13 ∈ Fq3 , and let (α1, α2, α3) =
(y2, y + y2

2 , 1). The above algorithm outputs a map j : F2
q → Gq,6 defined by

j(a, b) = (r − s
√

13)/(r + s
√

13) where

r = (3(a2 + b2) + 7ab + 34a + 18b + 40)y2 + 26ay−
(21a(3 + b) + 9(a2 + b2) + 28b + 42),

s = 3(a2 + b2) + 7ab + 21a + 18b + 14,

and a map f : Gq,6 − {1,−2z5 + 6z3 − 4z − 1} → F2
q defined by

f(t) =
( v

u + 1
,
w − 3
u + 1

)
where t = c + d

√
13 with c, d ∈ Fq3 and (1 + c)/d = uy2 + v(y + y2

2 ) + w with
u, v, w ∈ Fq. Here U is defined by 14u2 + 21uv + 3v2 + 18uw + 7vw + 3w2 = −13.
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4. Algebraic tori

In this section we briefly introduce algebraic tori, in order to explain the math-
ematics underlying compression algorithms for Gq,n ⊆ F×qn .

If M/k is a finite Galois extension and V is a variety defined over M , write
ResM/kV for the Weil restriction of scalars of V from M to k. Then ResM/kV is a
variety defined over k together with a morphism

η : ResM/kV → V (4.1)

defined over M that induces an isomorphism

η : (ResM/kV )(k)−→∼ V (M). (4.2)

A precise technical definition is that the restriction of scalars ResM/kV is uniquely
defined by the universal property that for every scheme X over k (and therefore
every variety X over k) and every morphism f : X → V , there exists a unique
morphism f0 : X → ResM/kV such that η ◦ f0 = f . See §1.3 of [38] or §3.12 of [36]
for more on the restriction of scalars.

If V is an algebraic variety and D is a finite set, write

V D :=
⊕

δ∈D

V ∼= V |D|.

If D is a group, then D acts on V D by permuting the summands. Let Ad denote
d-dimensional affine space (so Ad(k) = kd), and let AD := (A1)D.

If V is defined over k and Γ = Gal(M/k), then the morphism η of (4.1) induces
an isomorphism ⊕

γ∈Γ

ηγ : ResM/kV −→∼ V Γ (4.3)

defined over M (see §1.3 of [38]), where ηγ : ResM/kV → V is the morphism defined
by applying γ to the coefficients of the rational functions that define η.

Let Gm denote the multiplicative group over a field k. Then Gm (⊂ A1) is an
algebraic group over k such that Gm(F ) = F× for all extension fields F of k.

Definition 4.1. An algebraic torus over a field k is an algebraic group over k that
over some larger field is isomorphic to a product of copies of Gm. A field over
which the torus becomes isomorphic to a product of multiplicative groups is called
a splitting field for the torus; one says that the torus splits over that field.

Good references for algebraic tori are [26, 36].

Example 4.2. (i) For every positive integer n, Gn
m is an n-dimensional alge-

braic torus.
(ii) If L/k is an extension of degree n, then ResL/kGm is an n-dimensional

algebraic torus over k that splits over L (by (4.3) with V = Gm).

5. The algebraic tori TL/k and Tn

Next we define the algebraic tori that underlie the XTR, Gong-Harn, Lucas-
based, T2, and CEILIDH cryptosystems, and give some of their basic properties.

Suppose L/k is a finite Galois extension and n := [L : k] is square-free. Suppose
k ⊆ F ⊆ L, and let G = Gal(L/k), H = Gal(L/F ), and e = |H|. For 1 ≤ i ≤ e let
σi,F denote the composition

σi,F : ResL/F A1−→∼ AH −→ A1 (5.1)
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where the first map is the isomorphism (defined over L) coming from (4.3) and the
second map is the i-th symmetric polynomial of the e projection maps AH → A1.
(Recall that the first symmetric polynomial of x1, . . . , xe is

∑e
i=1 xi, the second is∑

i<j xixj , and the e-th is
∏e

i=1 xi.)
The next lemma will used to define the algebraic tori TL/k and prove properties

about them.

Lemma 5.1. (i) The maps σi,k : ResL/kA1 −→ A1 are defined over k.
(ii) For every 1 ≤ i ≤ n the following diagram is commutative:

(ResL/kA1)(k)

∼=
��

σi,k // A1(k)

∼=
��

L
σi,k // k

where the bottom map σi,k sends α ∈ L to the i-th symmetric polynomial
evaluated on the set of G-conjugates of α, the right map is the natural
identification, and the left map is the composition of (4.2) with the natural
identification A1(L) ∼= L.

Proof. Part (i) follows since symmetric functions are symmetric, while (ii) follows
from the definitions and the fact that (η(v))σ = ησ(v) for all v ∈ (ResL/kA1)(k)
and σ ∈ Gal(L/k). �

Lemma 5.1(ii) shows that σn,k and σ1,k correspond to the usual norm and trace
maps from (ResL/kA1)(k) ∼= L to k. Applying ResF/k to (5.1) and using that
ResL/kA1 = ResF/k(ResL/F A1), we obtain maps

σ̃i,F : ResL/kA1 −→ ResF/kA1 (5.2)

for 1 ≤ i ≤ e. Let NL/F,k := σ̃e,F and TrL/F,k := σ̃1,F .

Definition 5.2. Define TL/k by

TL/k := ker
[
ResL/kGm

⊕NL/M,k−−−−−−→
⊕

k⊆M(L

ResM/kGm

]
.

Let Tn (or Tn,q) denote TFqn /Fq
.

By definition, TL/k is a subvariety and algebraic subgroup of ResL/kGm, defined
over k. When L/k is abelian but not cyclic, then the algebraic group TL/k has
dimension zero (see Proposition 5.3 of [24]). Lemmas 5.4 and 5.6 below show that
when L/k is cyclic, then TL/k is isomorphic over L to Gϕ(n)

m , and thus TL/k is an
algebraic torus of dimension ϕ(n) that splits over L. When L/k is cyclic, TL/k is
the variety VL defined in §5 of [24] with V = Gm (see Remark 5.11 of [24]). We
first need some notation, which will also be used in §§9–10.

Definition 5.3. If Γ is a finite group and ∆ is a subgroup, let Γ/∆ denote the
coset space. Letting σi denote the i-th symmetric function, for i = 1, . . . , |∆| define

si : AΓ → AΓ/∆ by (αg)g∈Γ 7→ (σi({αγ : γ ∈ g∆}))g∆∈Γ/∆.

Let N∆ be the restriction of s|∆| to GΓ
m, i.e.,

N∆ : GΓ
m → GΓ/∆

m , (αg)g∈Γ 7→ (
∏

γ∈g∆

αγ)g∆∈Γ/∆,
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and let

TΓ : = ker
[
GΓ

m
⊕N∆−−−→

⊕
1 6=∆⊆Γ

GΓ/∆
m

]
= {(xg)g∈Γ :

∏
h∈∆

xgh = 1 for all g ∈ Γ and all subgroups ∆ 6= 1 of Γ}.

Viewing Gm as an algebraic group over a field k, then TΓ is an algebraic group
over k. The next lemma, which we will use repeatedly, follows directly from the
definitions of TL/k and TG.

Lemma 5.4. The isomorphism ResL/kGm−→∼ GG
m given by (4.3) (with V = Gm)

restricts to an isomorphism TL/k −→∼ TG (defined over L).

The next result is used to prove Lemma 5.6 and Proposition 5.8 below. For a
proof, see for example Theorem 1 of [6] or Theorem 2 of [32]. We thank D. Bernstein
and H. Lenstra for pointing out these references.

Lemma 5.5. For every positive integer n, Φn(x) and the set{xn − 1
xt − 1

: t | n and 1 ≤ t 6= n
}

generate the same ideal of Z[x].

Lemma 5.6 is used to prove Theorems 5.7 and 10.9 below. Its proof can be
ignored by the casual reader.

Lemma 5.6. Suppose Γ is a cyclic group of squarefree order. Let Ω be the subset
of Γ consisting of all generators of Γ. The projection map GΓ

m � GΩ
m restricts to

an isomorphism TΓ−→∼ GΩ
m of algebraic groups over k.

Proof. Let m = |Γ|. If ∆ is a subgroup of Γ, let N∆ :=
∑

h∈∆ h. Let I de-
note the ideal of Z[Γ] generated by {N∆ : ∆ 6= 1 is a subgroup of Γ}. The map
HomZ(Z[Γ], Gm) → GΓ

m defined by φ 7→ (φ(g))g∈Γ induces a commutative diagram

Hom(Z[Γ]/I, Gm) � � //

∼=
��

Hom(Z[Γ], Gm) // //

∼=
��

Hom(⊕γ∈ΩZγ, Gm)

∼=
��

TΓ
� � // GΓ

m
// // GΩ

m

where the vertical maps are group isomorphisms and the top and bottom rows
are the natural maps. For each g ∈ Γ, let ḡ denote its image in Z[Γ]/I. Let
τ denote a generator of Γ. Since Γ is cyclic, τ 7→ x induces an isomorphism
Z[Γ]−→∼ Z[x]/(xm − 1)Z[x]. By Lemma 5.5, this map induces an isomorphism
Z[Γ]/I −→∼ Z[x]/Φm(x)Z[x] ∼= Z[ζm] that sends τ to ζm. Since m is squarefree, the
primitive m-th roots of unity form a Z-basis for Z[ζm] (see for example [22]), i.e.,
Z[ζm] = ⊕a∈RZζa

m, where R := (Z/mZ)×. It follows that Z[Γ]/I = ⊕a∈RZτ̄a =
⊕γ∈ΩZγ̄. This says exactly that the natural group homomorphism ⊕γ∈ΩZγ →
Z[Γ]/I is an isomorphism. Therefore the composition in the top line of the com-
mutative diagram is an isomorphism. Thus the composition in the bottom line of
the diagram is an isomorphism, as desired. �

If V and W are algebraic groups over k, a homomorphism f : V → W is an
isogeny over k if f is surjective and defined over k and dim(V ) = dim(W ). If an
isogeny between V and W exists we say V and W are isogenous over k.
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Theorem 5.7. If L/k is a cyclic extension of degree n, then
(i) TL/k is an algebraic torus of dimension ϕ(n) that splits over L;
(ii) letting NL/M denote the usual norm map from L to M , then

TL/k(k) ∼= {α ∈ L× : NL/M (α) = 1 for all k ⊆ M ( L};
(iii) ResL/kGm is isogenous over k to ⊕MTM/k, where M runs over all inter-

mediate extensions k ⊆ M ⊆ L.

Proof. By Lemma 5.4, TL/k is isomorphic over L to TG, which by Lemma 5.6 is
isomorphic over k to Gϕ(n)

m . This gives (i). Part (ii) follows from Lemma 5.1(ii)
with i = n. For (iii), see pp. 60–61 of [36], or Theorem 5.2 of [24]. �

Recall that Gq,n is the subgroup of F×qn of order Φn(q).

Proposition 5.8. (i) Tn(Fq) ∼= Gq,n.
(ii) Gq,n = {α ∈ F×qn : NFqn /Fqt (α) = 1 for all t|n with t 6= n}.
(iii) #Tn(Fq) = Φn(q).

Proof. The cyclic group Gal(Fqn/Fq) is generated by the Frobenius automorphism
α 7→ αq. Hence if t divides n, then NFqn /Fqt (α) = α(qn−1)/(qt−1) for all α ∈ Fqn .
Thus by Theorem 5.7(ii),

Tn(Fq) ∼= {α ∈ F×qn : NFqn /Fqt (α) = 1 for all t|n with t 6= n}

= {α ∈ F×qn : αc = 1}

where c = gcd{(qn− 1)/(qt− 1) : t | n and t 6= n}. By Lemma 5.5, c = Φn(q). Now
(i) and (ii) follow from the definition of Gq,n, and (iii) follows from (i). �

6. Rationality and the Tn-cryptosystem

We will recall what it means for a variety to be rational. This concept is useful
since whenever an algebraic torus is rational, there exist compression and decom-
pression maps. We give a mathematical explanation for why the torus T6 that
underlies CEILIDH (and XTR) is rational, that proves the correctness of the algo-
rithm in §3.1 and the formulas in §3.2. We also discuss generalizing CEILIDH and
XTR.

Definition 6.1. A rational map between algebraic varieties is a function defined
by quotients of polynomials that is defined almost everywhere (i.e., on a Zariski
open set). A birational isomorphism between algebraic varieties is a rational map
that has a rational inverse (the maps are inverses wherever both are defined). A
d-dimensional variety over k is rational over k if it is birationally isomorphic over
k to Ad.

Note that birational isomorphisms of algebraic groups are not necessarily group
isomorphisms. Further, rational maps are not necessarily functions — they might
fail to be defined on a lower dimensional set.

If Tn is rational over k (i.e., birationally isomorphic over k to Aϕ(n)), then by
Proposition 5.8(i), almost all elements of Gq,n can be represented by ϕ(n) elements
of Fq, and we obtain efficient “Tn-cryptosystems” using the “torus-based” protocols
given in the introduction.

The sets Gq,n and Fϕ(n)
q are of size approximately qϕ(n). The “bad” sets where

the maps f or j are not defined lie in algebraic subvarieties of dimension at most
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ϕ(n)− 1, and therefore have at most cqϕ(n)−1 elements for some constant c. Thus
the probability that an element lands in the bad set is at worst c/q, which will be
small for large q. In any given case the bad sets might be even smaller. In the
examples in §3, the maps j are defined on all of F2

q, and the maps f are defined at
all but 2 elements of Gq,6.

Next we give the mathematics that proves that the algorithm of §3.1 is correct.
Suppose L/k is a cyclic degree 6 extension, and F2 (resp., F3) are the quadratic
(resp., cubic) extensions of k in L:

L

F2

�����
F3

?????

k
2

?????? 3

������

The one-dimensional algebraic torus TL/F3 is, by definition, the kernel of the norm
map NL/F3 : L → F3. Let T := ResF3/k(TL/F3). Then T is an algebraic torus over k
of dimension 3. As in §2, the torus TL/F3 , corresponding to the quadratic extension
L/F3, is rational over k (i.e., is birationally isomorphic over k to A1), and thus the
torus T is rational over k (i.e., birationally isomorphic over k to A3). The two-
dimensional torus TL/k is the hypersurface cut out by the equation NL/F2 = 1 inside
the torus T, where NL/F2 denotes the norm map from L to F2. This hypersurface is
defined by a quadratic equation that can be used to parametrize the hypersurface.
When k = Fq, then the above says that T6,q is the 2-dimensional subvariety of the
3-dimensional torus ResFq3/Fq

(T2,q3) that is cut out by the equation NFq6/Fq2 = 1.
Fix x ∈ F2−k, so F2 = k(x), and choose a basis {α1, α2, α3} of F3 over k. Then

{α1, α2, α3, xα1, xα2, xα3} is a basis of L over k. Let σ ∈ Gal(L/k) be the element
of order 2. Define a (one-to-one) map j0 : A3(k) ↪→ L× by

j0(u, v, w) =
γ + x

γ + σ(x)

where γ = uα1 + vα2 + wα3. Then NL/F3(j0(u)) = 1 for every u = (u, v, w). Let

U = {u ∈ A3 : NL/F2(j0(u)) = 1}.

By Definition 5.2, j0(u) ∈ TL/k if and only if u ∈ U , so restricting j0 to U gives a
morphism

j0 : U → TL/k − {1}. (6.1)

We will next define a birational map from A2 to U . A calculation in Mathematica
shows that U is a hypersurface in A3 defined by a quadratic equation in u, v, w. Fix
a point β = (β1, β2, β3) ∈ U(k). By adjusting the basis {α1, α2, α3} if necessary,
we can assume without loss of generality that the tangent plane at β to the surface
U is the plane u = β1. If (a, b) ∈ k × k, then the intersection of U with the line
β + t(1, a, b) consists of two points, namely β and g(a, b) = β + 1

h(a,b) (1, a, b) for
some h(a, b) ∈ k[a, b]. The map g defines a morphism

g : A2 − V (h) → U − {β}, (6.2)

so j0 ◦ g defines a morphism

j : A2 − V (h) → TL/k − {1, j0(β)}. (6.3)
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For the inverse, write t = c + dx ∈ TL/k(k) − {1, j0(β)} with c, d ∈ F3. One
checks easily that d 6= 0, and if γ = (1 + c)/d then γ/σ(γ) = t. Write (1 + c)/d =
uα1 + vα2 + wα3 with ui ∈ k, and define

f(t) =
(

v − β2

u− β1
,
w − β3

u− β1

)
.

It follows from the discussion above that f : TL/k−{1, j0(β)}−→∼ A2−V (h) satisfies
f ◦ j = id and j ◦ f = id, so (6.1), (6.2), and (6.3) are isomorphisms and we obtain
the following.

Theorem 6.2. The above maps f and j induce inverse birational isomorphisms
over k between TL/k and A2.

Note that in the examples in §3.2, the coefficients of the rational maps f and j
are independent of q.

Remark 6.3. While the choice of j0 on first glance might look obvious, in fact
replacing j0 by the seemingly just as obvious j1(u, v, w) = (γx + 1)/(γσ(x) + 1)
leads to a hypersurface U defined by a cubic, rather than a quadratic, that does not
seem to easily lead to a parametrization, and thus does not easily lead to efficient
functions f and j. This is especially relevant when trying to generalize to the case
of n = 30, where it is not at all clear how to correctly choose a generalization of j0.

Arjen Lenstra [20] asked whether XTR can be generalized to obtain more security
(see also [5]). The next interesting case after n = 6 (i.e., the first case where
n/ϕ(n) > 6/ϕ(6) = 3) is when n = 30, where finding efficient generalizations
of the XTR or CEILIDH compression/decompression maps is an open question.
(However, see the next section for other techniques.) The following problem is
discussed in §§5–6 of [36], and can be viewed as giving a general mathematical
framework for the question of extending XTR and CEILIDH.

Voskresenskĭı’s Conjecture . If L/k is a finite cyclic extension of fields, then
TL/k is rational over k; i.e., if n = [L : k], there is a birational isomorphism over
k

TL/k //___ Aϕ(n).

By work of Klyachko and Voskresenskĭı, this conjecture is known to hold when
n is a product of at most two prime powers ([17]; see also §6.3 of [36]). In §3.2
and §2 above we gave explicit birational isomorphisms in some cases where n = 6
and 2. A Tn-cryptosystem arises for every n for which Voskresenskĭı’s Conjecture
is true over a finite field with efficiently computable birational maps.

When n is divisible by more than two distinct primes, Voskresenskĭı’s Conjecture
is still an open question (despite a claim to the contrary in [37]). In particular, the
conjecture is not known when n = 30 = 2 · 3 · 5.

7. Stable rationality

In Definition 7.1 below we give the definition of stable rationality. One reason
that Voskresenskĭı’s Conjecture would be difficult to disprove is that the tori TL/k

(for L/k cyclic) are known to always be stably rational over k (see the Corollary
on p. 61 of [36]), and it seems to be very difficult to prove the non-rationality of a
stably rational torus. Although the stable rationality of TL/k does not enable one
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to represent elements of Gq,n in Fϕ(n)
q , it does allow one to represent elements of

Gq,n×Fr
q in Fϕ(n)+r

q for a suitable r. In the language of the mathematical framework
of this paper, the paper [8] of van Dijk and Woodruff can be viewed as a way to
make clever use of the stable rationality of the algebraic tori Tn by encoding the
message to be encrypted or signed in the extra affine piece Ar.

Definition 7.1. A variety V over k is called stably rational over k if V × Ar is
rational over k for some r ≥ 0 (i.e., V ×Ar is birationally isomorphic over k to As

for some r and s).

In [8], van Dijk and Woodruff used the polynomial identity

Φn(x) =
∏
d|n

(xd − 1)µ(n/d)

to obtain an “almost bijection” between Gq,n × Fr
q and Fs

q where

r =
∑

d|n,µ(n/d)=−1

d, s =
∑

d|n,µ(n/d)=1

d.

In particular, this gave an “almost bijection” between Gq,30 × F32
q and F40

q , from
which they obtained public key cryptosystems. In [7], the rationality of T6, the
ideas of [8], and the polynomial identity

Φn(x)
r−1∏
i=2

Φp1···pi
(xpi+2···pr ) = Φp1p2(x

p3···pr ),

where n = p1 · · · pr is a product of r ≥ 2 distinct primes, are used to obtain an
“almost bijection” between Gq,n×Fn/3−ϕ(n)

q and Fn/3
q if n is divisible by 6, giving a

useful “almost bijection” between Gq,30 × F2
q and F10

q . This improves the efficiency
of the cryptosystems in [8].

It is an open question to find a birational isomorphism over Fq between T30×A1

and A9 (or to prove its non-existence).

8. Security considerations

The map α 7→ (α(qn−1)/Φt(q))t|n gives a homomorphism

F×qn
∼= (ResFqn /Fq

Gm)(Fq) →
⊕
t|n

Tt(Fq) ∼=
⊕
t|n

Gq,t = Gq,n ⊕
⊕
t|n
t6=n

Gq,t

whose kernel and cokernel have orders whose prime divisors all divide n. We have
Gq,t ⊆ F×qt for all t, so for t|n and t < n the elements of the subgroups Gq,t lie
in a strictly smaller field than Fqn , and are therefore vulnerable to attacks on the
discrete logarithm problem in F×qt , for t|n with t < n. By Lemma 1 of [4], if h ∈ Gq,n

is an element of prime order not dividing n, then Fq(h) = Fqn , i.e., almost none of
the elements of Gq,n lie in a proper subfield of Fqn .

Part (ii) of the following result shows that the finite cyclic group Gq,n = Tn(Fq)
is as cryptographically secure as F×qn against the known subexponential attacks on
the discrete logarithm problem.

Proposition 8.1. Suppose p is a prime, m and n are positive integers, q = pm,
and (n, q) 6= (6, 2). Then:

(i) min{k ∈ Z+ : Φn(q) divides pk − 1} = mn;
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(ii) the smallest extension F of Fp such that Gq,n ⊆ F× is Fqn .

Proof. Let k be the smallest positive integer such that Φn(q) divides pk − 1. Since
Φn(q) divides qn− 1, we have k ≤ mn. First suppose mn > 2. Since (n, q) 6= (6, 2),
it follows from a result of Zsigmondy (see Theorem 8.3, §IX of [14]) that Φmn(p)
has a prime divisor ` that does not divide mn. By Lemma 4 of [27], mn is the
order of p modulo `. Since ` divides Φmn(p), which divides Φn(pm), which divides
pk − 1, we have mn ≤ k. Thus k = mn, as desired. If n = 1, then clearly k = m. If
n = 2 and m = 1, then clearly k = 2. This gives (i). Part (ii) follows from (i) since
|Gq,n| = Φn(q) and qn = pmn. �

In a 2004 preprint, Kohel [18] suggests attacking cryptography on Gq,n by using
the fact that when n is odd and relatively prime to q, the tori Tn and T2n are sub-
schemes of the generalized Jacobian of a singular hyperelliptic curve y2 = cxf(x)2,
where f(x) ∈ Fq[x] is irreducible of degree n. This seems like an interesting point
of view that needs to be fleshed out and studied more fully.

Gaudry introduced a new probabilistic index calculus attack on the discrete log-
arithm problem for abelian varieties in his 2004 preprint [9]. Granger-Vercauteren
[13] did an analogue of Gaudry’s attack for the multiplicative group Gm, which
gives an attack on a subgroup of F×q6 whose order is a 160-bit prime that is faster
than Pollard ρ (which has complexity O(

√
q)) when q is a sufficiently large fifth

power (and therefore this attack applies also to subgroups of F×q30), but has not
been compared to index calculus attacks.

Joux et al. [15, 16] recently obtained efficient variants of the function field and
number field sieve that bring the complexity of these attacks on the discrete log
problem in F×pn to Lpn(1/3) for all finite fields Fpn , including the intermediate range
where only Lpn(1/2) was previously known. They point out that the tori T2 and
T6, which underlie LUC, XTR, and CEILIDH, appear to be safe from such attacks,
as are cryptosystems based on the difficulty of the discrete log problem in T30 over
Fp for 64-bit primes p, but not for 32-bit p.

To summarize, CEILIDH and XTR seem to be safe from known attacks, if one
takes the parameter q to be a prime of at least 170 (≈ 1024

6 ) bits. For T30-crypto-
systems, Joux recommends taking 64-bit primes q to avoid all known attacks.

9. Interpreting discrete log cryptosystems in terms of quotients of
tori

We will show that the XTR, Gong-Harn, and Lucas-based cryptosystems are
based on the rationality of certain quotients of algebraic tori by the action of
certain (finite) symmetric groups. In particular, Theorems 9.7 and 9.8, and the
definition of the maps σ̃i,F in (5.2), show that the Lucas-based, Gong-Harn, and
XTR cryptosystems are “based on” the quotient varieties T2/S2, T3/S3, and T6/S3,
respectively, and the conjectural “Looking beyond XTR” systems in [4] would be
based on the quotient varieties T30/(S3×S5) or T30/(S2×S3×S5), where Sr denotes
the symmetric group on r letters, and the actions of these symmetric groups on Tn

are defined in §9.1 below. Theorem 9.11 shows that T2/S2, T3/S3, and T6/S3 are
rational varieties (and that is why the cryptosystems have efficient compression).

More precisely, for XTR, information exchanged corresponds to a Gal(Fq6/Fq2)-
conjugacy class of Gq,6, which by Theorems 9.7 and 9.8 corresponds to an element of
T6/S3. The cryptosystem XTR takes advantage of the fact that T6/S3 is rational,
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and the trace map from Fq6 to Fq2 induces a morphism and birational isomorphism
T6/S3 → A2(= ResFq2/Fq

A1) over Fp as in Theorem 9.11, and therefore gives a
compact representation of T6/S3 (i.e., an element of (T6/S3)(Fq) is represented by
two elements of Fq). The set of equivalence classes T6/S3 is not a group, because
multiplication in T6 does not send S3-orbits to S3-orbits. This explains why XTR
does not have a straightforward way to multiply. However, exponentiation in T6

does send S3-orbit to S3-orbits, and it induces a well-defined exponentiation in
T6/S3, and therefore in the set Λ(Fq, Fq2 , Fq6) of XTR traces (defined below).

Similarly for Lucas-based cryptosystems, the elements being exchanged corre-
spond to elements of T2/S2, and the trace map from Fp2 to Fp induces a morphism
and birational isomorphism T2/S2 → A1 over Fp.

From now on, L/k is a finite cyclic extension, n := [L : k] is square-free,

k ⊆ F ⊆ L, G := Gal(L/k), H := Gal(L/F ), e := |H|, d := n/e.

We define an algebraic variety XF that underlies XTR, Gong-Harn, and the
Lucas-based cryptosystems (with k = Fq and (F,L) = (Fq2 , Fq6), (Fq, Fq3), and
(Fq, Fq2), respectively). Theorem 9.11 below shows that in those cases, XF is
rational. Theorem 9.11 can be viewed as a rephrasing of a result in [5]. Phrasing
Theorem 9.11 in terms of quotients of algebraic tori and birational isomorphisms
makes precise the underlying mathematics. This was useful to us both in helping
us find counterexamples in more general cases (see §10), and in helping to see what
ideas might be necessary to obtain correct and useful generalizations.

When (k, F, L) = (Fq, Fqn , Fqn), then (n, d, e) = (n, n, 1) and the varieties XF

and Tn/Se are Tn itself, corresponding to the Tn-cryptosystems (T2 is the case
(n, d, e) = (2, 2, 1) and CEILIDH is the case (6, 6, 1)). An effective proof of Voskre-
senskĭı’s Conjecture would provide a birational isomorphism between Tn and Aϕ(n).

Because the details become more technical from this point on, we recommend
that the casual reader ignore the proofs, lemmas, and propositions, and concentrate
on the definitions, theorem statements, and examples.

9.1. Group actions on tori. We next define actions of symmetric groups on the
tori TL/k. If Γ is a finite set, let ΣΓ denote the group of permutations of Γ. As an
abstract group, ΣG (resp., ΣH) is the symmetric group Sn (resp., Se). Since n is
square-free, there is a unique subgroup J ⊆ G such that G = H×J . This decompo-
sition induces inclusions ΣH ⊆ ΣG ⊆ Autk(AG) and ΣH ⊆ ΣG ⊆ Autk(GG

m). More
concretely, the action of π ∈ ΣH = Se on AG = An is (xi)i∈Z/nZ 7→ (xπ−1(i))i∈Z/nZ
where Se acts on G = Z/nZ via the decomposition Z/nZ ∼= Z/eZ × Z/dZ, with
trivial action on the second factor. See also Examples 9.3 and 9.4 below. We have

An = AG ∼=
L

ResL/kA1 ⊃ ResL/kGm ⊃ TL/k.

The action of ΣH on ResL/kA1 ∼= AG sends ResL/kGm to ResL/kGm. The images
of ΣH in AutL(ResL/kA1) ∼= AutL(AG) and in AutL(ResL/kGm) ∼= AutL(GG

m) are
stable under the action of Gal(L/k) (by Corollary 1.7(i) of [24] with I = J = Z[G]
and V = Ga = A1 and V = Gm and Proposition 4.1 of [24] with O = Z and V = Ga

and Gm), and it follows that the quotient varieties AG/ΣH , (ResL/kA1)/ΣH , and
(ResL/kGm)/ΣH are all defined over k.

Recall the maps σ̃i,F from (5.2). We will make repeated use of the following
lemma.
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Lemma 9.1 (Proposition 3.2 of [29]). The maps σ̃i,F for 1 ≤ i ≤ e factor through
(ResL/kA1)/ΣH and induce a commutative diagram

ResL/kGm // //

⊕e
i=1σ̃i,F ,,XXXXXXXXXXXXXXXXXXXXXXXXXXXX (ResL/kGm)/ΣH

� � // (ResL/kA1)/ΣH

��
⊕e

i=1σ̃i,F

��
(ResF/kA1)e

where the right-hand vertical map is an isomorphism over k.

If e is divisible by two or more primes, then the action of ΣH on ResL/kGm does
not send TL/k to itself. We illustrate this concretely in Examples 9.3 and 9.4 below.
The following result, which is used in Theorem 9.7 below, tells us which elements
of ΣG do send TL/k to itself. In particular, Lemma 9.2 shows that if p is a prime
divisor of n, then the action of Sp on An (= AG) does take Tn to itself.

Write G =
∏

Gi, with the Gi cyclic groups of (distinct) prime order.

Lemma 9.2. If σ ∈ ΣG, then σ(TL/k) ⊆ TL/k if and only if σ ∈
∏

i ΣGi
.

Proof. This follows from Theorem 7.3 of [24]; see also Lemma 3.5 of [29]. �

The following examples give concrete realizations of the tori Tn, that allow ex-
plicit computation, and show how the symmetric groups act.

Example 9.3. Let n = e = 6 and d = 1, and let

Γ = Z/6Z ∼= Z/2Z× Z/3Z ⊃ Ω = (Z/2Z)× × (Z/3Z)× ∼= (Z/6Z)×.

By Definition 5.3, TΓ ⊂ GΓ
m−→∼ G6

m can be identified with the 2 × 3 matrices over
Gm for which each row and column product is 1. By Lemma 5.4 we have T6

∼= TΓ

over Fq6 , and by Lemma 5.6 we have G2
m
∼= GΩ

m−→∼ TΓ ⊂ GΓ
m−→∼ G6

m via

(x1, x2) 7→
(

x1 x2 (x1x2)−1

x−1
1 x−1

2 x1x2

)
.

The action of S2 interchanges the rows, and the action of S3 permutes the columns
of the 2× 3 matrix. However, the action of S6 on GΓ

m = G6
m does not take TΓ into

itself (i.e., there are permutations of the 6 matrix entries that do not give a matrix
of the same form). Thus, the action of S6 does not take T6 into itself.

Example 9.4. More generally, if n = pq and

Γ = Z/nZ ∼= Z/pZ× Z/qZ ⊃ Ω = (Z/pZ)× × (Z/qZ)× ∼= (Z/nZ)×,

then by Definition 5.3, TΓ ⊂ GΓ
m−→∼ Gn

m can be identified with the p×q matrices over
Gm for which each row and column product is 1. By Lemma 5.4 we have Tn

∼= TΓ

over Fqn , and by Lemma 5.6 we have G(p−1)(q−1)
m

∼= GΩ
m−→∼ TΓ ⊂ GΓ

m−→∼ Gn
m via

(xi,j)1≤i≤p−1,1≤j≤q−1 7→

x1,1 x1,2 · · · x1,q−1 (
∏q−1

`=1 x1,`)−1

x2,1 x2,2 · · · x2,q−1 (
∏q−1

`=1 x2,`)−1

...
...

...
...

...

xp−1,1 xp−1,2 · · · xp−1,q−1 (
∏q−1

`=1 xp−1,`)−1

(
∏p−1

k=1 xk,1)−1 (
∏p−1

k=1 xk,2)−1 · · · (
∏p−1

k=1 xk,q−1)−1
∏q−1

`=1

∏p−1
k=1 xk,`


.
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Now Sp acts on TΓ by permuting the rows of the matrix, and Sq acts by permuting
the columns. However, the action of Sn on GΓ

m = Gn
m does not take TΓ into itself,

so does not take Tn into itself. More generally, taking n = p1p2 · · · pr, one can
represent TΓ via a p1×· · ·× pr multi-dimensional matrix. The proof of Lemma 5.6
can be viewed as a coordinate-free version of this representation.

Definition 9.5. Let XF denote the image of TL/k in (ResL/kGm)/ΣH . Let XH

be the image of TG under the map GG
m � GG

m/ΣH , with ΣH acting on GG
m by

permuting the factors as above.

It follows from Lemma 5.6 that TG and TL/k, and thus XH and XF , are absolutely
irreducible.

Write H =
∏

Hi with {Hi} ⊆ {Gi}, and define

Σ′
H :=

∏
i

ΣHi
⊆ ΣH .

More concretely, letting e = p1 · · · pr be the prime factorization of the squarefree
positive integer e, and letting S′

e := Sp1 × · · · × Spr
, then Σ′

H = S′
e. Note that

when e is prime, then S′
e = Σ′

H = ΣH = Se. By Lemma 9.2, Σ′
H ⊆ Autks

(TL/k).
Clearly the map TL/k → XF factors through TL/k/Σ′

H . When k = Fq, we will
denote TL/k/Σ′

H by Tn/S′
e.

The next lemma is used to prove Theorem 9.7.

Lemma 9.6. Suppose Y is an affine variety defined over k, and X is an irreducible
affine subvariety of Y defined over k. Suppose Autks

(Y ) contains a finite group Σ,
and let Σ0 = {γ ∈ Σ : γ(X) ⊆ X}. Then the natural map X/Σ0 → Y/Σ induces a
birational isomorphism over k from X/Σ0 to its image in Y/Σ.

Proof. If g ∈ Σ, let Ug = X−g−1(X). Let U = ∩g∈Σ−Σ0Ug. Then U is a non-empty
Zariski-open subset of X. By the definition of U , the natural map X/Σ0 → Y/Σ is
injective on the image of U in X/Σ0, proving the desired result. �

Theorem 9.7. The natural map TL/k/Σ′
H → XF is a birational isomorphism over

k.

Proof. By Lemmas 9.6 and 9.2, the natural map TL/k/Σ′
H → (ResL/kGm)/ΣH

induces a birational isomorphism to XF . �

The next result will be used to prove Theorems 10.5 and 10.9.

Theorem 9.8. Fix an isomorphism (φ1, . . . , φd) : ResF/kA1−→∼ Ad over k (for
example, by fixing a k-basis of F ). Then the function field k(XF ) is generated by
the symmetric functions {φj ◦ σ̃i,F : 1 ≤ i ≤ e, 1 ≤ j ≤ d}.

Proof. By Lemma 9.1, the function field k((ResL/kA1)/ΣH) is generated by the
maps φj ◦ σ̃i,F . Since XF is a subvariety of (ResL/kA1)/ΣH , the restrictions of
those maps to XF generate k(XF ). �

Remark 9.9. Let GL/k ⊆ L× be the image of TL/k(k) under the map of Theorem
5.7(ii) and let ρ : TL/k → XF be the natural map. Then Theorem 9.8 (combined
with Lemma 5.1) shows that ρ induces a one-to-one correspondence between the
Gal(L/F )-orbits of GL/k and the subset ρ(TL/k(k)) of XF (k). In particular, the
Gal(Fqn/Fqd)-orbits of Gq,n are in bijection with the image of Tn(Fq) in XF

qd
(Fq).

When n = 6, k = Fq, and F = Fq2 , the map ResFq6/Fq
Gm → (ResFq6/Fq

Gm)/S3
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induces ρ : T6 → T6/S3 = XF , a (generically) 6-to-1 map. However, for the induced
map on Fq-points ρ : T6(Fq) → XF (Fq), almost all non-empty fibers have size 3,
corresponding to Gal(Fq6/Fq2)-orbits in Gq,6.

9.2. Interpreting XTR, Gong-Harn, and Lucas-based systems. Theorem
9.11 below can be viewed as a rephrasing, in the language of this paper, of a result
in §5 of [5] (see also Proposition 1 of [4]) that says that the minimal polynomial
over Fqd of an element of Gp,n can be represented using ϕ(n) log2(p) bits, if d = 1
or 2 and e is prime.

With notation k, L, F , G, H, n, e, and d as before, let u = dϕ(n)/de. There is
a commutative diagram

TL/k

����

⊆ ResL/kGm
� � // ResL/kA1

⊕u
i=1σ̃i,F

��

∼ //

wwwwooooooooooo
AG

⊕u
i=1si

��
TL/k/Σ′

H
// (ResL/kA1)/Σ′

H
// (ResF/kA1)u ∼ // (AG/H)u

where the top and bottom isomorphisms are defined over L and F , respectively,
and the functions si were defined in Definition 5.3. Let

λF := (σ̃1,F , . . . , σ̃u,F ) : TL/k/Σ′
H → (ResF/kA1)u (9.1)

denote the composition in the bottom row, and let

Λ(k, F, L) := {λF (α) : α ∈ TL/k(k)} ⊆ (ResF/kA1)u(k) ∼= Fu.

Note that Λ(Fq, Fqd , Fqn) = {(σ1(α), . . . , σu(α)) : α ∈ Gq,n} ⊆ (Fqd)dϕ(n)/de

where σi(α) is the i-th symmetric function on {αγ : γ ∈ Gal(Fqn/Fqd)}. The
Lucas-based and XTR cryptosystems correspond to the cases (n, d, e) = (2, 1, 2)
and (6, 2, 3), respectively. In these two cases, λF is essentially the trace map from
Fqn to Fqd , and Λ(Fq, Fqd , Fqn) is the set of traces used in the Lucas-based systems
and XTR, respectively. Further, when (n, d, e) = (3, 1, 3), then Λ(Fq, Fqd , Fqn) is
the set of values that occur in the Gong-Harn cryptosystem. In Theorem 10.5 below
we will show that a conjecture in [4] on how to generalize XTR would imply that
λF is always a birational isomorphism.

The following result, which will be used to prove Theorem 10.9, gives equivalent
conditions for λF to be a birational isomorphism.

Proposition 9.10. (i) The isomorphism TL/k −→∼ TG of Lemma 5.4 induces
an isomorphism XF −→∼ XH defined over F .

(ii) Lemma 9.1 remains true when ResL/kGm, ResL/kA1, and σ̃i,F are replaced
by GG

m, AG, and si, respectively, where the si were defined in Definition
5.3.

(iii) There is a commutative diagram, with maps defined over F ,

XF
∼ //

⊕e
i=1σ̃i,F

��

XH

⊕e
i=1si

��
(ResF/kA1)e ∼ // (AG/H)e

where the top map is the isomorphism of (i), the bottom isomorphism is
given by the e-th power of (4.3) (with V = A1), and the left map is induced
by the map of Lemma 9.1.



20 K. RUBIN AND A. SILVERBERG

(iv) There is a commutative diagram

TL/k/Σ′
H

//

λF ''NNNNNNNNNNN
XF

∼ //

⊕u
i=1σ̃i,F

��

XH

⊕u
i=1si

��
(ResF/kA1)u ∼ // (AG/H)u

where the top left map is the birational isomorphism of Theorem 9.7, the
top right map is from (i), and the bottom map is the u-th power of (4.3).

(v) The following are equivalent:
(a) λF is a birational isomorphism,
(b) ⊕u

i=1σ̃i,F is a birational isomorphism,
(c) ⊕u

i=1si is a birational isomorphism.

Proof. Part (i) follows from Lemma 5.4, (4.3), and the definitions of XF and XH .
Part (ii) follows from (4.3). Part (iii) now follows immediately, while (iv) follows
from Theorem 9.7 and the definition of λF . Part (v) follows from (iv) and the fact
that being a birational isomorphism is invariant under change of base field. �

Theorem 9.11. Suppose e is prime, and d = 1 or 2. Then λF is a birational
isomorphism and injective morphism

TL/k/Σ′
H ↪→ (ResF/kA1)ϕ(n)/d (∼= Aϕ(n))

such that Λ(k, F, L) is the image of the composition

TL/k(k) −→ (TL/k/Σ′
H)(k) ↪→ (ResF/kA1)ϕ(n)/d(k) ∼= Fϕ(n)/d.

In this way, Λ(k, F, L) can be naturally identified with the image of TL/k(k) in
(TL/k/Σ′

H)(k).

Proof. By definition, Λ(k, F, L) is the image of the composition

TL/k(k) → (TL/k/Σ′
H)(k) → (ResF/kA1)u(k) ∼= Fu.

When d divides ϕ(n), then TL/k and (ResF/kA1)u are both ϕ(n)-dimensional vari-
eties over k. Thus to prove the theorem we need only show that when d = 1 or 2
and e is prime then λF is injective. By Lemma 9.1,

(σ̃1,F , . . . , σ̃e,F ) : (ResF/kA1)/ΣH −→∼ (ResF/kA1)e. (9.2)

Suppose e is prime. Then Σ′
H = ΣH , and TL/k/Σ′

H is a subvariety of ResF/kA1/ΣH .
Suppose first that d = 1. By the definitions of TL/k and σ̃e,F , we have σ̃e,F =

NL/F,k = 1 on TL/k. Thus (σ̃1,F , . . . , σ̃e,F ) = (λF , 1) on TL/k. The injectivity of
λF follows from the injectivity of (9.2).

Now suppose that d = 2 (so e is an odd prime). Let M denote the degree
e extension of k in L and let ρ denote the element of order 2 in G. We have
NL/M,k(g) = g · gρ and NL/M,k = 1 on TL/k. Thus ρ is the same as inversion on
TL/k. By definition,

σ̃i,F (g1, . . . , ge) =
∑

S⊆{1,...,e}
|S|=i

∏
j∈S

gj ,
σ̃e−i,F

σ̃e,F
(g1, . . . , ge) =

∑
S⊆{1,...,e}

|S|=i

∏
j∈S

g−1
j .
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Since ρ is inversion on TL/k and σ̃e,F = 1 on TL/k, we have σ̃ρ
i,F = σ̃e−i,F /σ̃e,F =

σ̃e−i,F on TL/k. Thus

(σ̃1,F , . . . , σ̃e,F ) = (σ̃1,F , . . . , σ̃(e−1)/2,F , σ̃ρ
(e−1)/2,F , . . . , σ̃ρ

1,F , 1)

on TL/k. Since λF = (σ̃1,F , . . . , σ̃(e−1)/2,F ), the injectivity of λF again follows from
(9.2). �

10. “Looking beyond XTR”

Arjen Lenstra [20] asked if one can use n = 30 to do better than XTR. The
Bosma-Hutton-Verheul paper “Looking beyond XTR” [4], building on a conjecture
in [5], asked whether, for n > 6, some set of elementary symmetric polynomials can
be used in place of the trace. In particular, [4] asked whether one can recover the
values of all the elementary symmetric polynomials (i.e., the entire characteristic
polynomial) for Gal(Fpn/Fpd) from the first dϕ(n)/de of them (this was already
answered in the affirmative in [5] when (d, n/d) = (1, `) or (2, `) with ` prime). If
this were true, one could use the first dϕ(n)/de elementary symmetric polynomials
on the set of Gal(Fpn/Fpd)-conjugates of an element h ∈ Gq,n to compress h,
representing it via ϕ(n) elements of Fq.

Of the four conjectures stated in [4], the two “strong” conjectures were disproved
there. In Theorem 10.1 and Corollary 10.2 below we disprove the two remaining
conjectures (Conjectures 1 and 3 of [4], which were also called (d, e)-BPV and n-
BPV in [4]). In fact we can do better. We have constructed examples that show
not only that the conjectures are false, but also that weakening the conjectures does
not help. In particular, when n = 30 and p = 7, we can show that:

• for d = 1, no 8 (= ϕ(n)/d) elementary symmetric polynomials determine
any of the remaining ones, except for those determined by the symmetry
of the characteristic polynomial,

• for d = 1, no 10 elementary symmetric polynomials determine all of them;
• for d = 2, no 4 (= ϕ(n)/d) elementary symmetric polynomials determine

all of them.
Rationality of the varieties Tn/S′

n (or more generally the varieties Tn/S′
e) would

imply the conjecture in [5] that characteristic polynomials (i.e., Galois-conjugacy
classes) of elements of Gp,n can be represented using ϕ(n) log2(p) bits. We see in
Theorem 10.5 below that the conjectures in [4] would imply the stronger statement
(when d divides ϕ(n)) that the map λF

qd
of (9.1) is a (morphism and) birational

isomorphism
Tn/S′

e → (ResF
qd/F

q
A1)ϕ(n)/d ∼= Aϕ(n).

Theorem 9.11 above showed this is true when e is a prime and d = 1 or 2. In par-
ticular, it is true when (d, e) is (1, 1) (Diffie-Hellman), (1, 2) (Lucas-based systems),
(1, 3) (Gong-Harn), and (2, 3) (XTR). Theorem 10.9 below shows that this is false
for (d, e) = (1, 30) and (2, 15) in all but at most finitely many characteristics p, i.e.,
the first eight elementary symmetric polynomials do not induce a birational isomor-
phism T30/S′

30 = T30/(S2 × S3 × S5) → A8 over Fp, and the first four elementary
symmetric polynomials on the Gal(Fp30/Fp2)-conjugates of an element in T30 do not
induce a birational isomorphism T30/S′

15 = T30/(S3 × S5) → (ResFp2/Fp
A1)4 ∼= A8

over Fp. In summary, elementary symmetric polynomials are not the correct func-
tions to use.
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Fix an integer n > 1, a prime p, and a factorization n = de with e > 1. For h ∈
Gp,n, let P

(d)
h be the characteristic polynomial of h over Fpd , and define functions

aj : Gp,n → Fpd by

P
(d)
h (X) = Xe + ae−1(h)Xe−1 + · · ·+ a1(h)X + a0(h).

Then a0(h) = (−1)e. If n is even then

aj(h) = (−1)e(ae−j(h))pn/2
(10.1)

for all j ∈ {1, . . . , e− 1} (see for example Theorem 1 of [4] or the proof of Theorem
9.11 above). Let

Sp,n = {h ∈ Gp,n : Fp(h) = Fpn}.
Next we state Conjectures 1 and 3 (also called (d, e)-BPV and n-BPV, resp.)

of [4].

Conjecture (d, e)-BPV. Let n = de with e > 1. Then dϕ(n)/de is the smallest
positive integer u for which there are polynomials

Qj ∈ Z[X(0)
1 , . . . , X

(d−1)
1 , X

(0)
2 , . . . , X

(d−1)
2 , . . . , X(d−1)

u , . . . , X(d−1)
u ],

for all 1 ≤ j ≤ e− u− 1, such that for every prime p and every h ∈ Sp,n,

aj(h) = Q̄j(ae−1, a
p
e−1, . . . , a

pd−1

e−1 , ae−2, a
p
e−2, . . . , a

pd−1

e−2 , . . . , ae−u, ap
e−u, . . . , apd−1

e−u )

where Q̄j denotes Qj with coefficients taken modulo p.

Conjecture n-BPV. Suppose 1 < n ∈ Z. Then n has a divisor d such that d
divides ϕ(n) and Conjecture (d, n/d)-BPV holds.

Theorem 10.1. Conjecture (d, e)-BPV is false when (d, e) = (1, 30) and (2, 15).

Proof. Let u = dϕ(n)/de. Conjecture (d, e)-BPV would imply there are polynomi-
als Q1, . . . , Qe−u−1 ∈ Z[x1, . . . , xu] such that aj(h) = Qj(ae−u(h), . . . , ae−1(h)) for
all primes p, h ∈ Sp,n, and j ∈ {1, . . . , e − u − 1}; so for each p and h the values
ae−u(h), . . . , ae−1(h) would determine aj(h) for every j. We will disprove Conjec-
ture (d, e)-BPV by exhibiting two elements h, h′ ∈ Sp,n such that aj(h) = aj(h′)
whenever e−u ≤ j ≤ e−1 but aj(h) 6= aj(h′) for at least one j < e−u, with p = 7
and 11.

Let n = 30, and p = 7 or 11. Note that Φ30(7) = 6568801 (a prime) and
Φ30(11) = 31 × 7537711. Since Φ30(p) is relatively prime to 30, by Lemma 1
of [4] we have Sp,30 = Gp,30 − {1}. View the field Fp30 as Fp[x]/f(x) with an
irreducible polynomial f(x) ∈ Fp[x], and fix a generator g of Gp,n. Specifically, let
r = (p30 − 1)/Φ30(p) and let

f(x) = x30 + x2 + x + 5, g = xr, if p = 7,

f(x) = x30 + 2x2 + 1, g = (x + 1)r, if p = 11.

Case 1: d = 1, e = 30. Then u = dϕ(n)/de = ϕ(30) = 8. For h ∈ Sp,30 = Gp,30−{1}
and 1 ≤ j ≤ 29 we have aj(h) = a30−j(h) by (10.1), so we need only consider
aj(h) for 15 ≤ j ≤ 29. By constructing a table of gi and their characteristic
polynomials P

(d)
gi for i = 1, 2, . . ., and checking for matching coefficients, we found

the examples in Tables 1 and 2 below. The examples in Table 1 (resp., Table 2)
disprove Conjecture (1, 30)-BPV with p = 7 (resp., 11).
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Case 2: d = 2, e = 15. Then u = dϕ(n)/de = ϕ(30)/2 = 4. For h ∈ Sp,30 =
Gp,30 − {1} and 1 ≤ j ≤ 14 we have aj(h) = ā15−j(h) by (10.1), where ā denotes
conjugation in Fp2 . Thus we need only consider aj(h) for 8 ≤ j ≤ 14. View Fp2 as
Fp(i) where i2 = −1. A computer search as above leads to the examples in Tables 3
and 4. The examples in Table 3 (resp., Table 4) disprove Conjecture (2, 15)-BPV
with p = 7 (resp., 11). �

h \ j 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29

g2754 3 2 0 6 4 4 2 5 4 0 2 2 1 4 4
g6182 5 4 4 5 5 3 1 5 4 0 2 2 1 4 4

g5374 2 0 5 2 1 6 4 6 1 1 5 6 4 2 6
g23251 4 2 0 2 3 6 4 6 1 1 5 6 4 2 6

Table 1. Values of aj(h) ∈ F7 for several h ∈ G7,30

h \ j 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29

g7525 10 2 9 7 7 5 6 9 2 1 8 10 4 1 10
g31624 10 2 2 4 2 3 10 9 2 1 8 10 4 1 10

g46208 9 9 6 10 6 10 10 8 1 3 2 7 4 6 5
g46907 7 8 0 0 1 7 10 8 1 3 2 7 4 6 5

Table 2. Values of aj(h) ∈ F11 for several h ∈ G11,30

h \ j 8 9 10 11 12 13 14

g173 4 + 4i 5 + i 1 + 6i 4i 2 + 3i 6 + 3i 3+i

g2669 6 6 + 3i 5 + i 4i 2 + 3i 6 + 3i 3+i

g764 6 + 6i 5 5 0 0 6 2
g5348 6 + i 5 5 0 0 6 2

Table 3. Values of aj(h) ∈ F49 for certain h ∈ G7,30

h \ j 8 9 10 11 12 13 14

g9034 10 + i 10i 3 + 3i 1 + 4i 8 + 9i 5 + 4i 9
g18196 6 + 8i 9 + 10i 8 + i 1 + 4i 8 + 9i 5 + 4i 9

Table 4. Values of aj(h) ∈ F121 for certain h ∈ G11,30

If n > 1 is fixed, then Conjecture n-BPV of [4] says that there exists a divisor
d of both n and ϕ(n) such that (d, n/d)-BPV holds. Since gcd(30, ϕ(30)) = 2,
when n = 30 we need only consider d = 1 and 2. The following is an immediate
consequence of Theorem 10.1.
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Corollary 10.2. Conjectures (1, 30)-BPV, (2, 15)-BPV, and 30-BPV of [4] are
false. Thus, Conjectures 1 and 3 of [4] are both false.

Remark 10.3. For d = 1 and e = 30, the last two lines of Table 1 (resp., Table
2) show that even the larger collection of values a18(h), a20(h), . . . , a29(h) (resp.,
a21(h), . . . , a29(h)) does not determine any of the other values when p = 7 (resp.,
p = 11). We also found that no 8 coefficients determine all the rest; we found
64 pairs of elements so that given any set of 8 coefficients, one of these 64 pairs
match up on these coefficients but not everywhere. In fact, we computed additional
examples that show that when p = 7, no ten coefficients determine all the rest. We
also show that when p = 7 no set of eight coefficients determines even one additional
coefficient.

Suppose now d = 2, e = 15, and p = 7. Then the last two lines of Table 3 show
that even the larger collection of values a9(h), . . . , a14(h) does not determine the
remaining value a8(h) ∈ F49. We have computed additional examples that show
that no choice of four of the values a8(h), . . . , a14(h) determines the other three.

The next lemma is used to prove Theorem 10.5 (and Lemma 10.6) below.

Lemma 10.4. Suppose L/k is a cyclic extension of degree n, and τ is a generator
of G := Gal(L/k). Then the natural ring homomorphism γ : Z[G] → End(TL/k)
has kernel (Φn(τ)).

Proof. This follows from Proposition 4.2(iii) and Lemma 5.4 of [24]. �

Theorem 10.5. Suppose k is a prime field (Q or Fp), n is a square-free integer,
L/k is a cyclic extension of degree n, k ⊆ F ⊆ L, d := [F : k], and e := [L : F ].
Suppose d divides ϕ(n). Then Conjecture (d, e)-BPV of [4] implies that the map
λF defined in (9.1) is a birational isomorphism.

Proof. Let u = ϕ(n)/d. Since dim(XF ) = dim((ResF/kA1)u), it suffices to show
that λF induces a surjective map on function fields k((ResF/kA1)u) → k(XF ). Fix
an isomorphism (φ1, . . . , φd) : ResF/kA1−→∼ Ad over k. Since {φj ◦ σ̃i,F : 1 ≤ i ≤
e, 1 ≤ j ≤ d} generates k(XF ) by Theorem 9.8, it suffices to show that for all 1 ≤
i ≤ e and 1 ≤ j ≤ d there is a gi,j ∈ k((ResF/kA1)u) such that gi,j ◦λF = φj ◦ σ̃i,F .

For 1 ≤ j ≤ d, let tj : (ResF/kA1)u → ResF/kA1 be the j-th projection. Then
ti ◦λF = σ̃i,F . With Qi from Conjecture (d, e)-BPV and writing [τ i] for γ(τ i) with
τ and γ as in Lemma 10.4, for 1 ≤ i ≤ e define fi : TL/k → ResF/kA1 by

fi = σ̃i,F−

Qi(σ̃e−1,F , [τ ]◦σ̃e−1,F , [τ2]◦σ̃e−1,F , . . . , [τd−1]◦σ̃e−1,F , σ̃e−2,F , . . . , [τd−1]◦σ̃e−u,F ).

We show below that fi = 0. The desired result then follows by taking

gi,j := φj ◦Qi(t1, [τ ] ◦ t1, . . . , [τd−1] ◦ t1, t2, [τ ] ◦ t2, . . . , [τd−1] ◦ te−u).

First suppose k = Q. Viewing TL/Q(Q) ⊆ L× via Theorem 5.7(ii), let AL :=
{α ∈ TL/Q(Q) : L = Q(α)}. Fix any α ∈ AL. Let S(α) be the set of all primes `
such that Frob`(L/Q) = τ , α is integral at `, and ` does not divide the discriminant
of the minimal polynomial for α over Q. Let OL denote the ring of integers of the
number field L. Since Frob`(L/Q) = τ , we have OL/`OL

∼= F`n . Since α is integral
at `, and ` does not divide the discriminant of α’s minimal polynomial, we have
F`n = F`(α̃) where α̃ is the image of α under (OL)(`) → OL/`OL, with (OL)(`)
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the localization. Conjecture (d, e)-BPV implies ord`(fi(α)) > 0 for all ` ∈ S(α).
Since S(α) is an infinite set (by the Cebotarev density theorem), fi(α) = 0. Lemma
10.6(ii) below shows that AL is Zariski-dense in TL/Q; therefore fi = 0.

Now suppose k = Fp. Let L′ be any cyclic extension of Q of degree n for which
p is inert, and let F ′ be the subfield of L′ of degree d over Q. Since p is inert, the
residue field of F ′ at p is Fpd = F . The map fi is the reduction modulo p of the fi

defined in characteristic zero, and thus is 0. �

The previous proof made use of the following lemma.

Lemma 10.6. Suppose k is an infinite field, and L is a cyclic extension of k of
finite square-free degree. Let ι : TL/k(k) ↪→ L× be the inclusion of Theorem 5.7(ii)
and let AL = {α ∈ TL/k(k) : L = k(ι(α))}. Then

(i) TL/k(k) is Zariski-dense in TL/k, and
(ii) AL is Zariski-dense in TL/k.

Proof. By Theorem 5.7(iii), there is a surjective morphism f over k from ResL/kGm

onto the connected algebraic group TL/k. Since k is infinite and ResL/kGm is
rational, (ResL/kGm)(k) is Zariski dense in ResL/kGm. If U is a non-empty open
subset of TL/k, then f−1(U) is a non-empty open subset of ResL/kGm, so contains
an x ∈ (ResL/kGm)(k). Then f(x) ∈ TL/k(k) ∩ U . Now (i) follows.

Let τ be a generator of G := Gal(L/k) and let n = |G|. Let ω =
∏n−1

i=1 (1− τ i) ∈
Z[G] and let W := ker γ(ω) ⊆ TL/k, with γ as in Lemma 10.4. Then W is closed.
Since

∏n−1
i=1 (1 − xi) is not divisible by Φn(x), Lemma 10.4 implies that γ(ω) 6= 0,

so W 6= TL/k. Suppose β ∈ TL/k(k) − AL. By the definition of AL, L 6= k(ι(β)),
so there is a j ∈ {1, . . . , n − 1} such that τ j(ι(β)) = ι(β). Thus γ(τ j)(β) = β, so
β ∈ W (k). Thus TL/k(k) − AL ⊆ W (k), so AL ∪ W (k) = TL/k(k). Let A be the
Zariski closure of AL in TL/k. Then TL/k(k) ⊆ A(k)∪W (k). By (i), TL/k = A∪W .
Since TL/k is irreducible and W 6= TL/k, we have A = TL/k, giving (ii). �

Our next goal (Theorem 10.9) is to show that the conjectures in [4] are false
when n = 30 in almost all characteristics. Since we do not know whether T30 is
rational, we cannot find nice coordinates on T30. However, by Lemma 5.4, T30 is
isomorphic over Fq30 to TG, which is isomorphic to G8

m by Lemma 5.6. Using ex-
plicit coordinates on G8

m, we can take derivatives with respect to these coordinates,
as we do below in the proof of Proposition 10.8. We do not know a direct proof of
Theorem 10.9, without going through Proposition 10.8.

Suppose Γ is a cyclic group of order 30, and ∆ is a subgroup of Γ of index d = 1
or 2. Let u = dϕ(n)/de, and let

s∆ := (s1, . . . , su) : XΓ −→ (AΓ/∆)u.

The idea of the proof of Proposition 10.8 is as follows. Suppose for simplicity that
d = 1, so ∆ = Γ. We showed in Theorem 10.1 that λF7 is not injective. Using the
counterexample to injectivity constructed there, and the diagram of Proposition
9.10(iv), we deduce (via the computation of a derivative and Hensel’s Lemma) that
sΓ over Q7 is generically not injective, so in particular sΓ over Q7 is not a birational
isomorphism. It follows that sΓ over Q is not a birational isomorphism. Reducing
mod ` shows that sΓ over F` is not a birational isomorphism for all but finitely
many primes `.
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Lemma 10.7. With notation as in Definition 5.3, the function field k(X∆) is
generated by the symmetric functions {si : 1 ≤ i ≤ |∆|}.

Proof. Apply Theorem 9.8, Proposition 9.10, and Lemma 5.4. �

Proposition 10.8. Fix a field k. There is a finite set P of prime numbers such
that if char(k) /∈ P , Γ is a cyclic group of order 30, and ∆ is a subgroup of Γ of
index 1 or 2, then the morphism s∆ is not a birational isomorphism.

Proof. Suppose that ∆ = Γ. The proof when [Γ : ∆] = 2 is exactly analogous.
Let s := sΓ. Note that if Ω is an extension field of k, then the morphism s is a
birational isomorphism over k if and only if it is a birational isomorphism over Ω.

Lemma 5.6 gives an isomorphism G8
m−→∼ TΓ ⊆ GΓ

m. Let t1, . . . , t8 be the coordi-
nates on TΓ induced by this isomorphism. Viewing the restrictions of s1, . . . , s8 to
TΓ as rational functions of t1, . . . , t8, let J : TΓ → A1 be the Jacobian determinant
det

(
∂si

∂tj

)
i,j=1,...,8

.
Let x and y be the image in TΓ, under the isomorphism of Lemma 5.4, of the

first two entries in Table 1 (respectively, Table 3 in the case [Γ : ∆] = 2). Then x
and y are two elements of TΓ(F730), distinct modulo the action of ΣΓ (since the first
2 rows of the table differ), such that s(x) = s(y) (since the first 8 entries agree).
We computed further that J(x) 6= 0 and J(y) 6= 0.

Set β = s(x) = s(y) ∈ (F730)8, and let L̃ be the unramified extension of Q7 of
degree 30. Since J(x) 6= 0 and J(y) 6= 0, by Hensel’s Lemma for every lift β̃ of β to
L̃8 we can find unique lifts x̃ of x and ỹ of y to TΓ(L̃) such that s(x̃) = s(ỹ) = β̃.
Thus there is an open (in the 7-adic topology) subset U ⊆ L̃8 contained in the
image of s, over which s is not one-to-one. It follows that as an algebraic map over
L̃, s is dominant and deg(s) > 1. Therefore s is not a birational isomorphism over
L̃. The theorem now follows for all k of characteristic zero. Note that we have
shown that Q(XΓ) is a finite nontrivial extension of Q(A8).

Let A := Z[x1, . . . , x8] ⊂ Q(A8) ⊂ Q(XΓ) and B := Z[s1, . . . , s30]. Note that A
is a subring of B via the map induced by xi 7→ si. The field of fractions Frac(B)
of B is Q(XΓ) by Lemma 10.7. Since this field is a finite nontrivial extension of
Frac(A) = Q(A8), we can choose 0 6= f ∈ A such that B′ := B[1/f ] is integral over
A′ := A[1/f ] and A′ 6= B′.

Let P be the (finite) set of prime numbers that divide f in A. Suppose p /∈ P .
Then pA′ is a prime ideal of A′. Since B/pB = Fp[s1, . . . , s30] ⊆ Fp(XΓ), B/pB is
an integral domain, so pB is a prime ideal of B. Since B′ is integral over A′, p does
not divide f in B, so pB′ is a prime ideal of B′. Let A′

(p) (resp., B′
(p)) denote the

localization of A′ (resp., B′) at pA′ (resp., pB′). Then

Frac(A′
(p)) = Frac(A′) = Q(A8) 6= Q(XΓ) = Frac(B′) = Frac(B′

(p)). (10.2)

Since A′
(p) is a Noetherian local domain of dimension one and its maximal ideal

pA′
(p) is principal, by Proposition 9.2 of [1], A′

(p) is a principal ideal domain. It
follows that B′

(p) is a free A′
(p)-module, of rank > 1 by (10.2). Thus

Fp(x1, . . . , x8) = Frac(A′/pA′) = A′
(p)/pA′

(p) 6=
B′

(p) ⊗A′
(p)

(A′
(p)/pA′

(p)) = B′
(p)/pB′

(p) = Frac(B′/pB′) = Fp(XΓ).

Thus s is not a birational isomorphism over Fp, and the same holds with Fp replaced
by any field of characteristic p. �
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Theorem 10.9. Fix a field k. There is a finite set P of prime numbers such that
if char(k) /∈ P , L/k is cyclic of degree 30, and k ⊆ F ⊆ L with [F : k] = 1 or 2,
then the morphism λF is not a birational isomorphism.

Proof. With Γ = Gal(L/k) and ∆ = Gal(L/F ), apply Propositions 9.10(iv,v) and
10.8. �

Theorems 10.9 and 10.5 show that Conjectures (1, 30)-BPV and (2, 15)-BPV
of [4] are false in all but finitely many characteristics.
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