Math 173B Suggested Syllabus
Text: An Introduction to Mathematical Cryptography, J. Hoffstein, J. Pipher, and J. Silverman 
	  Lecture
	  Section
	  Topic

	  1
	  
	  Overview and Review of 173A

	  2
	  4.1
	  Basic principles of counting

	  3
	  4.2
	  The Vigenere cipher

	  4
	  4.2
	  The Vigenere cipher (continued)

	  5
	  4.3
	  Probability theory

	  6
	  4.3
	  Probability theory (continued)

	  7
	  4.3
	  Probability theory (continued)

	  8
	  4.4
	  Collision algorithms and meet-in-the-middle attacks

	  9
	  4.5
	  Pollard’s ρ method

	  10
	  4.5
	  Pollard’s ρ method (continued)

	  11
	
	  Midterm 1

	  12
	  4.6
	  Information theory

	  13
	  4.6
	  Information theory (continued)

	  14
	  5.1
	  Elliptic curves

	  15
	  5.1
	  Elliptic curves (continued)

	  16
	  5.2
	  Elliptic curves over ﬁnite ﬁelds

	  17
	  5.3
	  The elliptic curve discrete logarithm problem

	  18
	  5.4
	  Elliptic curve cryptography

	  19
	  5.5
	  The evolution of public key cryptography

	  20
	  5.6
	  Lenstra’s elliptic curve factorization algorithm

	  21
	
	  Midterm 2

	  22
	  5.7
	  Elliptic curves over finite fields of characteristic 2

	  23
	  5.8
	  Bilinear pairings on elliptic curves

	  24
	  5.8
	  Bilinear pairings on elliptic curves (continued)

	  25
	  5.9
	  The Weil pairing over ﬁelds of prime power order

	  26
	  5.10
	  Applications of the Weil pairing

	  27
	  7.1
	  What is a digital signature?

	  28
	
	  Review 1

	  29
	
	  Review 2


