COMPRESSION FOR TRACE ZERO SUBGROUPS OF ELLIPTIC
CURVES

A. SILVERBERG

ABSTRACT. We give details of a compression/decompression algorithm for
points in trace zero subgroups of elliptic curves over Fyr, for r = 3 and 5.

1. INTRODUCTION

“Classical” point compression on elliptic curves consists of taking a point (z, yo)
on an elliptic curve y? = F(x) and dropping its y-coordinate. To decompress (up
to a sign ambiguity in the y-coordinate), use zp and the equation of the elliptic
curve to solve for yo.

In [2] (see also §4.2 of [3]), Rubin and Silverberg gave a method for compressing
and decompressing points on trace zero subgroups of elliptic curves over extension
fields of degree 3 or 5. In the current paper we give a survey of that method and
fill in some of the details in the algorithm, that space limitations did not allow in
[2].

In [2, 3] we concentrated on the case of supersingular elliptic curves, having in
mind applications to pairing-based cryptography, including short signatures. In
this paper we abstract out the compression and decompression technique, and deal
with a general elliptic curve over a finite field Fgr.

In §2 we give an algorithm for compressing and decompressing points in the trace
zero subgroup of an elliptic curve over Fy-, which we can make practical when r = 3
or 5. We compress by a factor of r/(r — 1). We demonstrate this in the case where
r = 3in §3, and in the case where r = 5, ¢ is a power of 3, and E is one of the elliptic
curves 42 = 23 —x £ 1, in §§4-5. Note that these r = 5 examples are useful for
pairing-based cryptography, since these curves are supersingular curves of security
parameter 6 (the maximal security parameter for a supersingular elliptic curve),
whose primitive (i.e., trace zero) subgroups over F s have security parameter 7.5.

In §7 we explain the algorithm.

The results reported on in this paper were obtained jointly with Karl Rubin,
whom the author thanks for help with the paper. The author also thanks NSF and
NSA for partial support.

2. COMPRESSION AND DECOMPRESSION OF POINTS IN TRACE ZERO SUBGROUPS

In this section we present the idea of the algorithm. We make it practical in
§63-5, and explain why it works in §7.
Let
E:y® 4+ aizy + asy = 2° + asz? + asx + ag (1)
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2 A. SILVERBERG

be an elliptic curve over a finite field Iy, and let O denote its identity element.
Suppose r is odd and let ¢ be a generator of Gal(Fy-/F,). For Q € E(Fgr), let

Q) = Tr]FqT/Fq(Q) = . Ui(Q)-

Let
Ao ={Q € E(Fy) : Tr(Q) = Op},
the “trace zero subgroup” of E(Fy-). Write Fgr = F[2]/ f(2)Fq[2] with f(z) € Fyz]
irreducible and of degree r.
Compression: The input is a point P = (s,t) € Ap.

(i) Write s = Z::_é ;2% i.e., write s with respect to the basis {1,z2,...,2" "1}
for Fyr over F,,.
(ii) Output (sq,...,8r—1) (i-e., drop t and the first coordinate sg).

Decompression: The input is (s1,...,5-1) € Fg_l. The output will be the point
P (i.e., we will reconstruct so € F, and t € Fyr), up to some small ambiguity.

(i) Let ¢ = S + Z:;ll s;z'. Compute the (monic) characteristic polynomial
g(X) of the linear transformation on F,r given by multiplication by c,
where the variable S is treated as an element of F, (in other words, we have
9(X) = 1=y (X — &%(c)); the equation f(z) = 0 can be used to compute
the matrix for multiplication by ¢ with respect to the basis {1, z,..., 2" "'}
for Fyr over Fy).

(ii) Equate coefficients of like powers of X in equation (2) below to obtain r
equations in the r unknowns S, ag, ..., a—1)/2, B0, - - - , B(r—5) /2, and solve
that system of equations.

(r—5)/2
g(X) = (X(r—3)/2+ Z 6Z-Xi)2(X3—|—a2X2+a4X—|—a6)
1=0
(r—5)/2 _ (r—1)/2 _ (r—1)/2 _2
—|—(X(T*3)/2—|— Z 61X1)( Z ozin)(alX—Fag)—( Z ain) (2)
1=0 1=0 1=0

The solutions for S give sg, and thus s, up to some ambiguity.
(iii) Use (1) to solve for ¢, up to some ambiguity (discarding any candidate s¢’s
that do not produce a t € ).

Note that any ambiguity can be resolved by transmitting extra bits that allow
the decompressor to determine which solution of the system of equations to choose
(and which of two possibilities to choose for t).

The compression algorithm is clearly efficient, since it just consists of dropping
t and one coordinate of s. We found a way to make the decompression algorithm
practical when r = 3 or 5. We demonstrate this below.

3. AN EXAMPLE: E(Fgs)

Let » = 3, and assume that the characteristic is not 3. Then we can take the
irreducible polynomial defining the degree three extension Fgs to be of the form
f(z) =23 +riz+7o with r; € Fy, and we can take as = 0.
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Then the characteristic polynomial of multiplication by S + sz + s22? is

g(X) = X3+ (28911 — 3S)X2 + (3818270 + s%rl + s%r% — 45911 S + 35’2)X

+ s?ro - sgr?) + slsgrorl — 35189795 — s%rls - s%r%S + 25971 5% — 93,
The difference of the two sides of (2) is now

(35 — a% +ajay — 2s9r1) X2
+ (ap(ay — 2a1) 4 azaq + 38? — 3515010 — 8571 + 4Ss911 — 5577 + ag) X
+ag + S + azag — 04(2J - S?TO + 35518279
+ 5512 + Ssiry — 252591y — s185r0T1 + Ssari. (3)
Setting the coefficient of the quadratic term of (3) equal to 0 and solving for S
gives
S = (a? — ajay + 2s971)/3.

Substituting into (3), setting the coefficient of the linear term equal to 0, and solving
for agp gives

ap = (3(as + azay — 3818219 — s%rl) — a%a% + 2a1a§ — 0/1l + s%r%)/(3(2a1 —a1)).

Substituting these into (3) and setting the constant term equal to 0 gives a degree
8 polynomial in F,[a1], which can be rewritten as G(af — aja) with

G(t) = t* 4+ a3t® + 3(3(araz + 2a4 + 6515270 + 253711) — 25537712
+ (27(@% + a2s1s970 + 4(ag — s3ro + sgr?) + 51857071))

+ 3r1(3a§s§ + 245%527“1 — a%s%rl) + 8s%r§’)t

2 2 2.3 2.3,.2 2 2. 42 4,2
+ 27(ajas — a1a3a4 — aj — a78170 + aTSyTE + A1a3STT1 + A7S18570T1 — S17]

+ 2&45%7‘1 + 3a1a3s1521g + 6a45152T0 — 95%5%7"(2) — 6511)’527“07“1 + 251537“07"%)
+ 18(@%5%527“% — a4s§r% + s%s%ri’) + Qafsgri’ — 9a1a333r% — 35‘217“‘1*.
Compute the roots of G(t). Let s = S = (R + 2s271)/3, where R is a root of G(t).
Transmit three extra bits to determine P with no ambiguity (two to determine
which root of G to choose, and one to determine ¢).

3.1. Characteristic 2. When ¢ = 2" with n not divisible by 3, we may take ro =
ry = 1. If further a; = 0, then decompression becomes easier if the compression
algorithm drops s; or so, rather than sg. In that case, setting the coefficient of
the quadratic term of (3) equal to 0 yields the equation so = a%. Solving for a;
amounts to taking a square root, which is just an exponentiation in characteristic
2. Using the linear term of (3) one obtains

2 2 2
81 + 8182 + 85 + 55 +aza; +as =0,

a quadratic polynomial in s; (or s2), and solving a quadratic equation is also easy in
characteristic 2. This is especially useful in the (supersingular) cases y?>+y = 23 +2
and y? +y = 2® + 2 + 1 considered in §5.2 of [2].
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3.2. Characteristic > 5. When the characteristic is at least 5, we may take a
model for E with a; = ag = 0. Then either ay = 0 and S = 2s97r1/3, or 7 is a
solution of

of + aj(18ay + 54515970 + 185311 — 65277)
2 3 3.2 2 2.2, 3.3
+ a7(108(as — syro + s3r5 + s1857071) + 8(9s7sar] + 5577))
+ 27(2s185r0T7 — a3 + 6ags15270 — 9535570 + 2045171 — 655 89r0T1 — S177)

+ 1852(s2r3 — agr?) — 3s5rf = 0.

4. AN EXAMPLE: E(F;) IN CHARACTERISTIC 3
Consider the elliptic curve E; : y? = 23 — 2 — 1 over F, where ¢ = 3" with n not
divisible by 5. A similar computation can be done for Eo : y? = 2% — 2 + 1.

The security parameter for the elliptic curve is 6. However, using our compression
algorithm on the trace zero subgroup of E(F,s) boosts the security parameter up
to 7.5, as shown in [2], thereby obtaining greater efficiency for security comparable
to that of the full group E1(FFs).

Write Fys = Fy[2]/ f(2)Fq[2] with f(z) = 2° — 2+ 1. Define by, - -- , by € F4[S] by

4
g(X)=X"+) bX'

i=0
where
g(X) = X4 (S — 54) X + (52 — 5153 — 5253 — 5154 + 625 + S?) X3 + ...

is the characteristic polynomial of multiplication by S + E?:l s;z" on Fys. Now
write

4
X° +ZbiXi = (X +00)*(X? = X = 1) = (2 X + a1 X + ap)*.
=0

Taking the difference of the two sides gives
(a3 + Bo+ b)) X* + (1 — ajog — 32 + b3) X3
+ (Oz% —apoe — Bo + b + 1)X2 + (ﬁg — Bo — apay +b1)X +0¢8 +ﬁ§ + bo.
Setting the coeflicient of the degree four term equal to 0 and solving for 5y gives
Bo = —a3 — by.
Setting the coefficient of the cubic term equal to 0 and solving for a;, one obtains
a1 = (1 — a5 + a3by — b3 + b3) /.
Setting the coeflicient of the quadratic term equal to 0 and solving for ag gives

oo — of + aSby + b5 + b3(1+b3) + (14 b3)* + as(bs — 1) + a3 (1 + b3 — babs + ba)
- . .
Q5

Setting the constant (respectively, coefficient of the linear) term equal to 0 gives

polynomials in a3, so replace a3 with a new variable, w. The resulting equations
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are, respectively, p1(w) = 0 and pa(w) = 0 where
pr(w) = w® —byw” + (143 — bs)w® + (bg — b — ba)w® + (bg — b + by — b — babo )w*
+ (1 — by + b3 — b} — b3 + bjbs + by — bzba + bo)w?
+ (=1 + b3 — b + b + b§ + b3 + bsbs — b3 — b3 — by — bjbo + babsby + b3)w?
+ (=1 —b] — b} — by — b — b} + b3 + babs — b3bs — bijbs — b3
— byb? + byb3 — by — b2by — biby + bsby — bbby — b2bo)w
+ 1 — b3 — b5+ 0% + bz — bSbs + b3 — b3b3 + b3,

po(w) = w® —w* + (=1 = by — b3 + b2)w® + (=1 + b2 — b3 — byby + by )w?
+ (=1 — by + b3 + b3 — b3 — bybg — by + b3by — bgba)w — 1+ b — b3.

Taking the resultant of p; and po eliminates the variable w, and gives a (degree
27) polynomial h(S) € IF,[S] that has s as a root. We observe that the polynomial
h(S) is of the form H(S? — S) for a certain degree 9 polynomial H(S) € F,[S] (this
follows from the fact that (z,y) — (z+1,y) is an automorphism of the curve E7, of
order 3), and this simplifies finding the roots of h. Transmitting 6 extra bits allows
one to recover sg and t exactly, with no ambiguity; 5 bits determine which root to
choose (of at most 27), and one bit determines the sign of the y-coordinate t.

Remark 1. Using the number theory software package KASH to compute the
resultant and find its roots, on a desktop computer decompression takes about
300 ms using E; with ¢ = 3'? and takes about 1.5 seconds using E» with ¢ = 343
(these are good parameters, in the sense that they are in a cryptographically useful
range and the order of the trace zero subgroup is divisible by a large prime). This
could be sped up by writing a dedicated program.

Remark 2. One could express p; and p2 as polynomials in w and the b;’s (or
s;’s), and compute the resultant with the b;’s (or s;’s) viewed as variables. The
computation of the resultant would need to be done only once, but the resultant
polynomial computed this way is so large that evaluating it each time on particular
b;’s or s;’s takes longer than computing the resultant anew each time with particular
values for the b;’s or s;’s.

5. AN EXPLICIT EXAMPLE: Ej(F3es)

We give details of the above algorithm for compressing points in the trace zero
subgroup of Ey(Fys), with Fy : y? = 2® — 2 — 1 and ¢ = 3. We view F, as F3(n)
where 719 — n? +1 = 0, we view F3s as F3(z) where 2> — 2 +1 = 0, and we view
Fys as Fa(z +n) (=F3(z,n)).

Suppose that the compressor sends (si, s2,S83,84) € Fg to the decompressor,
where

s1= g pqglT—qgl6 18 _pl0 0 LT L6 S 2
5o = 7717+7716_7713_7712_7711_778+n7_775+n4+7727
53 = =T 4 l6 —plS pld f 18 L 12 10 4T pd
84:_7718_7716_7714_7713+7712+7711_7710_

R LRy L e MR S S N B
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Applying the algorithm in §4 above, one computes that the resultant of pi(w)
and pa(w) is h(S) = H(S® — S) where H(t) is the product:
n18+n15 _n13+n12+n11 _7710_n9_n8+n6+n5+n4_n+1)*
t—7717—7714+7713—7712 —7711+7710+779_7]7_7]6+775 _774_773 _772)*
t+7718+7717+7716+7715+7713—7712+7711+7710—779+7]7+775_7]4—7]3+7]+1)*
t2 + (27718 +7717 _7716 _7715 _7714 +7713 _7712 +n11 +n10 _779 _778 _776 _775 —?74)15
+7718+7]17 _7]16 +7]15 +7]13 _7]11 +7]10 +n9 +777+775 _7]2 + 1)*
(t5+(7717—?715 _7714 _7712 _nll +n9_n7+n6 —775+?74—?73—772+1)t4
+0F 0T 0 =t =0T =0t 0+ E
0 = = o S S 4 -t g — )82
FE - B g g S R R — 1)t
=0T =t P gt 0 " 0t T =0 = ).
Let p1 and py be the two roots of H (t) in F, (in the order above). Then S®—S—p;
is irreducible in F19[S], but S% — S — p2 = (S — §)(S — 6+ 1)(S — § — 1) where
S=n'® T 4gld gl 12 g 1l L 10 08 LT 65
All three of §, § + 1, and § — 1 give sg’s such that Z?:o s;2" is the z-coordinate
of a point in the trace zero subgroup of E;(F30s).

(
(
(
(

6. E(]Fqu)

In §2 we restricted to odd r. The case r = 2m essentially reduces to the case
r = m, as follows. In general, taking the Weil restriction of scalars, we have that
Resy /B ~ E @ T, where the trace zero variety T is the kernel of the trace map
Trar/k @ Resyyp B — E, and ~ denotes a homomorphism with small kernel and
cokernel. Letting M = Fpom, L = Fym, and k = F,, and letting E’ denote the
quadratic twist of E, one finds that

Resyy/iE = Resy, /i, E ® Resp, B

Dealing with the trace zero subgroup of E(M/k) essentially reduces to dealing with
E'(L/k) and the trace zero subgroup of E(L/k). As a practical matter, there does
not seem to be any benefit in doing cryptography in the trace zero subgroup of
E(F 2m), rather than in E(Fgn) itself (or in E'(Fgm)).

For example, when r = 2, then o(P) = —P. Since the z-coordinates of points in
the trace zero subgroup Ay C E(F2) lie in Fy, they are already compressed. Here,
Ay 2 E'(F,).

7. EXPLANATION OF THE ALGORITHM

In §5.1 of [2] we explained why the algorithm works. We recall that explanation
here (in greater generality).

Let X and Y denote the coordinate functions on the elliptic curve E. Since
Tr(P) = Og, there is a function F(X,Y) on E with zeros at the points o'(P)
for 0 < i < r—1, apole of order r at Og, and no other zeros or poles. Writing
P = (s,t), then the function g(X) = H::_(} (X —0'(s)) can be viewed as a function
on E with zeros at +0%(P) for 0 < i < r — 1, a pole of order 2r at Og, and no
other zeros or poles. Thus g(X) = vF(X,Y)F(X,Y), where F is F composed with
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multiplication by —1 on E, and v € F;*. We can write 7(X,Y) = h1(X) + ho(X)Y
with hq(X), ho(X) € Fy[X]. Since X has a double pole at O and Y has a triple
pole at Op, it follows that deg(h2) = (r—3)/2 and deg(h1) < (r—1)/2 when r is odd,
and ho(X) = 0and hy(X) = X —s when r = 2. We have —(z,y) = (¢, —y—a1x—a3)
in F, so 5

F(X,Y) =hi(X) = ho(X)(Y + a1 X + a3)
and

FXY)F(X,Y) =
hl(X)2 — hl(X)hg(X)(alX + ag) — hQ(X)Q(Xs + CL2X2 + a4X + CLG).
When r is odd, let v = —1 and write

(r—1)/2 _ (r—>5)/2 .
mX)= Y wX', h(X)=X0"924 Y gx
i=0 =0

with the a;’s and 3;’s in Fy,.
8. SECURITY ISSUES

Gaudry [1] recently announced a new attack on the discrete logarithm problem in
E(F,r) for small values of r. Theorem 1 of [1] states that (using improvements due
to Thériault) one can obtain an algorithm that runs in time O(g?>~*/7+1) (up to
logarithmic factors). In the case of E(Fs), this gives complexity O(¢'®/!! log(q)*)
for some k. Since the trace zero subgroup Ao has size about ¢*, the Pollard
rho algorithm has complexity O(q?), which seems to be a weaker attack, except
possibly for the fact that the constant (and possibly the logarithmic factor) in
the Gaudry/Thériault attack can be quite large. In the case of E(FFs), the sub-
group Ag has size about ¢2, so the (O(q)) Pollard rho attack is stronger than the
Gaudry/Thériault attack.
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