
Fields Institute Communications
Volume 00, 0000

Algebraic tori in cryptography

Karl Rubin
Department of Mathematics, Stanford University, Stanford CA 94305, USA

rubin@math.stanford.edu

Alice Silverberg
Department of Mathematics, Ohio State University, Columbus OH 43210, USA

silver@math.ohio-state.edu

Abstract. We give a mathematical interpretation in terms of algebraic
tori of the LUC and XTR cryptosystems and a conjectured generaliza-
tion.

1 Introduction

In a series of papers culminating in [7], Edouard Lucas introduced and explored
the properties of certain recurrent sequences that became known as Lucas functions.
Since then, generalizations and applications of Lucas functions have been studied
(see [17, 18, 20]), and public key discrete log based cryptosystems (such as LUC)
have been based on them (see [8, 12, 13, 19, 1]). The Lucas functions arise when
studying quadratic field extensions. Cryptographic applications of generalizations
to cubic and sextic field extensions are given in [4] and [3, 6], respectively. The
cryptosystem in [6] is called XTR. An approach for constructing a generalization of
these cryptosystems to the case of degree 30 extensions is suggested in [3, 2]. The
idea of these cryptosystems is to represent certain elements of F×qn (for n = 2, 6,
and 30, respectively) using only ϕ(n) elements of Fq, and do a variant of the Diffie-
Hellman key exchange protocol. For XTR and LUC, traces are used to represent
the elements. In [2], symmetric functions are proposed in place of the trace (which
is the first symmetric function).

In [11] we use algebraic tori to construct public key cryptosystems. These
systems are based on the discrete log problem in a subgroup of F×qn in which the
elements can be represented by only ϕ(n) elements of Fq. However, unlike LUC,
XTR, and the conjectured system of [2], our systems make direct use of the group
structure of an algebraic torus, thereby allowing cryptographic applications (such
as ElGamal) that depend not only on exponentiation but also on multiplication.
In [11] we also give examples that disprove the open conjectures from [2] and show
that the approach suggested there cannot succeed.
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In this paper we give the mathematics, based on the theory of algebraic tori,
underlying the cryptosystems and counterexamples in [11], and give an algebro-
geometric interpretation of the Lucas-based and XTR cryptosystems and the con-
jectured generalization. We show that the latter systems are not directly based on
an algebraic group, but are in fact based on quotients of algebraic tori by actions
of products of symmetric groups.

In §2 we define the tori TL we are interested in, and give their basic properties.
In §3 we consider actions of permutation groups on tori. We define a variety XF

in terms of the torus TL, and show that it is birationally equivalent to a quotient
of TL by a group action. In §4 we interpret the underlying sets in LUC, XTR,
and “beyond” in terms of these varieties. In §5 we study the function fields of
the varieties XF in the case of degree 30 extensions, and prove that they are not
generated by symmetric functions as was proposed in [2].

Note that [10] gives another example, this time in the context of elliptic curves
rather than multiplicative groups of fields, where the Weil restriction of scalars is
used to obtain n log(q) bits of security from ϕ(n) log(q) bit keys.

2 Algebraic tori

Fix a field k, and let ks be a fixed separable closure of k. Let Ad denote d-
dimensional affine space and let Gm denote the multiplicative group. If V is a
variety and D is a finite set, write

V D :=
⊕

δ∈D

V ∼= V |D|.

If D is a group, then D acts on V D by permuting the summands. Write

AD := (A1)D =
⊕

δ∈D

A1.

If G is a group and H is a subgroup, define a norm map NH : GG
m → GG/H

m by
(αg)g∈G 7→ (

∏
γ∈gH αγ)gH∈G/H and let

TG := ker
[
GG

m
⊕NH−−−→

⊕
1 6=H⊆G

GG/H
m

]
.

Definition 2.1 An algebraic torus T (over k) is an algebraic group defined
over k that is isomorphic over ks to Gd

m, where d is necessarily the dimension of T .
If k ⊆ L ⊆ ks and T is isomorphic to Gd

m over L, then one says that L splits T .
Good references for algebraic tori are [9, 14].
The character module T̂ of a torus T is the group Homks

(T,Gm), which has
a natural (continuous) action of Gk := Gal(ks/k) (and of Gal(L/k) for any field
L that splits T ). Since Hom(Gm,Gm) = Z, as abelian groups we have T̂ ∼= Zd.
If T and T ′ are tori, then there is a natural bijection between Homk(T, T ′) and
HomGk

(T̂ ′, T̂ ). In particular, the tori T and T ′ are isomorphic over k if and only if
T̂ ′ and T̂ are isomorphic as Gk-modules. If L is the fixed field of the kernel of the
action of Gk on T̂ , then L is the minimal splitting field of T .

If M/K is a finite Galois extension and V is a variety defined over M , write
ResM/KV for the Weil restriction of scalars of V from M to K. Then ResM/KV is
a variety defined over K. The next proposition, which follows from the universal
property of ResM/KV , summarizes the properties we need. See §1.3 of [16] or §3.12
of [14] for the definition and properties of the restriction of scalars.
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Proposition 2.2 Suppose M/K is a finite Galois extension and V is a variety
defined over K. Let H = Gal(M/K). Then:

(i) for every field F containing K, there is a functorial bijection

(ResM/KV )(F ) ∼= V (F ⊗K M),

(ii) there are functorial morphisms πγ : ResM/KV → V for every γ ∈ H, defined
over M , such that the direct sum

⊕πγ : ResM/KV
∼−→ V H

is an isomorphism defined over M ,
(iii) H acts on ResM/KV (i.e., there is a homomorphism H → AutK(ResM/KV ))

compatibly with the isomorphisms of (i) and (ii), where in (i), H acts on the
second factor of F ⊗K M ,

(iv) if V is an algebraic group, then so is ResM/KV , and the maps above all
preserve the group structure as well.

From now on suppose L is a finite Galois extension of k and k ⊆ F ⊆ L. Let

H := Gal(L/F ) ⊆ G := Gal(L/k), e := |H| = [L : F ], n := |G| = [L : k].

For 1 ≤ i ≤ e let σi,F denote the composition

σi,F : ResL/F A1 ∼−→ AH −→ A1 (2.1)

where the first map is the isomorphism (defined over L) of Proposition 2.2(ii) and
the second map is the i-th symmetric polynomial of the e projection maps AH → A1.
Define

GF := ResF/kGm ⊂ ResF/kA1 =: AF .

Then GF is an algebraic torus with character module ĜF = Z[G/H]. By Proposition
2.2(i) we have an isomorphism

GL(k) ∼= Gm(L) = L×. (2.2)

The next result follows from Proposition 2.2.

Proposition 2.3 (i) The maps σi,k : AL −→ A1 are defined over k.
(ii) For every 1 ≤ i ≤ e there is a commutative diagram

AL(k)

∼=
��

σi,k // A1(k)

∼=
��

L
σi,k // k

where the bottom map σi,k sends α ∈ L× to the i-th symmetric polynomial
evaluated on the set of G-conjugates of α, and the left map is defined by
Proposition 2.2(i) with M = L, K = k, and V = A1.

Denote σe,F and σ1,F by NL/F and TrL/F , respectively; Proposition 2.3(ii)
shows that these correspond to the usual norm and trace maps on AL(k) ∼= L.
Applying ResF/k to (2.1) and using that ResF/kResL/F A1 = AL, we obtain maps

σ̃i,F : AL −→ AF

for 1 ≤ i ≤ e. As above we write NL/F,k = σ̃e,F , and TrL/F,k = σ̃1,F .
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Definition 2.4 We define TL (or TL/k when it is necessary to denote the
dependence on the ground field k) to be the intersection of the kernels of the
restrictions to GL of the norm maps NL/M,k, for all subfields k ⊆M ( L; i.e.,

TL/k = TL = ker
[
GL

⊕NL/M,k−−−−−−→
⊕

k⊆M(L

GM

]
.

Proposition 2.3(ii) implies that

TL(k) ∼= {α ∈ L× : NL/M (α) = 1 whenever k ⊆M ( L}. (2.3)

Remark 2.5 By Lemma 7 of [11], if k = Fq and L = Fqn , then (2.3) iden-
tifies TL(k) with the cyclic subgroup of F×qn of order Φn(q), where Φn is the n-th
cyclotomic polynomial.

The isomorphism GL
∼−→ GG

m of Proposition 2.2(ii) (defined over L) restricts
to an isomorphism TL

∼−→ TG defined over L. For L/k cyclic, Proposition 2.6
below constructs an explicit isomorphism between TG and Gϕ(n)

m , and thus shows
that TL is a torus of dimension ϕ(n) split by L. If L/k is abelian but not cyclic,
then an argument similar to the proof of Proposition 2.6 shows that TL is finite,
i.e., is an algebraic group of dimension zero.

Proposition 2.6 Suppose G is cyclic, and write G =
∏t

i=1Gi where Gi is
cyclic of order pai

i > 1. For every i let Hi denote the cyclic subgroup of Gi of
order pi, fix a set Ci of coset representatives of Gi/Hi, let Γi = Gi − Ci, and let
Γ =

∏
i Γi ⊂ G. Then the composition

TG ↪→ GG
m � GΓ

m

is an isomorphism.

Proof For β ∈ GG
m we have that β ∈ TG if and only if NHi

(β) = 1 for every i,
and therefore

TG = {(βγ)γ∈G :
∏

τ∈Hi

βγτ = 1 for every γ ∈ G and 1 ≤ i ≤ t}. (2.4)

We will construct a section GΓ
m ↪→ GG

m, with image TG. Take α = (αγ)γ∈Γ ∈
GΓ

m. For γ ∈ G, write γ = γ1 · · · γt with γi ∈ Gi, let Iγ = {i : γi ∈ Ci}, let
Dγ =

∏
i∈Iγ

(Hi − {1}), and define

βγ =
( ∏
τ∈Dγ

αγτ

)(−1)|Iγ |

. (2.5)

Note that γτ ∈ Γ for every τ ∈ Dγ . If γ ∈ Γ, then Iγ is empty, Dγ = 1, and
βγ = αγ .

We claim that (βγ)γ∈G ∈ TG. Fix γ = γ1 · · · γt ∈ G and fix j with 1 ≤ j ≤ t.
By the definition of Cj , the set Hjγj ∩ Cj consists of a single element wj . Let
ηj = wjγ

−1
j ∈ Hj . If δ ∈ Hj−{ηj}, then Iγηj

= Iγδ

∐
{j}, Dγηj

= Dγδ×(Hj−{1}),
and Dγδ is independent of δ. Write D′ for Dγδ. Then using (2.5),

βγηj
=

( ∏
τ∈Dγηj

αγηjτ

)(−1)
|Iγηj

|

=
( ∏
τ∈D′

∏
δ∈Hj−{1}

αγηjτδ

)(−1)
|Iγηj

|

=
∏

δ∈Hj−{ηj}

β−1
γδ .

Thus
∏

δ∈Hj
βγδ = 1, so (βγ)γ∈G ∈ TG.
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This shows that the map TG → GΓ
m is surjective. We will now show injectivity.

Suppose that (βγ)γ∈G ∈ TG and βγ = 1 for every γ ∈ Γ. We will prove that βγ = 1
for every γ ∈ G, by induction on |Iγ |. If |Iγ | = 0, then γi ∈ Γi for all i, so γ ∈ Γ
and βγ = 1. If |Iγ | = r ≥ 1, write γ = γ1 · · · γt with γj /∈ Γj for some j. Then

1 =
∏

τ∈Hj

βγτ = βγ

∏
τ∈Hj−{1}

βγτ . (2.6)

If τ ∈ Hj −{1}, then γjτ ∈ Γj , so |Iγτ | ≤ r− 1, and by induction we have βγτ = 1.
By (2.6), we have βγ = 1.

The following lemma summarizes some additional facts about TL. See §5.1 of
Chapter 2 of [14].

Lemma 2.7 (i) If L/k is cyclic, then T̂L
∼= Z[ζn], where a generator of G

acts on Z[ζn] via multiplication by a primitive n-th root of unity ζn.
(ii) There is an isomorphism TL

∼= GL/
∏

k⊆M(L GM defined over k, where we
use Proposition 2.2(ii) to view each GF as an algebraic subgroup of GL.

(iii) If L/k is abelian and T is a torus that splits over L, then there are cyclic
extensions Li of k in L and a surjective map T �

∏
i TLi

with finite kernel.
(iv) If L/k is cyclic, k ⊂ F ⊂ L, and every prime dividing [F : k] divides [L : F ],

then TL/k = ResF/kTL/F .

Remark 2.8 By Lemma 2.7(iii) and (iv), every algebraic torus that splits over
an abelian extension of k is isogenous to some

∏
ResFi/kTLi/Fi

where each Li/k is
cyclic and [Li : Fi] is square-free. Therefore once we assume that L/k is abelian,
we might as well assume that L/k is cyclic and n is square-free.

An algebraic torus T of dimension d is rational if T is birationally isomorphic
to Ad. In [11] we show that explicit birational isomorphisms (in both directions)
between TL and Aϕ(n), where L = Fqn , lead to cryptosystems with ϕ(n) log(q) bit
keys whose security is based on the difficulty of the discrete log problem in F×qn .

Conjecture 2.9 ([14, 15]) If L/k is cyclic, then the torus TL is rational.

The conjecture is true if n is a prime power (see Chapter 2 of [14]) or a product
of two prime powers ([5]; see also §6.3 of [14]). In [11] we gave explicit rational
parametrizations for TL when n = 2 and 6, and used them to construct public key
cryptosystems. When n is divisible by more than two distinct primes the question
of the rationality of TL is still open. The paper [15] claims to give a proof of the
conjecture in characteristic zero, but the proof is flawed. Even the case n = 30 is
open.

3 Group actions on tori

For this section L/k is a (finite) cyclic extension and for simplicity we assume
n is square-free. Recall that k ⊆ F ⊆ L, G = Gal(L/k), H = Gal(L/F ), n = |G|,
e = |H|. Write G =

∏
Gi, with the Gi cyclic groups of (distinct) prime order.

Definition 3.1 Let ΣH denote the group of permutations of the set H. Since
n is square-free, there is a unique subgroup J ⊆ G such that G = H × J . This
decomposition induces an inclusion ΣH ⊆ ΣG, and hence an action of ΣH on AG by
permuting the summands. The isomorphism of Proposition 2.2(ii) gives an action
of ΣH on AL as well, i.e., we have ΣH ↪→ Autk(AG) ↪→ AutL(AL). This action of
ΣH preserves GG

m and GL, giving an action on those tori as well.
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The quotient varieties AG/ΣH , GG
m/ΣH , AL/ΣH , and GL/ΣH are all defined

over k.

Proposition 3.2 The maps σ̃i,F for 1 ≤ i ≤ e factor through AL/ΣH and
induce a commutative diagram

GL
// //

⊕e
i=1σ̃i,F

))TTTTTTTTTTTTTTTTTTTTT GL/ΣH
� � // AL/ΣH

��
⊕e

i=1σ̃i,F

��
Ae

F

where the right-hand vertical map is an isomorphism.

Proof That the σ̃i,F factor through AL/ΣH is clear. The only thing to prove
is that the right-hand map is an isomorphism. Since σ̃i,F is obtained from σi,F by
applying ResF/k, it suffices to consider the case F = k, so e = n. Over L, using the
identification AL

∼= AG of Proposition 2.2(ii), the right-hand map corresponds to
the inclusion of coordinate rings L[s1, . . . , sn] ↪→ L[. . . , xγ , . . .]ΣG where the si are
the symmetric polynomials in indeterminates {xγ : γ ∈ G}, ΣG acts by permuting
the xγ , and L[. . . , xγ , . . .]ΣG is the ring of ΣG-invariant polynomials. That this
inclusion is an isomorphism is a standard Galois theory exercise. Thus the right-
hand map is an isomorphism.

Definition 3.3 Let XF denote the image of TL in GL/ΣH , and let XH denote
the image of TG in GG

m/ΣH .

Corollary 3.4 Fix an isomorphism φ = (φ1, . . . , φd) : AF
∼−→ Ad where

d = [F : k] (for example, by fixing a k-basis of F ). The function field k(XF ) is
generated by the symmetric functions {φj ◦ σ̃i,F : 1 ≤ i ≤ e, 1 ≤ j ≤ d}.

Proof By Proposition 3.2, the maps φj ◦ σ̃i,F generate k(AL/ΣH). Since XF

is a subvariety of AL/ΣH , the restrictions of those maps to XF generate k(XF ).

If e is divisible by two distinct primes, then the action of ΣH on GL does not
preserve TL. However, we have the following result

Lemma 3.5 The action of ΣGi
on GL preserves TL.

Proof Since the action of ΣG on GL is defined from the action on GG
m, it

suffices to show that every τ ∈ ΣGi
preserves TG. By (2.4), it suffices to show

that for every (αγ)γ∈G ∈ TG, every γ = γ1 · · · γt ∈ G1 · · ·Gt = G, and ev-
ery j, we have

∏
σ∈Gj

ατ(γσ) = 1 for every γ ∈ G. Since τ ∈ ΣGi
, we have∏

σ∈Gi
ατ(γσ) =

∏
σ∈Gi

α(γγ−1
i )τ(γiσ) =

∏
σ∈Gi

α(γγ−1
i )σ = 1. If j 6= i, then∏

σ∈Gj
ατ(γσ) =

∏
σ∈Gj

ατ(γ)σ = 1.

Write H =
∏
Hi with {Hi} ⊆ {Gi}, and define

Σ′
H :=

∏
i

ΣHi
⊆ ΣH .

Clearly the map TL → XF factors through TL/Σ′
H .

Proposition 3.6 If σ ∈ ΣH and σ(TG) ⊆ TG, then σ ∈ Σ′
H .
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Proof Since Σ′
G ∩ ΣH = Σ′

H , it suffices to prove the result with H = G.
Suppose that σ ∈ ΣG and σ(TG) ⊆ TG. Order the Gi so that |Gi| < |Gi+1|. Write
πi : G → Gi for the projection map, and for g ∈ G let gi = πi(g). We will first
show that σ(ηGi) = σ(η)Gi for all η ∈ G and all i.

Take j minimal so that there exists an η ∈ G with σ(ηGj) 6= σ(η)Gj . Since Σ′
G

acts transitively on G, there exist τ1, τ2 ∈ Σ′
G so that τ1(σ(η)) = 1 and τ2(1) = η.

Replacing σ by τ1στ2, we may assume that η = 1, σ(1) = 1, σ(Gj) 6= Gj , and

σ(g
∏
i<j

Gi) = σ(g)
∏
i<j

Gi for all g ∈ G. (3.1)

For every i, fix an element δ(i) ∈ Gi such that:

δ(i) ∈


Gi − πi(σ(Gj)) if i > j,

Gj − σ(Gj) if i = j,

Gi − {1, πi(σ(Gj) ∩ δ(j)
∏

i<j Gi)} if 1 < i < j,

Gi − {1} if 1 = i < j.

(Note that σ(Gj)∩δ(j)
∏

i<j Gi has at most one element, since by (3.1), if g, g′ ∈ Gj

and g 6= g′, then σ(g)
∏

i<j Gi 6= σ(g′)
∏

i<j Gi. Since i > 1, we have |Gi| ≥ 3.)
Define f : G → {−1, 0, 1} by f(g) =

∏
fi(gi) where fi : Gi → {−1, 0, 1} is

defined by fi(1) = 1, fi(δ(i)) = −1, and fi(h) = 0 otherwise. Fix any x ∈ Gm−{±1}
and define α = (αγ)γ∈G ∈ GG

m by αγ = xf(γ). It follows from (2.4) that α ∈ TG.
We will show that σ(α) /∈ TG.

Suppose τ ∈ Gj . If σ(τ) ∈ Gj − {1}, then σ(τ) /∈ {1, δ(j)}, since δ(j) /∈ σ(Gj).
Thus f(σ(τ)) = 0. Suppose σ(τ) /∈ Gj and f(σ(τ)) 6= 0. Then σ(τ)i ∈ {1, δ(i)} for
all i. If i > j, then δ(i) /∈ πi(σ(Gj)), so σ(τ)i 6= δ(i). Thus σ(τ)i = 1 for all i > j.
If σ(τ)j = 1, then (again using (3.1)) τ = 1. But we assumed σ(τ) /∈ Gj . Thus
σ(τ)j = δ(j), and σ(τ) ∈ σ(Gj)∩ δ(j)

∏
i<j Gi. Since σ(τ) /∈ Gj , it follows from the

definition of δ(i) for 1 < i < j that σ(τ) = δ(1)δ(j) and j > 1. Thus, f(σ(τ)) = 1.
Since f(σ(1)) = 1, it follows that

∑
τ∈Gj

f(σ(τ)) = 1 or 2. Thus,
∏

τ∈Gj
ασ(τ) = x

or x2, and thus is not 1. It follows from (2.4) that σ(α) /∈ TG, contradicting our
assumption.

Thus σ(ηGi) = σ(η)Gi for all η ∈ G and all i. It follows easily that σ(g) =∏
i(πi ◦ σi)(πi(g)) for all g ∈ G, where σi is the restriction of σ to Gi. This means

that σ ∈ Σ′
G.

Theorem 3.7 The induced map TL/Σ′
H → XF is a birational isomorphism.

Proof The property of being a birational isomorphism is preserved under
change of base field, so (using Proposition 2.2(ii)) it suffices to show that the map
TG/Σ′

H → XH ⊂ GG
m/ΣH is generically one-to-one. Suppose x = (xγ)γ∈G is a

generic point of TG(Ω) for some large field Ω, so the xγ satisfy no multiplicative
relations other than the ones that define TG, and suppose σ(x) ∈ TG(Ω) for some
σ ∈ ΣH . Then σ ∈ Σ′

H by Proposition 3.6, and the theorem follows.

4 Understanding LUC, XTR, and “beyond” in terms of tori

In the LUC and XTR algorithms, instead of g ∈ TL one considers the trace
TrL/F (g) ∈ F . In these special cases (i.e., (n, e) = (2, 2) or (6, 3)), for g ∈ TL,
the trace Tr(g) := TrL/F (g) determines the full characteristic polynomial of g over
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F . Thus knowing the trace of g is equivalent to knowing its set of conjugates
Cg := {τ(g) : τ ∈ Gal(L/F )}.

Given a set C = {c1, . . . , ct} ⊆ L, let C(j) = {cj1, . . . , c
j
t}. If C = Cg, then

C(j) = Cgj . In place of exponentiation (g 7→ gj), XTR and LUC compute Tr(gj)
from Tr(g). In the above interpretation, they compute Cgj from Cg, without need-
ing to distinguish between the elements of Cg. On the other hand, given sets of
conjugates {g1, . . . , gt} and {h1, . . . , ht}, it is not possible (without additional in-
formation) to multiply them to produce a new set of conjugates, because we do not
know if we are looking for Cg1h1 or Cg1h2 , for example, which will be different. In
other words, Tr(g) and Tr(h) do not uniquely determine Tr(gh). Thus XTR and
LUC do not have straightforward multiplication algorithms.

Suppose n is a square-free integer and e is a divisor of n. Let d = n/e, k = Fq,
L = Fqn , and F = Fqd . Then the variety XF and the torus TL defined in this paper
are the variety B(d,e) and the torus Tn, respectively, of [11]. We showed in Theorem
13 of [11] that the sets of traces used in LUC and XTR can be viewed naturally
as subsets of XF (k) = B(d,e)(k), with (d, e) = (1, 2) and (2, 3), respectively. If the
variety B(d,e) is rational, then one can represent elements of B(d,e)(k) using only
ϕ(n) log q bits, and use them to do cryptography. This was done for (d, e) = (1, 2)
in LUC, for (d, e) = (1, 3) in [4], for (d, e) = (2, 3) in XTR, and for (d, e) = (2, 1)
and (6, 1) in the T2 and CEILIDH cryptosystems of [11]. The Tn cryptosystems in
[11] are the cases (d, e) = (n, 1). (They are conjectural when n is divisible by more
than two primes, because it is not known whether such tori B(n,1) are rational.)

Theorem 3.7 implies that B(d,e) is birationally isomorphic to Tn/
∏

primes ` | e S`,
where the symmetric group on ` letters, S`, is identified with ΣGal(L/M) where
M = Fqn/` . In particular,

B(1,2) ∼ T2/S2, B(1,3) ∼ T3/S3, B(2,3) ∼ T6/S3, B(n,1) ∼ Tn,

B(1,30) ∼ T30/(S2 × S3 × S5), B(2,15) ∼ T30/(S3 × S5).

The variety B(d,e) is not generally a group. However, when e = 1, then B(d,e) is the
torus Tn, which is a group. This is why the torus-based cryptosystems of [11] can
take advantage of both multiplication and exponentiation, while LUC and XTR
are exponentiation-based.

Conjectured cryptosystems for other (d, e) are discussed in [2]. The questions
in [2] can be interpreted in the language of the present paper as questions about the
morphism from B(d,e) to Aϕ(n) induced by the first dϕ(n)/de symmetric functions
on the Gal(L/F )-conjugates. The examples in [11] show that when (d, e) = (1, 30)
or (2, 15), then these symmetric functions do not generate the coordinate ring of
B(d,e). Theorem 5.3 below shows that these functions do not even generate the
function field, so the corresponding morphisms are not birational isomorphisms,
and do not give short representations of elements of B(d,e).

5 “Beyond” XTR

In §2 of [11] we answered the open questions from [2] by giving numerical
counterexamples. Here we give an algebro-geometric context for these examples,
and prove stronger results than those proved in [11]. In [2] it is asked whether, for
elements of the order Φn(p) subgroup of F×pn that do not lie in any proper subfield,
it is possible to recover the entire minimal polynomial over a subfield Fpd from the
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first dϕ(n)/de symmetric polynomials. Retaining the notation of §3 above, then
Conjectures 1 and 3 of [2] would imply, respectively, the following two statements.

Statement 5.1 Suppose that k = Fp, L = Fpn , and F = Fpd with d | n and
d 6= n, and fix an isomorphism φ = (φ1, . . . , φd) : AF

∼−→ Ad. Then the function
field k(XF ) is generated by {φj ◦ σ̃i,F : 1 ≤ i ≤ dϕ(n)/de, 1 ≤ j ≤ d}.

Statement 5.2 If n ∈ Z+ then there is a d ∈ Z+ dividing both n and ϕ(n)
such that Statement 5.1 holds with that n and d, for every prime p.

As shown in §5 of [3], Statements 5.1 and 5.2 are true when d = 1 or 2 and
n/d is prime. The next theorem shows that Statements 5.1 and 5.2 are false when
n = 30 (with d = 1 and 2 in Statement 5.1).

Theorem 5.3 There is a finite set P of prime numbers such that if char(k) /∈
P , L/k is cyclic of degree 30, k ⊆ F ⊆ L with d := [F : k] = 1 or 2, and
φ = (φ1, . . . , φd) : AF

∼−→ Ad is an isomorphism, then the function field k(XF ) is
not generated by {φj ◦ σ̃i,F : 1 ≤ i ≤ d8/de, 1 ≤ j ≤ d}.

Proof Suppose that F = k. The proof when F/k is quadratic is exactly anal-
ogous. Note that k(Xk) is generated by σ̃1,k, . . . , σ̃8,k if and only if the morphism
⊕8

i=1σi,k : Xk → A8 is a birational isomorphism, and for an extension field Ω of L
this holds if and only if this is a birational isomorphism over Ω.

Given G, a cyclic group of order 30, Proposition 2.6 gives an isomorphism
ψ : G8

m
∼−→ TG ⊆ GG

m. Let t1, . . . , t8 be the coordinates on TG induced by
this isomorphism, let s1, . . . , s30 be the rational functions of t1, . . . , t8 that are the
compositions of ψ with the symmetric polynomials on GG

m, and let J : TG → A1 be
the Jacobian determinant of the map s = (s1, . . . , s8) : XG → A8; i.e., J = det

(
∂si

∂tj

)
.

By a computer search we found points x,y ∈ TG(F730), distinct modulo the
action of ΣG, such that s(x) = s(y). See §2 of [11] for the details of this computa-
tion; we take x and y to be the first two entries in Table 1 (respectively, Table 3 in
the case [F : k] = 2). We computed further that J(x) 6= 0 and J(y) 6= 0.

Set a = s(x) = s(y) ∈ (F730)8, and let L̃ be the unramified extension of Q7 of
degree 30. By Hensel’s Lemma, for every lift ã of a to L̃8 we can find unique lifts
x̃ of x and ỹ of y to TG(L̃) such that s(x̃) = s(ỹ) = ã. Thus there is an open
(in the 7-adic topology) subset U ⊆ L̃8 contained in the image of s, over which s
is not one-to-one. It follows that as an algebraic map over L̃, s is dominant and
deg(s) > 1. Therefore s is not a birational isomorphism over L̃. The theorem now
follows for all k of characteristic zero.

Let A := Z[x1, . . . , x8] and B := Z[s1, . . . , s30], identifying A with a subring of
B via the map induced by xi 7→ si. The field of fractions Frac(B) of B is Q(XG)
by Corollary 3.4. We proved above that this field is a finite nontrivial extension of
Frac(A) = Q(A8). We can therefore choose 0 6= f ∈ A such that B′ := B[1/f ] is
integral over A′ := A[1/f ], and A′ 6= B′.

Let P be the (finite) set of prime numbers that divide f in A. Suppose p /∈ P .
Then pA′ (resp., pB′) is a prime ideal of A′ (resp., B′), and the localizations A′(p)

and B′
(p) are not equal. By Nakayama’s Lemma, Fp(x1, . . . , x8) = Frac(A′/pA′) =

A′(p)/pA
′
(p) 6= B′

(p)/pB
′
(p) = Frac(B′/pB′) = Fp(XG). Thus s1, . . . , s8 do not gen-

erate Fp(XG), and the same holds with Fp replaced by any field of characteristic
p.
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Remark 5.4 In fact, our computer computations give additional examples
which show that no ten (respectively, four) of the symmetric functions generate the
coordinate ring of XF over F7 (for [F : k] = 1 or 2, respectively).
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[8] W. B. Müller, W. Nöbauer, Some remarks on public-key cryptosystems, Studia Sci. Math.
Hungar. 16 (1981), 71–76.

[9] T. Ono, Arithmetic of algebraic tori, Ann. of Math. 74 (1961), 101–139.

[10] K. Rubin, A. Silverberg, Supersingular abelian varieties in cryptology, in Advances in cryp-
tology — CRYPTO 2002, Lect. Notes in Comp. Sci. 2442 (2002), Springer, Berlin, 336–353.

[11] , Torus-based cryptography, to appear in Advances in cryptology — CRYPTO 2003,
Lect. Notes in Comp. Sci. (2003), Springer, Berlin.

[12] P. J. Smith, M. J. J. Lennon, LUC: A New Public Key System, in Proceedings of the

IFIP TC11 Ninth International Conference on Information Security IFIP/Sec’93 (ed. E. G.
Dougall), North-Holland, Amsterdam, 1993, 103–117.

[13] P. Smith, C. Skinner, A public-key cryptosystem and a digital signature system based on the

Lucas function analogue to discrete logarithms, in Advances in cryptology — Asiacrypt 1994,
Lect. Notes in Comp. Sci. 917 (1995), 357–364.

[14] V. E. Voskresenskii, Algebraic groups and their birational invariants, Translations of Mathe-

matical Monographs 179, American Mathematical Society, Providence, RI, 1998.
[15] , Stably rational algebraic tori, Les XXèmes Journées Arithmétiques (Limoges, 1997),
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