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Abstract.We survey applications of non-associative algebraic systems to cryp-
tology in the past, present and future.

"The point of civilization is the exchange of ideas. And where is this exchange
if everybody writes and nobody reads?" — Pope Gregory IX, 1227-1241.

Mathematics Subject Classifications (2000). 05815, 20099, 20N05, 94B60

1. Introduction

Hitherto, almost all constructions of error detecting and’ correcting codes and
almost all cryptographic algorithms and enciphering systems have made use
of associative algebraic structures such as groups and fields, the most-notable:
exceptions being those described in the work of R. Schauffler. The latter author
was the first, and almost the only one to apply non-associative systems for the
purposes both of constructing error detecting codes and of deciphering encrypted
messages.

In this article, we shall draw attention by means of examples and sugges-
tions for new constructions to the very considerable advantages of using non-

" associative algebraic systems particularly in connection with the design of cryp-

tographic enciphering systems and decoding algorithms. However, we should
like to emphasize that our purpose is not to provide ready-to-use cryptographic
protocols but rather to describe past applications of such non-associative sys-
tems, mention recently implemented ones and indicate some of the ways in which
we expect these systems to be used in the future.

2 Hlstorlcal ba.ckground

The ea.rhest methods of enciphering messages 1nvolved the use of monoalpha-
betic ciphers. Later came polyalphabetic ciphers and, in particular, the Vigenére
cipher (which in fact was invented somewhat earlier than Vigenére’s lifetime by
Trithemius). In effect, this makes use of a 26 x 26 square array containing
the 26 letters of the alphabet (assuming that the language is English) arranged
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148 J. DENES AND A.D. KEEDWELL

in a latin square. Different rows of this square array. are used for encipher-
ing the various letters of the plaintext in a manner prescribed by the keyword
or keyphrase. (For more details of these early enciphering methods, see, for
example, [B1] or [K1].) Since a latin square is the multiplication table of a
quasigroup (see [D3| for details), this may be regarded as the earliest use of a
non-associative algebraic structure in cryptography. Indeed, R. Schdufﬂcr in his
Ph. D. dissertation [S1] of 1948 thought of it in exactly thlS way. ‘He discussed
the minimum amount of plaintext and corresponding ciphertext which would be
required to break the Vigenére cipher (and the various mechanically produced
extensions of it which were in use at that time). That is, he considered the
minimum number of entries of a particular latin square which would determine
the square completely. Recently, this problem has re-arisen as the problem of
determmmg so-called critical sets in latin squares. (For a survey of recent work
on crftlcal sets, see [K6].)

More recent enciphering systems which may be regarded as extensions of
Vigenére’s (or Trithemius’s) idea are the mechanical machines such as Jefferson’s
wheelrand the M-209 Converter (used by the U.S. Army until the early 1950’s)
and the electronically produced stream ciphers of the present day. '

In [K10} (and, in brief outline, in his earlier paper [K9]), C. KoScielny has
shown how quasigroup/neofield-based stream ciphers may be produced which
are both more efficient and more secure than those based on groups/fields. The
present authors know of virtually no other serious attempts to employ non-
associative algebraic systems as cryptographic tools. R.A. Rueppel’s book [R3],
for example, does not mention the use of non-associative systems at all despite
the fact that, in the opinion of at least one of the present authors, it is the most
comprehensive book on the subject of stream ciphers. However, it is worth
noting that several of the early professional cryptographers, in particular A.A.
Albert [A1], J.B. Rosser [R1], [R2] and E. Schénhardt [S4] (see also [D3]), were
closely connected with the development of the theory of latin squares (quasi-
groups).

As regards the concept of error detectzng and correcting codes, thzs 1S usu-
ally considered to have arisen from the work of M.J.E. Golay [G1] and of R.W.
Hamming [H1], published in 1949 and 1950 respectively, and almost all subse-
quent developments have employed groups, fields and vector spaces. However, a
short paper of much earlier date is that of W.F. Friedman and C.J. Mendelsohn
[F4] who, in the early 1930’s, worked in the mathematical branch of the U.S.
cryptography service. Also, it is perhaps worthy of mention that, in a recent
talk, P.J. Cameron [C1] drew attention to the fact that some of the work of R.A.
Fisher [F2] and [F3] on minimal confounding (in the 1940’s) uses mathematics
which almost exactly parallels that used by Hamming for the construction of
error correcting codes and so, in some sense, might be said to predate the lat-
ter’s work. For a short description, see pages 79-82 of D.J. Finney [F1]. On this
topic (that of error detecting and correcting codes) also, there have been a few
very effective, but largely overlooked, alternative developments making use of
non-associative algebraic systems. During the second World War while working
for the German cryptography service, R. Schauffler developed a method of error
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detection based on the use of generalized identities (as they were later called
by V.D. Belousov [B2]|) in which the check digits are calculated by means of
an associative system of quasigroups (latin squares). He pointed out that the
resulting message would.be more difficult to decode by an unauthorized receiver
than is the case when a singlé associative operation is used for the calculation.
(For more details, see [D3] especially page 365.). For obvious reasons, this work
was kept secret at the {ime but, much later, in 1956, it was published (see [S2]).
Despite the late publication date, it may well have pre-dated the work of Ham-
ming. Later developments along the same lines have been made by A. Ecker
and G. Poch [E1], R.H. Schulz [S5), [S6], [S7] and others. (Only Schulz has
acknowledged the earlier work of Schauffler.)

Another, quite different, method of constructing (non-binary) error detecting
and error correcting codes based on latin squares has been introduced by S.W.
Golomb and E.C. Posner [G2] and further developed by J. Dénes et al in [D6].
The latter paper contains a detailed bibliography of recent results on Golomb-
Posner codes and their generalizations while details of Golomb and Posner’s
early work and of a very few other constructions which use non-associative
algebraic systems will be found in Section 10.1 of [D3]. Also, Chapter 9 of [D4]
is devoted to this topic so, in the present paper, our main emphasis will be on_
cryptology. (A very recently published book which discusses the use of non-
associative algebraic systems in coding theory and cryptography is [L2].” Also,
[H2] contains a short chapter on this topic.)

3_ Basic definitions

We assume that most of our readers will- be familiar with the basic concepts
of cryptology but that they may not be so familiar with some of the algebraic
structures which we shall employ." Most basic is the structure called a quasxgroup
which we have already referred to in the preceding Section. -

DEFINITION 3.1 A quasigroup (Q, o) consists of a set Q of symbols on which
a binary operation (o) is defined such that (i) for all pairs of elements a,b €
Q, aob € Q (closure) and (ii) for all pairs, a,b € Q, there exist unique elements
z,y € @, such that z oa = b and a.o y = b (unique solubility of equations).

Figure 3.1.
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When @ is finite (of (cardinal n), the quasigroup can be completely defined
by means of its multiplication table (or Cayley table) which is an n x n square
array bordered by the elements of Q in which the entry in the cell (a,b) is
the element a o b (see Figure 3.1). Because the equation z o ¢ = d is uniquely ‘
soluble for z, there is one and only one cell in the cth column which contains d.
Similarly, beca.use the equation ¢ oy = d is uniquely soluble for y, there is one
and only one cell in the cth row which contains d. A square n. x'n array with-
the latter properties is called a latin square of order n.

A quasigroup may <poss'ess some or all of the following properties:

(i) for all a,b,c€ Q, (aob)oc=aoc(boc) (the assoczatwe law);
(ii) ‘for alla,b€ Q,aob=boa (the commutative law);

(i) ' there exists an element e € Q such that, for all a € Q eoa=a=aoe,
(e:mstence of a two-sided identity elemen);

(iv) for each a € Q, there exists an element a7 € Q such that a7’ o(aob) = b
for all b € Q (the left inverse property);

(v) foreach a € Q, there exists an element a;' € Q such that (boa)oay! =b
for all b € Q (the right inverse property);

(vi) for each a € Q, there exists an element a}, € Q such that a} o (boa) = b
for all b € Q (the left crossed-inverse property);

(vii) for each a € Q, there exists an element a; € Q such that (dob)oaly = b
forall b€ @ (the right crossed-inverse property).

A number of the above propertxes are inter-dependent. The most 1mporta.nt..
of the connections for our purposes are the followmg '

(a) A quasigroup which satisfies (i) is called a group. If it also satlsﬁes (ii),
it is an abelian group. Every group satisfies (iii), (1v) (v) If and only if it is
abelian, the group also satisfies (vi), (vii):

(b) A quasigroup which satisfies (iii) is ca.lled a loop. An associative loop is
a group.

(c) A qua.mgroup which satisfies (iv) and (v) is called an inverse-pmperty
quasigroup. One which satisfies'(vi) and (vii) is called a crossed-inverse-property
quasigroup. For a quasigroup which is commutative, (iv) & (vi) and (v) & (vu)
so the inverse a.nd crossed inverse prOpertles coincide.

LEMMA 3.1 A quasigroup (Q,0) of finite order which has the left crossed-
inverse property also has the right crossed-inverse property; and conversely.

Proof. The left crossed-inverse property states that, for every element a € Q,
there exists an element a} € Q such that a o(boa) = b for every b € Q. To each
a € Q, there corresponds a unique a} because the equation z o (boa) = b has
a unique solution z = al. Also, distinct elements a;,a; € Q have distinct left
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inverses because (a}) = (ay)r = a, would imply a0 (boa,) = b =al o(boa,)
and so, by the unique solubility of equations, boa; = boay whence a;, = a».. It
follows that, given ¢ € @, there exists a unique ¢’ € @ such that co(boc') = b
for all b € Q. Let d be an arbitrary element of Q). By the solubility of equations,
there exists an element, b € @ such that d = boc'. Then, cod=co(boc')=b
and so (cod)oc =boc =d. Thatis, given ¢ € @, there exists an element
¢' € @ such that (co J) oc' =d for all d € Q. This is the right crossed-inverse
property. ‘ :

The proof of the converse is similar. : a

In this paper, we shall be especially interested in non-commutative quasi-
groups of finite order which satisfy (vi) and consequently (by Lemma 3.1) also
satisfy (vii). For brevity, we shall call them CI-quasigroups as, for example, in
[A2] and [A3).

From now onwards, we shall write a’ to denote the right crossed-inverse of
the element a in a Cl-quasigroup. Note that, from Lemma 3.1, (cob) o =
b& co(bocd) = bso, if ¢ is the right crossed-inverse of ¢, then ¢ is the left
crossed-inverse of c'.

LemMA 3.2 If a;l is the left inverse of a in a quasigroup (Q, o) which has the
left inverse property, then a is the left inverse of azl- for that quasigroup. An
analogous result holds for right inverses. '

Proof. By the left inverse property, a;' o (aoc) = ¢ for all ¢ € Q. Let b be
an arbitrary element of Q. Then, by the solubility of equations, there exists
an element ¢ € @ such that b =aoc. Soa;'ob=aj;'o(aoc) = c, whence
ao(a;'ob) =aoc=>. This proves the result because b was arbitrarily chosen.

, : )

In several of the applications to be described later in this paper, it is assumed
that each piece of the message to be transmitted can be represented as a single
element m of a quasigroup (@, o) and that this is enciphered by multiplying it by
another element a of (Q, o) so that the encoded message is aom. (One important
example is that of enciphering an authentication tag.) At the receiving end, the
message is deciphered by multiplying by the inverse of a. If a right (or left)
inverse property quasigroup is used and the right (left) inverse of a is a’ say,
then the right (left) inverse of a’ is necessarily a. If a CI-quasigroup is used,
this is not necessarily the case (as we shall show). This fact makes an attack on
the system more difficult in the latter case. ‘

DEFINITION 3.2 If (Q,0) is a Cl-quasigroup in which a’ is the right crossed-
inverse of a, a” is that of @', @'’ is that of a”, and so on, then the cycle (aa’a” .. ")
is called the inverse cycle associated with the element a.

Next we introduce algebraic structures useful in cryptology which involve
two binary operations. : ‘
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DEFINITION 3.3 A left neofield (N, ®,.) of order n consists of a set N of n
symbols on which two binary operations () and (.) are defined such that (N, ®)
is a loop, with identity element 0 say, (N \ {0},.) is a group and (.) distributes
from the left over ().

If the right distributive law (a ® b)c = ac @ bc holds as well as the left
distributive law, the system is called a neoﬁeld ¢

A neofield whose multiplication group is cyclic is called a cyclic neoﬁcld

If the addition loop (IV, ®) is a group, the neofield is a finite field (or: Galois
field) and, in that case, the multiplicative group is necessarily cyclic (and the
order is necessarily a prime power). So every finite field is a cyclic neofield.

‘Neofields were originally introduced by L.J. Paige [P1] who hoped to use
them to construct new finite projective planes. Later, cyclic neofields with a
partlcula.r divisibility property (called property D neofields) were studied in [K3]
and![K4]. In particular, every finite field is a property D neofield. Also, inverse
property cyclic neofields of prime power order were discussed in [J2]. Cyclic
neofields whose addition loop is a CI-loop were studied in detail in [H4] under
the name of XIP-neofields. Left neofields were introduced in [H5]. Quite recently
the concept of a cyclic neofield was re-invented in [K9] and called a spurious
Galois field.

It turns out that left neofields are particularly useful in cryptography because
(i) they exist of all orders n (not only for prime powers) and (ii) their entire
structure is determined by (and so can be computed with the aid of) a single
mapping of the multiplication group: namely, either an orthomorphism or a
near orthomorphism of that group. '

DEFINITION 3.4 A one-to-one mapping g — ¢(g) of a finite group (G,.)
onto itself is called an orthomorphism if the mapping g — 8(g), where 6(g) =
g~ '#(g), is again a one-to-one mapping of G onto itself. The orthomorphism is
said to be in canonical formif ¢(1) = 1, where 1 is the identity element of G.

An orthomorphism in canonical form may be regarded as a permutation

= (1) (911912 - - 91k, ) (921922 - - - 92k2) - - - (9192 - - - Gsk,)

of G such that the elements g‘J 19i 41 (Where 1=1,2,...,s and the second suffix
j is added modulo k;) comprise the non—ldentxty elements of G each counted
once. Then ¢(gij) = gij+1 and 8(gi;) = g,J gij+1- The mapping 6 is the
complete mapping associated with the orthomorphism ¢. _

Suppose now that the elements of the finite group (G, .) can be arranged in
the form of a sequence [g] g5 g5-...g,] followed by s cyclic sequences
(gu 912 . O1ky), (921922 - G2ky)s - - -+ (gs1G52 - - - Gsk, such that the elements
gJ -1 g+ and gu1 9i,j+1 together Wlth the elements g,k gi1 comprise the non-

“identity elements of G each counted once. Then the mapping 8 of G\ {gh} onto
G\ {g}} given by 8(g}) = gj g}y, for j = 1,2,...,h—1 and 6(gi;) = g;; ij1
(where arithmetic of second suffices is modulo k;) is called a near complete map-
ping of G. The associated mapping ¢ : g — g6(g) of G \ {g},} onto G\ {g;} is
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called a near orthomorphism of G. It is said to be in canonical form if g} = 1,
where 1 is the identity element of G. '
We shall represent a near orthomorphism ¢ in the following way:

= (91 959% - 91)(g11912 - - ik, ) (921922 - - - G2ko) - - - (gs19s2 - - - Gsk, ) -

When the near orthonforphism is in canonical form so that g} = 1, we shall
denote the element g; 'which has no image under the mapping by n and call it

the ez-domain element. o
It is immediate to see from the definition of 8 that

j=h-1 i=yg j=k,

n= H o) | '] H 0(gi;)
j=1 i=1 j=1

That is, 17 is the product of all the elements of G in some appropriate order.

REMARK An interesting direct application of group orthomorphisms to cryp-
tography is described in [M2] and [M3].

The concepts of orthomorphism and near orthomorphism of a group enable
us to characterize left neofilds in the following way: ~

THEOREM 3.3 Let (N,®,.) be a finite left neofield with multiplicative group
(G,.), where G = N\{0}. Then, if 1&1 =0 in N, N defines an orthomorphism
(and corresponding complete mapping) of (G,.), which is in canonical form. If
1®1#0 but.1®n =0, N defines a near orthomorphzsm of G in canonical
form and with 1 as ex-domain element.

Conversely, let (G, .) be a finite group with identity element 1 which possesses
an orthomiorphism ¢ (in canonical form). Let 0 be a symbol not in the set G and
define N = GU {0}. Then (N,®,.) is a left neofield, where we define ¥(w) =
low = ¢(w) for allw # 0,1 and 9(0) = 1, 9(1) = 0. Also, 20y = z(1®z'y)
forz #20,00y=y and0.xz=0=2z.0 forallz € N. T

Alternatively, let (G,.) possess a near orthomorphism ¢ in canonical form.
Then, with N defined as before, (N,®,.) is a left neofield, where we define
P(w) = 1dw = ¢(w) for all w # 0,n, where n is the ez-domain element of
¢ and P(0) = 1, ¥(n) = 0. Also, z®y = z(1 ®z~1y) for z # 0, as before,
0dy=yand0.z=0==z.0 forallz € N.

DEFINITION 3.5 The mapping ¢ : w — 1@ w is called the presentation
function of the left neofield because it determines the complete addition table
of the neofield by virtue of the fact that z @y = 2(1 & z~1y).

In the case of a cyclic neofield with multiplicative group (a), the map ¢ :
v — w such that 1®a¥ = a” determines the presentation function. The image
w of v under this mapping is the Jacobi algorithm of v (see [J1]). We shall
discuss the latter concept in more detail in Section 5 of this paper.
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Theorem 3.3 was first given in [H5] and a detailed proof of the theorem
together with a number of examples of the construction of left neofields from
various groups will be found there. |

It is of interest to note that every finite field of two-power order (say 27) has
characteristic two (that is, 1+1 =0) and so it may be characterized by a particular
orthomorphism of the cyclic group of odd order 2"— 1. Every finite field of odd
prime power order (say p") has characteristic p (consequently, 1-‘-1;60 and so
it may be characterized by a particular near orthomorphism of the cyclic group
of even order p~ — 1. A cyclic (or any Abelian) group of odd order has no
near orthomorphisms (because the product of all its elements is the identity)
while a cyclic group of even order has no orthomorphisms (by a theorem of L.J.
Paige [P1]). However, non-Abelian groups may have both orthomorphisms and
near orthomorphisms. The reader seeking more information .on this topic may
consult Chapters 2 and 3 of [D4] and also [K8]. : L

Looking again at Theorem 3.3, we see that, in a left neofield for which
1® 1 # 0, the exdomain element 7 is the additive inverse of 1 (which, in the
case of a finite field, is denoted by —1). It has been shown in [K5] that, in
most left neofields, n? = 1. In particular, this is the case if the additive loop
has either the left inverse property or the right inverse property. In [K5], a left
neofield in which 7% # 1 has been called pathological. (See Theorem 8.2 for an
application of such a left neofield.)

We end this Section with another structural lemma.

LEMMA 3.4 If the additive loop of a left neofield (N, ®,.) for which 1®1 =0
or of a two-sided neofield (N, ®,.) has both the left and right inverse properties
then the additive loop is commutative ( and so N is two- szded in the former case
as well).. :

Proof. By the remark which precedes this lemma, 72 = 1.. We have 1®&7 =0
(where n = 1if 1@1 = 0) and so, by the left distributive law, n@®n% = 0. That
is,7®1=0. So,a®an=20 —an@c’z'foi'every element a € N.
By the left inverse property a;' @ (a®b) = b for all a,b € N. Puttmg
b =0, we find that aJ' = an. By the right-inverse pr0perty, (cod)® dR =
c for all c,d € N. Putting ¢ = 0, we find that dR =dn. In partlcular
aI' @ (a@ b)) ® (adb)y = a;'. Thus, b® (a ® b)n = an. But, by the left
inverse property, bn @ (b & a) = a. So, in the case when 1@ 1 =0 and 5 = 1,
a®b = b® a by the unique solubility of the equation b ® z = a. In the case
when the neofield is two-sided, we can multiply the equation b @ (a @ b)p = an
on the right by 7 to get bn ® (a ® b) = a. Comparing this with the equation
bnea(bEBa) =a, we again get a® b = b a.
. 0O

Note The spec1al case of this Lemrna wh1ch apphes to cyclic neoﬁelds appears
as Lemma 1.14 of [H4J. ‘



(2

APPLICATIONS OF NON-ASSOCIATIVE ALGEBRAIC SYSTEMS 15

4 Construction of Cl-quasigroups

In the previous Section, we pointed out that Cl-quasigroups are particularly
suitable for enciphering schemes of the type m — am; and especially so for
some applications if they have long inverse cycles. R. Artzy [A2] was the first
to study the possible lengths of the inverse cycles of a Cl-quasigroup (though
the same idea was préposed independently by A. Kotzig and developed to a
limited extent in [D2]). Artzy proved, among other things, that if the inverse
cycles of a Cl-loop of order 7 consist of (e), where e is the identity element
of the loop, and one other cycle (of length n — 1) then n = 2 or 3. (In other
words, only the cyclic groups C, and C3 have this property. Compare Corollary
I of our Theorem 4.3 below). He also showed that, if a Cl-loop has an inverse
cycle of length 7, it has another. inverse cycle distinct from (e) whose length is a
(not-necessarily-proper) factor of r. The proofs are quite short and the results
important for cryptology so, for completeness, we give them here.

THEOREM 4.1 A Cl-loop (Q,°) (of order m +1) cannot consist of the identity
element e and a single cycle (z zJ zJ?...zJ™ ) of length m except when
m=1 or 2.

Proof. Each non-identity element of Q has the form zJ* for some i € Z,, so
g ozJ*t = £ J/*) where k # 0, f(k) #0. [When k=0, we have zozJ = ¢
and, when f(k) =0, zozJ*"! =z s0 zJ**! = ¢

On multiplying both sides of the above inequality on the right by zJ and
using the crossed inverse property, we get zJ¥*! = £J/(*) oz J. Then, using the
fact that uJ =& o J—F(%) = =7 %) for all u,v,w € Q such that uov = w
because (see Theorem 4.4 below) J is an automorphism, we get z o zJ'=f(F) =
gJEHI-F8) 50 fl—f(R)]) =k +1 — f(k).

Now, {f(1), f(2),:.., f(m ~1)} = {1,2,...,m — 1} since neither k¥ = 0 nor
f(k) = 0 occurs in our first equality. Therefore, because — f(i) = m ~ f(¢) mod
m)

k=m-1

Z f[—f(k)] = [SumOff(l))f(z)::f(m_l)]

k=1

1
= [sum of1,2,...,m—1]=§m(m—1)

and

k=m~—1 )
S k+1-f(B)] = Zmim=1)+(m-1)
k=1

—[sum of f(1), £(2),...,f(m —1)=m—1.

. 1 N
So we must have %m(m -1)=(m-1)or (5 m — 1) (m — 1) = 0. Therefore,

m=1lor2. . ‘ o ' ' . 0

{
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THEOREM 4.2  If a Cl-loop (Q,0) has an inverse cycle of length m, greater
than 2, it has another inverse cycle whose length is a not-necessarily-proper
factor of m.

Proof. By Theorem 4.1, the elements of the inverse cycle of length m together
with e cannot form a subloop. Thus, the inverse cycle contains at least one pair
of (not necessarily distinct) elements z,y whose product is in a different inverse -
cycle. But zJ™ =g and yJ™ =y 50 (zoy)J™ = zJ™oyJ™ =z oy since J is
an automorphism. Now, (z o y)J™ = z oy implies that the length of the cycle
in which the element z o y lies divides m. a

As illustrations of the preceding result, Artzy gave a Cl-loop of order 9
whose non-identity inverse cycles have lengths 2 and 6 and two non-isomorphic
CI-loops of order 10 whose non-identity inverse cycles have lengths 1 and 8.
The latter examples demonstrate the existence of CI-loops with inverse cycles
of maximum possible length n — 2 (when n > 3). We reproduce one of these
examples in Figure 4.1 below. The inverse cycles are (e), (1)and (23456738
9). ‘

" In [A3], Artzy proved that isotopic CI-loops are isomorphic. Later, in (B3],
V.D. Belousov and B.V. Tzurkan showed that, if every loop isotopic to a given
CI-loop is again a Cl-loop, then the loop must in fact be an abelian group.

(¢)|e 1 2 3 4 5 6 7 8 9
e le 1 2 3 4 5 6 7 8 9
1|1 ¢ 8 9 2 3 4 5 6 7 '
212 4 7 e 6 9 5 8 3 1
313 5 1 8 e 7 2 6 9 4
4 |4 6 5 1 9 e 8 3 7 2
505 7 3 6 1 2 e 9 4 8
6 |6 8 9 4 7 1 3 e 2 .5
7i(7 9 6 2 5 8 1 4 e 3
8 {8 2 4 7 3 6 9 1 5 e
919 3 e 5 8 4 7 2 1 6
Figure 4.1.

The above facts concerning isomorphism suggest that CI—quasigroups which
are not loops may be of most value in our cryptographic application. We shall
now show how such quasigroups may be constructed. (The following construc-
tions were first given in a forthcoming paper [K7] of the second author.) .

THEOREM 4.3  Let (G,.) be an abelian group of order n such that n + 1 1s
composite. Define a binary operation (o) on the elements of G by the relation
aob=a"b? where rs = n + 1. Then (G,0) is a Cl-quasigroup and the right
crossed inverse of the element a is a*, where u = (—)>.

COROLLARY I If (G,.) is the cyclzc group C of prime order p and there ezists
a divisor r of p+ 1 such that (-7)% is a primitive root of p, then the inverse
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cycles of (G,0) are of lengths 1 -and p — 1. (An earlier conjecture of one of the
authors was that such a divisor r ezists whenever p = 2 mod 3. However, for
p > 1000, counterezamples exist. One obtained by R.K. Guy [G3| to whom the
authors posed the problem is p = 1181. He does not guarantee that it is the
smallest.)

CoroLLARry II If (G, ‘) is an elementary abelian group of order p* (that is, an
abelian group in whzch every e[ement has the same prime order p) and there
ezists a divisor r of pt + 1 such that (—7)3 is a primitive root of p, then the
inverse cycles of (G,o), excepting that of the identity element e of (G,.), all
have equal length p — 1.
Proof. We first show that (G, O)Eis a quasigroup. Let zoa = b. Then z"a® = b so
z" =ba~’ and z = z"° = (ba™*)® which is an element of G. Similarly, if aoy = b,
then a™y’ = bso y = y™ = (a~"b)".  Thus, equations are uniquely soluble and
(G, o) is a quasigroup. Also, (acb)oc=(aob)"c® = (a"™0®)"c® =b°"a""c® = b if
- a’"c¢® = e, the identity element of (G, .): that is, if ¢* = a7 or if ¢ = ¢*" = a¥,
where u = (—r)3, as before. Thus, (G,0) is Cl-quasigroup and a“, where
u = (—r)3, is the right crossed inverse of a. The result of the theorem follows.
Suppose next that u = (—7)? is a primitive root of p. Then (a a* a** ..)),
of length p — 1, is the inverse cycle of (G, o) which contains the element a since
u?~! =1 mod p and u* # 1 mod p for 1 < h < p— 2. This proves both of the
corollaries. ’ a

Note. (—7)3 can never be a primitive root of p when p = 1 mod 3 since then
p— 1 is divisible by-3 and so the cube of an element has order at most (p—1)/3.

The above theorem provides a means of constructing CI-quasigroups with
long inverse cycles and also proves the existence of CI-quasigroups all of whose
non-identity cycles have equal length; thus answering for quasigroups the similar
question discussed by Artzy for loops in [A2]. .

It is worth observing also that the CI-quasigroups so constructed are isotopes
of the abelian group (G, .). We may see this as follows: Since r and s are divisors
of n+ 1, they are necessarily prime to the order n of (G,.) and so the mappings
a:z — z" and B : y — y°® are permutations of G. It follows immediately
that (G, o) is an isotope of (G,.) because z o y = za.ypf.

To illustrate the theorem, we choose the cardinal of G to be small and we
give three examples as follows: :

ExampPLE 4.1  Let (G,-) be the cyclic group C5 = {c:c® =e) and define
aob = a®h®. We find that the multiplication table of the Cl-quasigroup is as
shown in Figure 4.2 and that the corresponding decomposition of G into inverse
cyclesis (0)(1 3.4 2). Here, the integers 0, 1, 2, 3, 4 represent the various powers
of the generating element c of Cs. :
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ExampLe 4.2 Let (G,.) be the cyclic group Cy = (c: ¢! =e) and define
aob = a'b®. Then, (—4)> = 2 mod 11 so it is a primitive root and the non-
identity element inverse cycle has length 10.

EXAMPLE 4.3 Let (G,.) be the elementary abelian group Cs x Cjs and define
aob = a?b'®. Then, (—2)° = 2 mod 5 which is a primitive root of 5. The six
non-identity element inverse cycles each have length 4. d

()0 1 2 3 4

010 2 4 1 3 (003)00=100=3
\ 13 0 2 4 1 " (204)0ol=401=4
\ 21130 2 4 (402)02=102=2
3 3 14 1 3 0 2 (303)0od4=004=3

4 (2 4 1 3 O " etc.

Flgure 4.2

Note The Cl-quasigroup obtained by the method of Theorem 4.4 is umpotent
only if r + s = n: that is, only if n = 3.

When using an algebraic system for cryptographic purposes, economy of
storage is important. We shall show that, in the case of a CI-loop with an inverse
cycle of maximum length or of a CI—qua.51group with an inverse cycle of length
one less than its order, very compact storage is possible because the structure
of the entire quasigroup is determined by that of a single row of the Cayley
table of the quasigroup. This is a consequence of the fact that the mapping J
of an element to its right crossed-inverse is an automorphism of the quasigroup.
Although the latter fact is well-known for the case of loops, the aforementioned
implication does not seem to have been noticed until now. In our next theorem,
we give a version of the result which is valid for CI-quasigroups as well as for CI-
loops as in [B3]. (The result can also be regarded as a special case of Theorem
4.6 whxch we give later in this section.)

THEOREM 4.4 For any CI—quaszgroup (Q,o), the mapping J: a.— a' from
an element to its rzght crossed-inverse is an automorphism.

Proof. For all pairs a,b of the elements of the quasigroup (or loop), we have
(@aob)oJ =b. Thus, (cod)ocJ =d. Puttingc =aoband d = aJ, we get
[(aob)oaJ]o(aob)J = aJ. That is, bo(aob)J = aJ. Then, putting ¢ = b and
d = (aob)J, we get [bo(aob)J]obJ = (aob)J. ThatisaJobJ = (acb)J.
This proves the theorem. o . - -0

We apply this result first to the case of a Cl-loop with e as identity element.
As we remarked earlier, Artzy has proved that the maximum length of an inverse
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cycle is n — 2 and that, when such a maximum length cycle exists, the loop has
two self-inverse elements; namely e and another element which we shall denote
by o. Further, we shall suppose that the elements of the loop are denoted by
e,0,1,...,n-3,0 and that the border elements of its Cayley table are written in
that order. Also, we suppose that the notation is chosen so that (012 ... n—3)
is the long inverse cycl{e. Thus, eJ = e, 0J =0, and aJ = (a + 1) mod (n - 2)
fora=0,1,...,n— 3.

Let us suppose that 0ob = 0. Then 0J" o bJ" =0J forr=1,2,...,n -3
since J is an automorphism. That is, ro(b+r) = o forr = 0,1,...,n—3, where
addition is modulo n — 2. Thus, the entries o lie along a broken left-to-right
diagonal of the (n — 2) x (n — 2) subsquare of the Cayley table which is formed -
by the second to (n — 1)th rows and columns of the table. (See Figure 4.3 for
an illustrative example with n = 10). Also, using the crossed inverse property,
we find that ocb =0 = b= (0ob)ol =00l =>boo =(0o0l)oo =150
cJ"01J" =bJ" and bJTogJ" = 1J" forr = 1,2,...,n-3. Hence, gor = b+r—1
androoc=1+r—-bfor0,1,...,n — 3. Thus, the entries of the last row and
column of the Cayley table of the loop are all determined by the cell of the
second row which contains the entry o (since this entry defines b).

Next, suppose that 0 o 0 = a. Then, by the crossed inverse property, 0 =
(0c0)ol=aocland Oo(a+1) = (aol)o(a+1) =1, where addition is modulo
n — 2, as before. Since J is an automorphism, a0l =0= 0o (1l —a) = —a.
Thus, 0c0=a=>00(a+1)=1and 0o (~-a+1) = —a.

Similar reasoning shows that Ooc = d = ¢ = (0oc)ol = do 1l and
co(d+1) = (dol)o(d+1) = 1. Thence, using the fact-that J is an automorphism,
Doc=d=>00(l—-d)=c—dand0o(d—c+1)=1-c. So,since0ol=e,
it is sufficient to specify [(n — 1)/3] of the entries of the second row of the
Cayley table in order to determine the ‘remainder. Moreover, because J is
an automorphism, 0oc =d = 0JTocJ" = dJ" = ro{c+71) =d+r for
r=0,1,...,n — 3 and so these [(n — 1)/3] entries determine the entire Cayley.
table. '

(0)le 0 1 2 3 4 5 6 7 o
ele 01 2 3 4 5 6 7 o
0l0-5 e 4 7 3 6 1 o 2
111 o 6 e 5 0 4 7 2 3
212 3 ¢ 7 e 6.1 5 0 4
313 1 4 o 0 e 7 2 6 5
4 |4 7 2 5 o 1 e 0 3 6
5 5 4 0 3 6 o 2 e 1 7
6 |6 2 5 1 4 7 ¢ 3 e O
717 e 3 6 2 5 0 o 4 1
cloc 6 7.0 1 2 3 4 5 e
Figure 4.3.

For example, the Cl-loop whose Cayley table is given in Figure 4.3 above
is completely determined by the.statements that n = 10 and that 00 7 = o,
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000 =5 and 002 = 4. The latter loop is isomorphic to .that given in Figure
4.1 and can be obtained from it by the mapping -

oo (€123456789
“\ec01234567 )"

1

Similarly, a CI-loop isomorphic to the second example of order 10 given by
Artzy in [A2] is completely determined by the statements that n = 10 and that
0o7=0,000=5and 0o2=6. -

Ne‘{t we consider the case of a CI-qua31gr0up of order n with elements'
0,0,1,...,n ~ 2. We choose the notation so that o is self—mverse and so that
(01 \2 .. n—2)is the long inverse cycle.

Note We have shown the existence of such CI-quasigroups in Theorem 4.3. CI-
quasigroups of order n with a single inverse cycle of length n also exist as has
been shown recently by Simon Blackburn [B4]. We shall show how to construct
these later in this Section. ' ‘

. We writ‘e the border elements of the Cayley table of our quasigroup in the

order 0,1,...,n — 2,0. Let us suppose that ¢ occurs in the (b + 1)th column
of the. ﬁrst row of the table so that 0o b = o. Then 0J" 0 bJ" = ¢J" for
r =1,2,...,n — 2 since J is an automorphism.- That is, r o (b + r) = ¢ for
r =0,1,...,n — 2, where addition is modulo n — 1. Thus, the entries o lie

along a broken left~to-right diagonal of the (n — 1) X (n — 1) subsquare of the
Cayley table which is formed by its first n—1 rows and columns. (An illustrative
example is given in Figure 4.4 with n = 11.) Also, using the crossed inverse
property, we see that Qob=0 = b = (Oob)01 =00l = boo =(0ol)oo =150
0J701J" = bJ  and bJTooJ" = 1J" forr =1,2,...,n—2. Hence, cor = b+r—1
androg=1+r-bforr=0,1,...,n-2. Thus, the entries of the last row and
column of the Cayley table of the quasigroup are all determined by the cell of
the first row which contains the entry o. (Compare the corresponding analysis
for loops given above.)

Next, suppose that 0 0 0 = a. By exactly the same reasoning as we used for
the case of a CI-loop with a long inverse cycle, 0c0=a = 0o(a+1) =1 and
Oo(—a+1) = —a. Also, if 0oc = d, then 0o(1—d) = ¢c—d and Oo(d—c+1) = 1—c.
Moreover, each entry of the first row thus obtained determines the complete
left-to-right broken diagonal on which it lies. We conclude that the entire CI-
quasigroup is determined by the cell of the first row in which o lies and by
the contents of [(n — 2)/3] other cells of the first row: that is, by a total of
[(n + 1)/3] cells. :
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()]0 1 2 3 4 5 6 7 8 9 o
0|7 5 4 9 3 0 6 8 1 o 2
1|l 8 6 5 0 4 1 7 9 2 3
213 ¢ 97 6 1 5 2 8 0 4
311 4 ¢ 0 8 7 2 6 3 9 5
4 10 2 5 ¢ 1 9 8 3 7 4 6
515 1 3 6 o0 2 0 9 4 8 7
6 |9 6 2 4 7 ¢ 3 1 0 5 8
716 0 7 3 5.8 0 4 2 1 9
8|2 7 1 8 4 6 9 ¢ 5 3 0
94 3 8 2 9 5 7 0 o 6 1
c |8 9 0 1 2 3 4 5 6 7 o
Figure 4.4.

For example, the Cl-quasigroup whose Cayley table is given in Figure 4.4
is completely determined by the statements that n = 11-and that 009 = o,
000 =7,001 =5 and 002 = 4. This quasigroup is isomorphic to that descrlbed
in Example 4.2 and can be obtained from it by the mapping

(e c B F OB
¢_<00123456789)'

Before giving examples of possible applications of Cl-quasigroups, let us
point out that, in applications to cryptology, there are two types of key dis-
tributing centre. For public key systems, the role of the distributing centre is to
provide a public key and a private key to each user of the system. These keys are
then "fixed". They do not change for each new message or part message. For
one-time pads and certain other applications, on the other hand, a new key is

used for each message or each digit of a message and the role of the distributing
centre (or centres, as in Example 4.7) is to arrange for this to occur.

EXAMPLE 4 4 A Cl-quasigroup can be used to provide a one-time pad for key
exchange (without the intervention of a key distributing centre).

The sender S selects arbitrarily (using a physical random number genera—
tor) an element ¢ of the Cl-quasigroup (Q,o) and sends both ¢(*) and the
enciphered key (message) c(*) om. The receiver R uses his knowledge of the al-
gorithm for obtaining ¢(*)J = ¢(¥+1) from c(*) (as in Theorem 4.3, for example)
and hence he computes (c(*) o m) o c(4+1) = m.

ExaMPLE 4.5 A Cl-quasigroup can be used to provide a new type of public
key cryptographic system. '
Let (Q,0) be a Cl-quasigroup with a long inverse cycle (c ¢’ ¢" ... ct=V)
of length ¢ and suppose that all the users U; (¢ = 1,2,...) are provided with
apparatus (for example, a chip card) which will compute a o b for any given
‘a,b € Q. We assume that only the key distributing centre has a knowledge of
the long inverse cycle which serves as a look-up table for keys. Each user U;
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has a public key u; € @ and a private key u;.J, both supplied in advance by the
key distributing centre. User U, wishes to send a message m to user U;,. He
uses U;’s public key u; to compute u, om and sends tlmt to U;. U, computes
(ug om)ou,J =m. :

ExampLE 4.6 A Cl-quasigroup can be used to provide a common one-time
key k for a particular communication between two users without the active
intervention of a key distributing centre.

/ We assume that the set-up is as in Example 4.5. User U, wishes’ to send a
randomly chosen key & to user U; and to obtain verification that U; has received
it. U, first sends u; o k to U;. U, computes (u; o k) o u;J = k and sends back
Us © k to U,. U, computes (us © k) o usJ = k and hence verifies that U, has
Eecexved the key k. !

EXAMPLE 4.7 We may use a system of CI-quasigroups to construct a blind-key
distributing system from two distributing centres to a number of users.

Let D, and D, be the two distributing centres and U;,Us, ..., be the users.
Each user U; is allocated two CI-quasigroups (@, *®,) and (Q,*®;) defined on
the same set @ and also has as public key an element u; of . There is also a
communal "public" quasigroup (@, o). The key for a particular communication
is not known to either distributing centre and is in fact a "one-time pad".

The procedure is as follows: Suppose that U, wishes to communicate with U;.
D, selects an element k, randomly (using a physical random number generator
as before) from the set @ and sends us(* ® 4)k, to U, and us(* ® )k, to U,.
D, selects an element k; randomly from the set @ and sends us(* ® s)ks to Us
and u:(* ® p)kp to U;. U, decodes us(*®,)k, using the right crossed inverse of
his public key u, for the quasigroup (@, *®,) to obtain k, and he also decodes
u(* ®)ks using the right crossed inverse of his public key u, for the quasigroup -
(Q,°®s) to obtain ks;. He is then able to calculate k = k, o-ky. Uy similarly is
able to decode u(*®,)k, to obtain u, and u:(* ® )k, to obtain k; and so he
too is able to calculate k& = k4 o ky. U, and Uy now have a common key £ and
so they are free to communicate with each other. ' -

We may suppose, for this application, that each user has software (or, prefer-
_ably, hardware) by which to compute kJ from k: for example, by using the
- algorithm of Theorem 4.3. :

Note The examples given here and elsewhere in this paper are mostly somewhat
simplistic for the purposes of illustration. Actual implementations would be
(and, in some cases, already have been) carried out in a more sophisticated way.
(cf. The earlier short paper [D5] of the authors to whxch the same remarks

apply.)

The following Theorem 4.5 provides a construction for quasigroups of order
n with a single inverse cycle of length n due to S. Blackburn and reproduced
with his permission. The structure of such quasigroups is particularly simple
and so it is not necessarily advantageous to use them for cryptography.
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THEOREM 4.5  Cl-quasigroups of order n with a single inverse cycle of length
n erist for infinitely many values of n.

Proof. We suppose that (@, o), where @ = {0,1,...,n — 1}, is a Cl-quasigroup

of order n of the required kind and that the notation is chosen so that (01 2 ...

n—1) is its long inverse cycle. We let J denote the mapping of an element to its

right crossed inverse so that iJ =i + 1 mod n. We define 7 to be the mapping

of Q to Q such that (i) =0o4. : '
Since, by assumption, J is an automorphism of the quasigroup,

i0j=(0J(j—i)J) =(00(j —_z'))J" =[r(j —4)]J  =n(j —i) +i modn.

Because (@, o) is a quasigroup, the equation i oy = k has a unique solution
y. So, in partlcular 0oiy =001y =4 =iy. That is, w(i;) = 7(iz) = 7,1 = iy.
Thus, since Q is a finite set, 7 is a permutation of Q.

Also, the equation zoj = h has a unique solution for . That is, w(j -:c)+x =h
or, equivalently, 7(j — z) — (j — ) = (h — Jj) has a unique solution for z in Z,,.
Or, we may say that m(z) — z = k has a unique solution for z in Z,,.

Since i + 1 (regarded as an element of Z,) is the right crossed inverse of
i, we have (ioz)o(i+ 1) = z. Thatis, (m(z —~%) +do(i+1) =z in Z,
or 7{(i + 1) — [r(z — i) + i)} + n(z — i) + ¢.= z in Z,. This simplifies to

mfl—n(z—i)]+n(z~i)=z—iorn[l —n(y)] +n(y) =y forallyeZ,.

Let us suppose (as a special case) that a permutation 7 of Z,, with the above
properties exists of the form n(z) = az + 8, a,B € Zn.

The statement that w(z) — z = & has a unique solution for z becomes_ (a—1)z
= k — B has a unique solution for z. Thus, a — 1 must be a unit of Z,.

The statement that n[1 —n(z)]+n(z) = z for all z € Z,, becomes n(1 —az —
B)+az+B =z ora(l—-az—B)+B+az+f =z or —af+2B+a = (a’—a+1l)z
forallz € Z,,. So —af+28+a=0and a? —a+1=0.

Thus, the conditions for a permutation 7 of the above special form to exist .

are (i) @ —1is a unit of Z,; (i) o — 2 is a unit of Z,; (iii) o> - a+ 1 = 0;
and (iv) = a/(a - 2).

Equation (iii) can be written in the form (o ~2)2 +3(a—2)+3 = 0 or
(20 + 3)? = —3, where § = o — 2. Thence, 2§ = =3+ /-3. So, § = o — 2 must
be a unit and —3 must be a square in Z,. These conditions are both necessary
and sufficient for (ii), (iii) and (iv) to hold.

In particular, if n is a prime, (i) and (ii) automatically hold. It is known
that there are infinitely many primes p such that -3 is a square in Z, and, for
such primes, a permutation 7 which satisfies the required conditions exists.

If the conditions are satisfied when n is equal to a particular prime p, they are
also satisfied when n = p”. Further, using the Chinese remainder theorem, we
can combine solutions for co-prime values of n into a solution for their product.
Thus, since -3 is a square in Z, when p ="7,13,19,..., solutions exist for
n= 7’13"19‘ . etc. This proves the thebrem O

The smplest example of a CI-qua31group obta.med by the. above method
occurs when'n = 7. Thenf =a—-2=1,a=3,8 = a/(a —2) = 3, so
. -
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0oz = w(z) = 3z + 3. We illustrate the quasigroup so obtained in Figure 4.5.

(|0 1 2 3 4 5 6
0[3 6 2 5 1 4 0
1]1 4 0 3 6 2 5
216 2 5 1 4 0 3
314 0 3 6 2 5 1 °
412 5 1 4 0 3 6
5/1/0 3 6 2 5 1 4
65 1 4 0 3 6 2
Figure 4.5.

! In [K2], the concept of a Cl-loop has been generalized. Let J denote the
mapping of an element a of a loop (L, o) to its right inverse so that aoc aJ = e,
where e is the identity element of the loop. We say that (L, o) is an m-inverse
loop, where m is a fixed positive or negative integer, if (a0 b)J™ oaJ™*! = pJ™
for all elements, a,b € L. Thus, in particular, a CI-loop is a O-inverse loop.

. We observe that, because J is an automorphism of a CI-loop, every O-inverse
loop is also an m-inverse loop for every positive integer m.- (To see this, notice
that (aJ™ 0 bJ7) o (aJ™)J = bJ" by the crossed inverse property, r > 0. Then,
because J” is an automorphism, we have (aob)J"oaJ™t! = bJ™ for every r > 0.)
However, the converse is false. The authors of [K2| have given a 1-inverse loop
of order 5 for which J = (e)(0 1 2 3) and a 2-inverse loop of order 8 for which
J=1(e)(0123456). We reproduce them (with notation changed from that of
[K2] in Figures 4.6 and 4.7. Neither of these loops is a 0-inverse loop. Indeed,
they show that, unlike the situation for Cl-loops (O-inverse loops), m-inverse
loops of order n with a single inverse cycle of length n — 1 do exist when m > 0.

()]le 0 1 2 3 (0)le 0 1 2 3 4 5 6
e le 0 1 2 3 ; e le 0 1 2 3 4 5 6
0]0 1 e 3 2. 0 /0 1 e 3 5 2 6 4
11 2 3 e 0 1|1 5 4 ¢ 0 6 2 3
212 3 0 1 e 212 6 3 0 e 5 4 1
313 e 2 0.1 313 4 6 5 2 e 1 0
- : 414 3 2 1 6 0 e 5
Figure 4.6. 5(5 2 0 6 4 1 3 e

6 |6 e 5 4 1 3 0 2

Figure 4.7.

It is also possible to define an m-inverse quasigroup: Let J be a permutation
of the elements of a quasigroup (Q,o) and m a fixed integer and suppose that
" (aob)J™oaJ ™ = bJ™ for all a,b € Q. Then (Q, o)is an m-inverse quasigroup
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relative to the permutation J. (Clearly, .J then defines the inverse cycles of the
quasigroup.)

As in the case of loops, every CI-quasigroup is also an m-inverse quasigroup
for every positive integer m. Until very recently, the present authors had not
been able to construct any other examples of m-inverse quasigroups nor had
they been able to find a general method for constructing m-inverse loops (ones
that-are not also Cl-loops). However, quite recently the second author has found
a method of construction but only so far for small orders so, at the present time,
it is not possible to make use of such loops in cryptography. '

EXAMPLE 4.8 A version of Example 4.6 which uses the fact that a CI-
quasigroup is a l-inverse quasigroup is the following:

With the same premises as beéfore, user U, chooses randomly an.element
k € Q and sends (u; o k)J to U;. U, computes (u; o k)J o uyJ? = kJ and sends
back ugJ o kJ = (us 0k).J to Us. Us computes (ug o k)J ougJ? = kJ and hence
verifies that U; has received the key k. He then sends (k o m)J to Uy which U
can now decxpher by computing (kom)J o sz =-mJ and thence obtain the
message m.

We end our brief discussion of m-inverse loops with the following theorem
(which, in the case of loops, is also Theorem 7 of [K2]): ‘

THEOREM 4.6 For every m-inverse loop or quasigroup, the mapping J3™t1 is
an automorphism, where J is the permutation which defines the inverse cycles.

COROLLARY J is an automorphism for every Cl-loop or CI-quaszgroup (cf.
Theorem 4.4 above).

i

Proof For all pairs a;b of the elements of the loop or quasigroup, we ha,vé
(aob)JMoaJ™*! = bJ™. Thus, (cod)J™ocJ™! =dJ™. Puttmg c = (aob)J™
and d = aJ’"“"1 we get

[(a o] b)Jm ° aJm-l-l]Jm ° [(a ob)Jm]-Jm'H — aJm'HJm .

That is, bJ2™ o (a 0 b)J?™m+! = gJ2m+1  Then, putting ¢ = bJ?>™ and d =
(a0 b)J>™*! ) we get '

[6J™ o (@ 0 b) P J™ o [pSPMI™ = (a0 B)JPHI ™.
That is, aJ3™*1 0 bJ3™+1 = (q 0 b)J3™+1. This proves the theorem. O

Note 1. This theorem gives no information about the structures of the Cayley
tables given in [K 2| and exhibited in Figures 4.6 and 4.7 above because, in each
case, J3™*! turns out to be the identity mapping. The authors of [K2] have
given no 1nformat10n as to how they constructed these tables.

Noté 2. In [02], J.M. Osborn has introduced the concept of a weak inverse
loop and has shown (i) that weak inverse loops are examples of 1-inverse loops,
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and (ii) that, for a weak inverse loop, J? is an automorphism. This is not the
case for a general l-inverse loop as the example of Figure 4.6 shows. However,
Theorem 4.6 shows that J* is an automorphisim for every l-inverse loop.

For comnpleteness, we shall out.lme the proofs of the results mcntxoued in
Note 2.

A loop (L, o) is said to be a weaL inverse loop if bo(ao)J = aJ for “all
elements a,b € L, where .J is the mappmg of each element a € L to its right
inverse as before

Thus, do(cod)J =c¢J. Puttmg c=bandd = (aOb)J, we get (aOb)JO[bO(ao
b)J)J = bJ. That is, (aob)JoaJ? = bJ so the loop is a 1-inverse loop, as claimed.
Putting ¢ = (a0 b)J and d = aJ?, we get aJ? o [(a 0 b)J 0 aJ?]J = (a0 b)J?
That is, aJ? o bJ2 = (a0 b).J? and so J? is an automorphism of the loop.

\ With Examples 4.4 to 4.8 to prompt him, the reader of this article will be
able to see how to make use of Cl-quasigroups in other kinds of cryptosystem
which are of interest to him.

Just as quasigroups show superiority over groups for some cryptographlc
purposes, so finite neofields show superiority over finite fields. An outstanding
example of this superiority is the enciphering system for stream ciphers devised
by C. Koscielny (see [K9] and [K10] using so-called "spurious Galois fields". As
we mentioned earlier, these are in fact neofields under another name.

We consider the application of neofields in cryptology in our next section
and, in a later section, we discuss the existence of neofields whose additive
structure is a CI-loop.

5 Using finite neofields in cryptology: dlscrete
and Jacobi logarithms

A large number of enciphering systems have been proposed which depend for
their security on the fact that computing logarithms in a finite field is believed
to be difficult. See, for examples, [S10], pages 162-187; [S8], pages 310-316;
[E2]; [C3]; and earlier papers cited therein. (The paper [L1] by B.A. LaMacchia
and A.M. Odlyzko is especially interesting.) In many cases, an improvement to
the security of such a scheme is obtained if the finite field is replaced by a cyclic
neofield. Among other reasons, this is because (i) cyclic neofields exist of every
positive integer order n, not just for prime power orders, and (ii) except for very
small orders, there is more than one cyclic neofield of a particular order. We
shall show that the concept of logarithm is just as valid in a cyclic neofield as
it is in a Galois field. Moreover the concept can be generalized to non-cyclic
- neofields.

Let (N,®,.) be a finite Galois field or a cychc neofield. Then each non-zero
element u of the additive group or loop (N, ®) can be represented in the form
u = a’, where a is a generator of the multiplicative group (N \ {0},.). v is
called the discrete logarithm of u to the base a or, sometimes, the ezponent or
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indez of u (see page 85 of [M1]). Given v and a, it is easy to compute u in a
finite field but, if the order of the field is a sufficiently large prime p and also
'is appropriately chosen, it is believed to be difficult to compute v when u (as a
residue modulo p) and a are given (see [O1]). Since the multiplicative structure
of a cyclic neofield is the same as that of a finite field, the same remark applies -
to a cyclic neofield of the same prime order.

- The following e*(ampfe shows one situation in whlch use of a neofield rather
than a field is advantageous.

ExaMpLE 5.1 Let AB,C, ..., be persons who wish to send each other en-
crypted messages, let p be a large prime number and let a be a primitive root of
p. T. ElGamal in [E2] has proposed the following public key encryption scheme.

Each of A,B,C, ..., has a secret key z(i), ¢ = a,b,c,..., and a public key,
y(i) = a®*®, i = a,b,c,... . Suppose that A wishes to send B a block M; of
a message M, where 0 < M < p — 1. He chooses randomly a message key
k, 0<k<p-1, a.nd computes y(b)* = (a®®)* mod p. He then sends
(C},Cj), where Cj = o* mod p and C; = y(b)*M; or y(b)* + M; according as
multiplication or-addition is used in the enciphering process. _

On receipt of the enciphered message, B first computes (CJ’»)’(") = aFs®) =
y(b)* and hence he obtains M; = C;/y(b)* or M; = C; — y(b)*.

ElGamal points out that it is not advisable to use the same key k for enci-
phering more than one block of the message since, if k is used more than once,
knowledge of one block M, of the message would enable an intruder to compute:
other blocks because then M,/M; = Cy/Cy or My — M, = Cy — Cy accord-
ing as multiplication or addition is used. However, this problem does not arise
if a cyclic neofield is used and C; = y(b)" ® M; since @ does not satisfy the
associative law and so Cy — (y(b) ® M) — (y(b)* & My) # My — M;.

Suppose, for example, that a cyclic neofield whose addition is a crossed-
inverse loop is used. (We discuss the construction of such neofields in Section
8 below.) Then, since the order of the neofield is odd, each element g of the
neofield has gn = ga®~1)/2 as its crossed inverse (as we prove in Theorem 8.1).
The modified EIGamal scheme is then as follows:

A chooses a key k, 0 < k < p~— 1, and sends (C},Cj), where C} = a® mod

pand C; = y(b)* ® M;. On recelpt of this encrypted block of the message, B
computes (C”)z ) = oF2(0) = = y(b)* and thence C; EB(C')“(”)n (y(b)r o M) ®
y(b)kalr- 1)/2

The same key k can now be used for each block of the message without
providing any help to an intruder who acquires a knowledge of M; because

C2 ® Cin = (y(b)* ® M>) ® (y(b)* ® Mi)n # My @ Min.

Note Another solution to the problem of havmg to cha.nge the key k has been
proposed by C.P. Schorr [S3]

As we remarked earlier (see Definition 3.5), the addition table of a left ne-
ofield is completely determmed by its presentatlon function. We pomt out next

y
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that this is really only a generalization of an observation made by C.G..J. Jacobi
about finite fields more than a century ago. We begin with a definition:

DEFINITION 5.1 Let (N, ®,.) be a cyclic neofield (or Galois field) whose mul-
tiplicative group has a as a generating element. Every elems:nt of the loop
(or group) (N, ®), except 0, can be represented as a power of @ and, because
@y =z(l®z"ly), the entire loop is determined when the mapping v — w
such that 1@ a” = a" is given. Then w is the Jacobi logarithm of v (or some
authors may say that w is the Jacobi algorithm of u = aV), see page 91 of [M1].

13" 17 19 23 29 31

p= T 11
‘ a= 3 2 6 10 10 10 10 17
. v '

ol2 1 5 10 17 8 11 12
14 8 7 13 6 3 -23 8
211 4 11 8 4 18 3 29
3/* 6 4 2 13 14 17 18
415 9 2 7 12 5 8 6
5{3 * 8 9 16 9 26 -9

6 5 * 1 3 21 24 26

7 3 3 5 14 13 9 23

8 2 10 * 9 20 13 22

9 7 1 14 * 19. 15 28 ,

10 9 11 1 17 20 5
11 6 4 7 * 271 21
12 3 15 7 19 .13
13 15 11 10 25 24.
14 6 8 12 * 17
15 12 10 6 12 *
6. . "v--. 2 15 7 -3
m7y. . . . 5 4 16 11
8. . . . . 1 10 1
9{. . . . . 11 6 .10
2. . . . . 16 525
21| . . . .. 2 2 19
22 | . ) . . i . etc

w (in the body of the table) is the Jacobi logarithm of v to base a in GF[p),
where 1 @ a¥ = a* mod p. If 1 ® a” =0 mod p, we write (*) for w.

Figure 5.1.
+ In effect, the Jacobi logarithm defines the discrete logarithm of the sum

of two elements expressed in exponent form since a®* @ a¥ = a*(1 @ a?~%) =
a*tL(¥=2) where L(y — z) is the Jacobi logarithm of y — z.
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The Jacobi logarithm has also been called the Zech logarithm, see, for ex-
ample, |C2|, [H6], [H7], [K9] and [K10}; or presentation function image, see, for
example, [H4|, [H5] and [K4]. ‘

In his paper [J1] of 1846, C.G.J. Jacobi gave a table of such logarithms for all
finite fields whose orders are primes p up to p = 103. We have reproduced part
of his table as Figure 5.1. Although the Jacobi logarithm has been used very
occasionally by cryptographers (for example, in [K9] and [K10)), the fact that
it exists for every cyclic neofield seems not to have been exploited at all, nor
has it been noticed that, whethqr the system is a field or a neofield, the relation
v — w can be readily obtained using the fact that the mapping ¢ : a¥ — a"
is an orthomorphism or near orthomorphism of the cyclic multiplicative group
(a). (See Theorem 3.3).

Note If the additive loop of a neofield (N, @, 1) has the left inverse property, then
the Jacobi logarithm can be deciphered using the fact that n@a®” =a” if ¢ is a
near orthomorphism or the fact that 1®a¥ = a? if ¢ is an orthomorphism. If the
additive loop is a Cl-loop, it can be deciphered using the fact that a¥ ® 9 = a”
or.a¥ @1 = a? in the above two cases respectively.

In Section 6 of the present paper, we show that some at least of the cyclic
neofields can be completely specified by means of a short permutation polyno-
mial or pseudo-permutation polynomial which defines the appropriate orthomor-
phism or near orthomorphism and this almost obviates the need for computer
storage space. Indeed, the permutatlon polynomial may be made secure by
installing it as hardware

A second situation in which a cyclic neofield may be used advantageously is
in the construction or encipherment of an duthentication tag. We discuss this
application in detail in Section 7. .

The concepts of discrete logarithm and Jacobi loga.nthm can be generalized
to apply to non-cyclic neofields.

We shall first illustrate this by means of a special case. Suppose that (N, ®,.)
is a left neofield whose multiplicative group is the non-abelian group H of order
pq, where p, q are primes with p < g (and necessarily p divides ¢ — 1). (For a
rather too simple example for our present purpose, see page 331 of {H5].) Each
non-zero element u of the loop (N, ®) can be represented as an element a"b¥ €
H, where a, b are generating elementsof H and 0 < v <p-1,0<w <g—-1. We
may call the ordered pair (v, w) the generalized discrete logarithm of u. Also, if
1 ® a¥b¥ = a®b* then (s,t) is the generalized Jacobi logarithm of (v, w).

More generally, if the multiplicative group of the left neofield (V,®) has
generating sets of r elements, we may represent its elements by generalized
discrete or Jacobi logarithms which are ordered r-tuples of integers.

Finally in this section, we draw the attention of the reader to the fact that
the discrete logarithm concept can be extended in another way to apply to row-
complete latin squares. In [L2], the discrete logarithm problem for the group

1
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RL,, of all row-latin squares of order 7 is defined (see page 103) and, on pages
238 and 239, some illustrations of applications to cryptography are given.

6 Usmg pseudo-permutatlon polynomlals as con-
struction tools for neofields

I

We showed in Theorem 3.3 that a finite left neofield of order n is completely
determined by its presentation function which is defined by an orthomorphism or
near orthomorphism of the multiplicative group (of order m = n —1). However,
when one wants to use presentation functions in practice, it turns out that to
store and handle them efficiently in a computer is not easy. For the case of cyclic
neofields, in particular, one possible solution is to use a "pseudo permutation
polynomial” of an algebraic structure containing the group which will enable
easy calculation of ¢(g) from g, where ¢ is the required orthomorphlsm or near
orthomorphism.

Let Cp, = (a:a™ =e). Then Cp = (Z,n,+) by the mapping a™ — 7,
0 < r <m-1. Thus, to obtain an orthomorphism (m odd) or near ortho-
morphism (m even) of the multiplicative group Cy,, we may use the following
results (which we present as illustrations of this idea).

(Zm,+), m odd. ‘

" P(z) = rz is a permutation polynomial (of the ring (Z,,+,.)) which gives
an orthomorphism of (Z,, +) in canonical form whenever r — 1 and r are both
relatively prime to m and 2 < 7 < m — 1. (Under these conditions P(z) —
also is a permutation of (Zn,, +).)

Note also that, if g; — 6(g:) is a complete mapping of a group (G,.) and
g; — ¢(g;) is the corresponding orthomorphism, then g; — 8(g:)h, where h
is any fixed element of G, is another complete mapping and g; — ¢(g:)h is the
correspondmg orthomorphism.

(Zm, +) m = 2n. =
The following "pseudo—polynomla.ls of the ring (Z,,, +,.) define near ortho-
morphlsms in canonical form (where all a.rlthmetlc is. modulo m):

(i) P(m):2n-1+|_a:/nj~—z,z;én,
(i) P(z) =2z - |z/n] +1,z#n,
(iii) P(z) =2z +a -1, x;én wherea—lwhen1<x<n——1 and a =0

otherwise.

In the case when the order of the neofield is a prime power ¢ = p® oris ¢ +1,
we may sometimes be able to define orthomorphisms of the multiplicative struc-
ture of the neofield by means of permutation polynomials of.the multiplicative
or additive structures respectively of the field GF[g]. In particular, some of the
permutation polynomials listed in Table 7.1 of [L3] are suitable.
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(i) Orthomorphisms of the multiplicative structure of GF[q] (cyclic group of
order q — 1) from which a neofield of order g can be constructed.

If P(z) is a permutation polynomial such that z7! P(z) is also a permutation
polynomial, then P(z) defines an orthomorphism which is in canonical form
provided that P(1) =

Of the polynomials hsted in Table 7.1 of [L3], only the polynomials z2 (valid
if ¢ = 0 mod 2) and a3 (valid if ¢ = 0 mod 2 and ¢ # 1 mod 3) satisfy
these conditions. Thus, z*? defines an orthomorphism in canonical form of a
cyclic group (a : a?! = 1), whete ¢ = 27; and z* defines an orthomorphism in
canonical form of a cyclic group {a : a?~! = 1), provided that q = 22°+!,

Proof. P(z) = z? is a permutation polynomial of GF[q] provided that ¢ = 0
mod 2 and clearly 27! P(z) = z is a permutation polynomial for any q. The
first result follows since P(1) = 1:
P(z) = z® is a permutation polynomial of GF[q] provided that ¢ # 1 mod
3 and 7' P(z) = z? is a permutation polynomial provided that ¢ = 0 mod 2.
Thus, we require that ¢ = 27 and that 2" — 1 is not divisible by 3.
Now 223 1= (22 _ 1)(223—. + 223 -4 +. +2 + 1) 3 x (223 2 + 223—4 +
...+2%2+1) so r cannot be even. Also, 223+1 1=(2-1)(2% 42%s-1 42252 4
LF24241) =222+ 1)+ 287324+ )+ ...+ 2124+ 1)+ 1 =3k + 1,
where h = 229-1 4 229-3 1 423 4 2 so 229*! is never divisible by 3. 0

EXAMPLE 6.1 GF[2%] has (a: a” = 1) as multiplicative group. The permu-
tation polynomial P(z) = z® defines an orthomorphism of this group as shown
below. ‘

T = 1 a a® a® a'* da® af
Piz) =1 a® a® @® o* a a*
z7'P(z) = 1 a® a* a® a a® dS.

(i) Orthomorphisms of the additive structure of GF[g] (elementary abelian
group of type p, p, . .., p) from which a neofield of order ¢+ 1 can be constructed.

If P(z) is a permutation polynomial such that P(z)—z is also a permutation
polynomial, then P(a:) defines an orthomorphism which is in ca.nomcal form
provided that P(0) =

Of the polynomlals hsted in Table 7.1 of [L3] only the following may satisfy
these conditions:

(a) cz for all g if ¢ and ¢ — 1 are both non-zero in GF[g];

(b) z3 — cz if ¢ =0 mod 3 and both ¢ and ¢ + 1 are non-squares in GF{q];

(c) z* + 12?2 + 2z if ¢ = 0 mod 2 and ¢; and ¢ are chosen so that neither
P(z) nor P(z) — z have any root in GF{g] other than z = 0;

(d) % — cx if ¢ = 0 mod 5 and both ¢ and ¢ — 1 are not fourth powers in
GF{g].

EXAMPLE 6.2 (case a)). Let @ be a primitive root of GF[32] such that a? =

a+1. Thena®=-a+1l,a*=-1,a>=-q,a° =-a-1,a"=a-1,a8 =1

Thus, a # 0 and a — 1 = a” # 0 so we may choose ¢ = a. Then P(z) = ax
t
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.defines an orthomorphism of the group C3 x Cj 1llusrmrcd in Figure 6. 1 We
find that :

oz =01 a a® &* a' a® a® o
Px) = ar = 0 a a® a® a* @ a® o 1
Piz)-z = a'z = 0 a” 1 a a® & a' & df
(+)] 0 1 a a* @® a* a® df o’
0 [0 1 a a a® a! a° a° o
1 |1 a* a® a" a® 0 a® &® a
a |la a® @ a® 1 o 0 o' af
a2 1a? a" a® a% a* @ 1 0 af
ad |a® a® 1 o' a" &® a2 a 0 ;
\\ at {a* 0 a" a d® 1 a% @ a2 !
\ a® |a®> a®> 0 1 a®> o a o’ a!
¢ a® (a® a® at* 0 a & a7 a? 1
o’ |a” a a¥ a® 0 a2 ot 1 a°
Figure 6.1.

EXAMPLE 6.3  (case (b)). Let a be a primitive root of GF[3%] such that
a’ = a+1asin the previous example. We may choose ¢ = —a = a5 and
¢+ 1= —a+ 1= a’ since these are both non-squares. Then P(z) = 23 + az
defines an orthomorphism of the group C3 x Cj illustrated in F1gure 6.1. We

find that P(z) —z =23+ (a - 1)z =23+ a"z so:

T = 0 1 a a* a a* a® a o
Pz = 0 a® a* a a" a® 1 a° a°
Piz)—z = 0 a a% a* a® @® @®> 1 a

~ -For the purpose of using these orthomorphisms of the additive structure
of GF|g] to construct neofields, we need first to write the additive group in
multiplicative form. Thus, for example, the group exhibited in Figure 6.1 has
to be re-written in the form (c:c® =e) x (d: d® = ). We use the mappings
0—el—ca—d Then,a*=~1=1+1=¢%a’=—-a=a+a— &2,
a’=14a—cd a® =1+ (-d) > cd?, a® = -1 -a =a* +a° — 342,
a” = —14+a = a*+a — c?*d. We may then use the orthomorphism to construct
a neofield of order 10 with multiplication group C3 x Cj.

7 Authentication, identification and
non-repudiation

In addition to providing confidentiality, cryptology is often required to do other
jobs. (That is the difference between cryptography and cryptology.) We shall
mention three of these: namely, (i) Authentication; (ii) Identification; and (iii)
Non-repudiation. :
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By “authentication of a message, we mean that it is made possible for the
receiver of a message to verify that the message has not been modified in transit,
so that it is not possible for an interceptor to substitute a false message for a
legitimate one. By identification of a message, we mean that it is made possible
for the receiver of a message to ascertain its origin, so that it is not. possible for
an intruder to measquerade as someone else. By non-repudiation we mean that
a sender should not be ablfe later to deny falsely that he had sent a message.

In an earlier paper, the present authors suggested a new authentication
scheme based on quasigroups (latin squares), see [D5] and page 313 of [D4]. In
[D1], an evaluation of the scheme was carried out and it was considered to be safe
except when implemented in the most unsophisticated way (an implementation
included by the authors mainly for expository purposes and one which they
do not recommend). In a recent réview (Zbl Vol. 858, #94014), some further
comments on implementation have been made.

The scheme can be made more secure by introducing various refinements.
First we outline the procedure originally proposed but we incorporate some
improvements.

Let aja; .. .a, be a message over a g-ary alphabet which is required to be
authent;icated by means of a tag of s additional g-ary digits by bs ... b,. Let
n = st. We separate the message into s mutually disjoint ordered sublsets Si,
i=1,2,...,s of t digits b;. For the calculation, we use a quasigroup (Q, *) of
order ¢q. If the ith ordered subset of message digits is S; = {ai1, ai2,-..,ai},
then b; = [{(ai; * ai2) * ...} * ai). In general, it is best to choose s = [/n] but
this is not essential as we have explained in [D5].

For the separation of the message digits into disjoint subsets, we use a v x v
latin square L whose entries are the digits 1,2,...,v, where v > [{/n]. The
cells of L are numbered from 1 to v? (> n) and the elements for the block S
are determined by the cells of L in which the digit ¢ occurs.

Our main new proposals are first to include a time stamp and second to
replace the "primitive" tag by,bs,...,bs by another tag of the same length s
obtained as follows. With the aid of a cyclic neofield (@, ®, .), we replace each
b; by a®, where (a) is the multiplication group of the neofield. We then com-
pute the "sum" a®* @ e”* @ ... ®...a" in s ways, the order of the summations
being determined by s pre-set ways of introducing parentheses. Let us de-
note these s different sums (different because @ is a non-associative operation)
by e¢1,¢2,...,¢,. They form the improved authentication tag for the message
a1a; . ..a, (improved because changing a single digit a; of the original message
will change all, or almost all, of the authentication tag digits ¢;). They can be
easily computed by an authorized receiver but present a very difficult task to a
would-be imposter. (As the expert reader will realize, it is nearly always more
difficult to attack a hash function based on a.non-associative system than one
based on an associative system.)

‘Because of the rapid advance of so-called "information technology" a.nd in
particular, the rapidly growing practice. of effecting commercial transactions -
electronically, it has become increasingly important not only to authenticate
messages but also to sign them. (That is, provide them with the personal
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signature of the sender in such a way that their originator can be subsequently
verified.) The usual way in which this is done is by the sender enciphering
the authentication tag in a way which is personal to himself (i.e. using his
private key) and which can be verified as such by the recipient (using the public

key of the sender). In this way, identification is provided. (The enciphered

authentication tag is called the digital signature of the sender.) At the present,
time, the usual scheme used for implementation is RSA but thé security of this
scheme is increasingly in doubt. A suggestion of the present authors is to use a
ciphering scheme based on ClI-quasigroups as an alternative.

Note In the RSA system, the public and private keys commute: that is, a
message or authentication tag enciphered using a person’s public key can be de-
aphered using that person’s private key and, conversely, a message or authentl-
cat;xon tag enciphered using a person’s private key can be deciphered using that
pe1;§on 's public key. If encipherment by means of a Cl-quasigroup is used, this
is no longer the case unless the inverse cycles are of length two. However, this
fact presents no real problem.

‘Suppose that ky, k2, k3 are successive elements of an inverse cycle of a CI-
quasigroup (@, o) which is to be used for enciphering. User Uj; is assigned k; as
his public key and has k; as private key for authentication tag signing and k3
as private key for message deciphering. If he wishes to sign an authentication
tag A of a message which he is sending to user U;, he computes k) o A. User U;
can check that this tag originated from U; by computing (k; 0 A)ok; = A using
U;’s public key k,. If U; wishes to send a message M to U;, he enciphers it as
k4o M using U;’s public key k,. U; can then decipher the message by computing
(k3 o M) o k3 = M using his private message decipherment key k3. Thus, every
user is assigned one public and two private keys. -

The possibility that the sender may subsequently deny that he has sent a
particular message remains. For example, the sender might sign his agreement
to a particular financial transaction which he subsequently regrets because it
will lead to financial loss. It is therefore very desirable that there should be a
means of ensuring non-repudiation.

The realization that non-repudiation is of critical 1mportance has been rec-
ognized only fairly recently and has led to the concept of a key escrow system.
Such a system is now in operation in the USA and, according to information
acquired by the present authors, similar systems will shortly be set up in Great
Britain and Hungary among others.

A key escrow system works in the following way. A number of centres called
"key escrow agents" are established by the Government. Each sender of enci-
phered messages is required to "deposit" his private enciphering key (the one
with which, among other things, he enciphers the authentication tags of the
messages which he sends) with one of the key escrow agents. In practice, be-
cause the possibility of corrupt action at all levels must be allowed for, it is
essential that the enciphering key is deposited in parts with several different
escrow agents using a secrete sharing scheme. (Such an arrangement is already
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implemented in the scheme used in the USA.) Only the Government agency
assigned the task of operating the key escrow scheme (called the escrow law
enforcement agency) has the means to reconstruct the split key and this agency
is only authorized to do so in the event of suspected criminality. (A detailed
account of the authorized procedures for the release of encryption key compo-
nents in the USA scheme is in [H3|, pages 243-246.) Thus, in the event that
forging of signatures or repudiatién of messages is claimed in a court of law, the
private key of the claied sender can be reconstructed and used as evidence for
the resolution of the dispute. / ,

Since the senders of encrypted messages may be suspicious of this key escrow
system, especially in the early days of its introduction, they can if they wish
incorporate their own safeguard. (This is the idea of B. Pfitzmann |P2].) Each
sender may adjoin to his or her message an additional "document number"
(called an inuisible signature by Pfitzmann) encrypted with a second personal
key which is not deposited with the escrow agents. Only the sender himself has
the means to decipher correctly this document number and so he has the means
to provide a court of law proof independent of the key escrow agents that he
was or was not the originator of the disputed message or messages. (A signing
procedure which incorporates this additional safeguard is said by Pfitzmann to
have the fail-stop property.)

It should be clear to the readers of his survey that the method of producing
authentication tags described at the beginning of this section also provides a
very effective way of producing an invisible signature.

Note In a country in which a key escrow system is in operation, a public key
crypto-system which meets the requirements of the key escrow system has been
called a fair public key cryptosystem by S. Micali, see [H3], pp. 149-160.

Finally, we draw attention to the application of non-associative systems to
the production of dynamic passwords and to digital fingerprinting.

We suppose that a user U wishes to identify himself to a recipient R of some
kind: (for example, a computer network centre, a key distributing centre or a
person) in a way which prevents impersonation. We suppose that U first sends
his personal identification number (PIN) to R. R sends back a randomly gen-
erated latin square (a generating device for this purpose already exists) and U
produces an authentication tag for this latin square, for example by an easily-
designed modification of the scheme proposed earlier in this section. Also, with
the aid of his computer terminal, his chip card, or otherwise, U enciphers this
authentication tag using his private key and then sends it back to R. R has
access to U’s public key and so is able to decipher the authentication tag and
check that it matches the authentication tag for the latin square which R orig-
inally sent. If the match is exact, he is sure that U is not being impersonated
by someone else who has stolen his PIN. This is an example of a dynamic pass-
word procedure. (The necessity of implementing such a scheme for bank credit
and debit cards especially is becoming every day more apparent because of the
widespread theft of cards and fraudulent use of PINs.)
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Lastly, we mention one other present-day application of an authentication
tag: namely, the application to authenticating a banknote in a way which can-

not be copied by a counterfeiter. During the manufacturing process of a ban-

knote, a random pattern is created on or within it; for example, by inserting
light-sensitive particles within its surface. Subsequently, the numbers of these
particles within the squares of a superimposed grid may be counted and hence a
codeword (authentication tag) unique to the particular bankfote created. The
latter is then encrypted using the issuing Bank’s private key and the encrypted
version is printed on the banknote and called its digital fingerprint. Later, the
public key of the issuing Bank may be used to decrypt the authentication tag
and so to check that it is appropriate to the particle pattern. The authentlcwy
of the banknote is thus verified. In fact, several variants of this scheme are
already in operation. In particular, the fact that one version of the scheme has

been implemented by the German Central Bank is probably quite well-known..

(See, for example, [B5].) For other present and future applications of digital
fingerprinting, see {S9].

8 Construction of neofields whose addition loop
is a Cl-loop.

First we consider the special case of cyclic neofields: that is, neofields whose mul-
tiplicative structure is a cyclic group. These are the neofields whose structure
is closest to that of a finite field. ‘

In his book [H4], D.F. Hsu has given a detailed account of cyclic neofields
whose additive loop is a Cl-loop. He has shown that these are of four kinds
which he has designated XIP-neofields of types (a)(i)(ii)(iii) and (b) and which
we shall look at in 'more detail below. However, these particular neofields have
the disadvantage (for some applications) that the inverse cycles of their additive
loops are of shortest possible length, as we now show. (But see Example 5.1 for
a situation in which this property is advantageous.)

THEOREM 8.1 Let (N, ®) be a Cl-loop which is the additive group of a cyclic
neofield (N,®,.). Then its inverse cycles, ezxcluding that of the identity element,
.-all have length 1 if N has even order or all have length 2 if N has odd order.

Proof. We have (a ®b) @.a' = b for all a,b € N, where a' is the right crossed
inverse of a : that is; a ® a’ = 0. If the neofield is one constructed from an
orthomorphism of its cyclic multiplicative group (in which case it is of even
order) then 1@ 1 = 0 and so, by the left distributive law, a @ a = 0. Thus
a' = a and all inverse cycles are of length 1. If the neofield is one constructed
from a near orthomorphism of its multiplicative group, then 1 +7n = 0 and so
a + an = 0, whence a’ = an. Now, 7 is the product of all the elements of the
group (N \ {0},.) (see Section 3) and so, if this group is abelian with a unique
element of order 2 (in particular, cyclic of even order), 7 is the unique element
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of order 2 in (V' \ {0},.). Hence, 7* = 1 and the inverse cycle of the element a
has length 2 because a’' = az, " =a'n = an® = a. O

Note In every abelian group, the product n of all the elements is either equal to
the identity element 1 or else to the unique element of order 2 if the group has
such a unique element of order 2 (see [D3], page 34) so the additive group of every
neofield or left neofield whose multiplicative group is abelian has.inverse cycles
of lengths 1 or 2. Moreover, it is shown in [K5| that, in every two-sided neofield,
n has multiplicative order 2 (or 1) and so to obtain an addition loop which is
a CI-loop and has inverse cycles of length greater than two, we must construct
a left neofield which is not a two-sided neofield and whose multiplication is a
non-abelian group. Let us call such a left neofield a CI(L)-neofield (a "crossed
inverse long-inverse-cycle left neofield").

THEOREM 8.2 Let (G,.) be a finite group. Then the following are necessary
and sufficient conditions for (G,.) to be the multiplication group of a CI(L)-
. neofield: (i) G is non-abelian; (ii) G possesses a near orthomorphism g —
#(g) with ex-domain element n of order h greater than 2; (iii) ¢({#(g)} 1n) =
[0(g))~" for all elements g # 1 in G, where 0 is the near complete mapping
associated with ¢.

Proof. The first two statements follow immediately from the preceding dis-
cussion. For the third, we observe that we require that (a @ b) @ an = b for
all a,b € G. Equivalently, we require that [a(1 & a~1b)] ® an = b or that
lap(a='b)) ® an = b. Using the left distributive law a second time, we get
p(a~b) ®n = a~'b for all a,b € G. Thus, it is necessary and sufficient that
w(g) ®n = g for all ¢ € G. From Theorem 3.3, ©(0) = 1 and ¢(n) = 0 so
this relation holds automatically when ¢ = 0 or . When g # 0 or 71, we
‘have p(g) = ¢(g9) = gb(g), where ‘¢ is a near orthomorphism of (G,.) and ¢
is the corresponding near complete mapping. So ¢(g)[1 & [#(9)]"!n] = g or
0(9)6([¢(g)]*n) = 1 is required. This is equivalent to statement (iii) of the
theorem. ' a

" As an example, suppose that (G,.) is the non-abelian group of order pg,
where p, ¢ are two distinct primes with ¢ > p > 2 (and necessarily p divides
g — 1). Then (G,.) has near orthomorphisms because, in particular, it has
sequencings. The exdomain element 7 of such a near orthomorphism is the
product of all the elements of G in some order and it cannot be the identity
element of G so it must be an element of order p or order ¢q. It remains to
investigate whether requirement (iii) of the theorem can be met.

We return to the construction of XIP-neofields: in particular to ones of odd
order so that the inverse cycles of the additive CI-loop have length two. The
following constructions are due to D.F. Hsu [H4] and, so far as is convenient
and possible, we adopt Hsu’s notation. (In particular, for convenience, we use
(+) instead of (&®) for the binary operation of the addition loop except in the

1
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two main theoréms.) Much of Hsu’s notation is non-standard and because, in
addition, his first language is not English, many of his arguments are quite dif-
ficult to understand. Note also that a substantial part of the argument needed
to treat the case when the order of the XIP-neofield is odd (which is the one of
most importance in the present paper) is left to the reader to insert. Further-
more, the analysis of cases which precedes Hsu’s Theorem 1.52 contains an error
“which is perpetuated in the theorem and throughout the subsecfuent discussion.

~ We begin by noting that the cyclic multiplicative group (a) of an XIP‘neofield
N;, of odd order v has even order v—1 and that the product of all the elements of
this group is its unique element 57 = a’ of order two, where & = (v — 1)/2. Since
1+7 =0, it will be convenient to write n = —1 = a’. Also, we remind ourselves
that the structure of a neofield is completely determined by its multiplicative
gré)\up (cyclic in the present case) and by its presentation function ¢ : w — 14w
so.our investigation consists of examining the properties of the latter in detail.

LEMMA 8.3 In an XIP-neofield N, of odd order v based on the cyclic group
(a:a’"! =1), any of the statements (i) 1 +a* = a™*" = —a”, (ii) 1+a"* =
at=% = —a=*, (iii) 14 a™" = a’**~" = —a*~" implies the other two. (Here,
{=(v—-1)/2 and a* = n = -1 as stated above.) '

Proof. (i)=>(ii): 1+a* = —a" = —a* +(1+d*) = -a*~a" = 1= —af -a" =
—a*=1+a"* = 1+a"* =alt :
(i)=>(@ii): 1+a"*=—-aF= —a"*+(1+a"*)=-a"*-a*=>

l==a"*F—g* =2 —gb"=14+a"=>14+a"=altr ",
(jii)=(@): 14" =~a""" = —a "+ (1+a™™) = -a" -a" =

1=__a—n___ak—n=>_an=1+ak:1'+ak=at+n‘ . O

DEFINITION 8.1 In an XIP-neofield N, of odd order v in which 1+aki = af+™,
let us denote the set {k:,n;, ni — ki, —ki, —n;, ki —n;} of residues modulo (v —1)
by S(k;,n;) or, more briefly, by S;.

Thus, from Lemma 8.3, S; contains each of the not-necessarily-distinct pairs
ki, n; which stand in the relationship 1 + a* = a*™. The next lemma gives
necessary and sufficient conditions for these ordered pairs to be distinct.

LEMMA 8.4 In an XIP-neofield of odd order v, let 1 + a* = a** = —a".
" Then1+0=1 and 1+ n = 0. For all other pairs k,n we clearly have k % ¢
andn Z ¢ mod (v—1). Also, k 2 {+nmod (v—1). If, in addition, k Z 0 mod
(v—=1),n Z0 mod (v—1) and k # £n mod (v — 1) then |S(k,n)| = 6.

Proof.The first statement follows from Theorem 3.3. In the set S(k,n) we have
directly that k # +n (given) and k Z ~k, k Z k ~n mod (v —1) since 1 Z -1
andn #0. If k = n—k then 1+a* = 1+a™* and so, from the previous lemma,
—a" = —a~*, which contradicts k Z —n mod (v ~ 1). Thus, % is distinct from
the remaining five elements of S(k,n). Also, we have directly than n # n -k,
n# —~k,n#-n Ifn=k~-n, then a® = a* ™ and so, from the previous
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lemma, 1+ a* =1+ a~" which contradicts k 2 —n mod (v — 1). Thus, n is
distinct from the lcmammg clements of S(k,n). The remainder of the proof is
similar. , 0

We shall need to consider what happens when & = 0 and/or n = 0 and/or
k = +n mod (v — 1). Before doing so, we look further at the possibilities which
arise when |S(k,n)| = 6.

LEMMA 8.5 Let N, be an XIP- neoﬁeld of odd order v in which 1 +a* = a“"'
and 1+af = a®*t*. Then, |S(k,n)| = |S(f, h)| = 6 implies that S(k, n)NS(f, )|
s 0, 2 or 6.

Proof. We have S(k,n) = {k:,ﬁ,n — k,—k,-n,k —n} and S(f,h) = {f,h,
h—f,—f,~h, f—h}. Suppose that u,v,w € S(k,n)NS(f, k). If no two of u,v,w
are negatives of one another we can suppose that {u,v,w} = {k,n,£(n—k)} or
{~k, —n,+(k—n)}. But the negative of each element of S(k,n) or S(f, h) is also
in that set, so we find that S(k,n) = S(f,h) = {k,n,n—k,~k,—n,k—n}. If
two of u,v,w are negatives one of the other, we have {u,v,w} = {u,—u,w}
say. Again using the fact that the negative of each element of S(k,n) or S(f, h)
is in that set, we have {u,-~u,w,~w} € S(k,n) N S(f,h). Then S(k,n) =
{u, —u,w, —w, z, —z} say, where z = u~w or w—u and S(f,h) = {u, —u,w, —w,
v, —y}, where y = z or —z. Therefore, as in the previous case, S(k,n) = S(f,h).
Thus, |S(k,n) N S(f,h)| > 3 implies that {S(k,n) N S(f,h)| = 6. Since the
negative of each element of S(k,n) or S(f, h) is in that set, |S(k,n)NS(f, h)| =1
is impossible when |S(k,n)| = |S(f, k)| =6 so |S(k,»)NS(f, k)| =0, 20or6. O

Let us consider in more detail the case when |S(ky,n1)| = |S(k2,n2)] = 6
and |S(k1,n1) N S(kz,ng)l =0or2.

Let H denote the set of sextuples S; of cardinality six and suppose that
u members of H are totally disjoint from the remainder. Call this subset of
sextuples Hy. Thus, no two sextuples of H, intersect and no sextuple of H,
intersects any sextuple of H \ H,. We note that no residue can occur in more
than two sextuples of H \ H, because, if k € S;, then either 1 + a* = at*t™ or
else 1 + af = a®**. In the first case, k and n belong to S; and, in the second
case, f and k belong to S;. By Lemma 8.3, any sextuple which contains k
and n also contains n — k, —k,~n,k — n: any sextuple which contains f and
k also contains k — f,—f,—k,f — k. So k € {k,n,n - k,~k,~n,k —n} and
ke {f k,k— f,—f,—k,f —k}. k occurs in only one sextuple (of cardinal 6) if
and only if f =mn or f = k — n. In that case, the sextuple in which k occurs is
in H, and 1 +a™ = a'*t*, 1+ a* " =a! ", 1 +a~*% = a"*"* in the first case,
1+ak~" =gtk 140" =at*" % 14 a~* = a’ ™ in the second. Let us write

Ti(k,n) = {(k,€+n),(n—k€—k),(-n,e+k—n),(n,L+k),
- (~k,+n—k),(k—n,t—-n)}, '
Ty(k,n) = {(k,e+n),(n—k,¢—k),(-n,l+k—n),(n,¢+n—~k),
| (=k,&~n),(k—n,l+k)}, |
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Then, we have just shown in effect that, corresponding to a sextuple S(k,n)
of cardinal six which occurs in H,,, the six ordercd pairs of residues modulo
(v — 1) of either T (k,n) or else T,(k, n) occur as pairs (z,y), where 1+a* = a¥
in the presentation function of the corresponding neofield.

Consider next the case of a sextuple S(k,n) = {k,n,n — k, -k, —n,k — n}
which is in H \ Hy. o

Let Sq(k,n) = {k,n — k,—n} and Sg(k,n) = {n,—k,k —n}. We call these
subsets of S(k,n) the subset of a-elements and the subset of 3-elements respec-
tively. : ;

Since S(k,n) € H\ H, implies that S(k,n) is not dls_]omt from the remaining
sextuples of H, we see that each of the following sextuples must also belong to
H\H, because each a-element of S(k,n) must occur as a S-element,in some
qther sextuple of H \ Hy: " ;

\} S(f)k)={fak)k—f)_f’_khf_k};
S(gan"k) ={g,n—k,n—k-g, _g1k_n,g+k_n}; and
S(h,—n) = {h,-n,—n—h,—h,n,h+n}.

Thus, corrésponding to a sextuple S(k, n) of cardinal six which occurs in H\ H,,,
only the three ordered pairs of residues modulo (v — 1) of the set

T3(k;n) = {(kve + n)$ ('n" - k:e - k): (—"nle +k - TL)}

occur as pairs (z,y), where 1 + a® = a? in the presentation function of the
corresponding neofield.

Next, we need to consider the effect on S(k,n) and on the three sets T3 (k, n),
. Ty(k,n) and T3(k,n) of ordered pairs of residues modulo (v — 1) when one or
more of the conditions k Z 0, n # 0 and k # +n modulo (v—-1) of Lemma 8.4
is relaxed.

If k =0, andniOmod(v—l) then S(0,n) = {0,n, —n}solS(O n)|—3
since —n = n would imply 2n = 0 mod (v —~ 1), whence n = (v - 1)/2 = ¢
contrary to Lemma 8.4. If n = 0 and k # 0, then S(k,n) = {k,0,—k} and, if
k=n 20, then S(k,k) = {k,0,~k}. In either case, the cardinal of the set S is
3. We defer the case k = —n (which we call case IT) until later as it requires more
-careful analysis. First, we look at the sets of ordered pairs T (k, n) Ty(k,n) and
‘T3(k,n) for the above cases.

Case Ia, k =0 mod (v —1).
We have '
Ti(0,n) = {(0,£+ 1), (n,8),(-n,¢ = n)},
T3(0,n) = {(0,£+n),(n,8),(-n,£ —n),(n,+n),(0, —n),(-n, )},
T3(O,.n) = {(0,£ + Tl),‘ (n,Z), (fn,f - n)} .

It n Z0 mod (v —1), then £ # £~ n mod (v — 1), and so the three ordered
pairs of T1(0,n) and T3(0,n) are distinct. Also, since —n = n mod (v — 1)
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would imply n = ? contrary to Lemma 8.4, the six ordered pairs of T5(0,n) are

distinct.
If n =0 mod (v — 1), then T (0,0) = T>(0,0) = T3(0,0) = {(0, ¢)}.

Case Ib, n = 0 mod (v - 1).

We have .

Ty (k,0) = {(k, &), (=k, £~ k), (0,6 + K)} , |
T>(k,0) = {(k,€),(~k,€~k),(0,€+ k),(0,0 - k),(—K,€),(k, e+ k)},
T3(k:0) = {(k) e)) ("—kw ¢~ k)a (an'*' k)} .

If K # 0 mod (v — 1), the three ordered pairs of Ti(k,0) and T3(k,0) are
distinct. Also, since —k = k£ mod (v — 1) would imply & = € contrary to Lemma
8.4, the six ordered pairs of Ty(k,0) are distinct. The case & = 0 mod (v — 1)
has already been covered in Case Ia.

Case Ic, k =n mod (v —1).
We have

Tl(kak) = {(k,£+k),(0,€—k),(—k,f)}, .
To(k, k) = {(k,€+ k),(0,€ — k), (~k, &), (k,€),(—k,€ — k),(0,£ + k)},
Ta(k, k) = {(k, €+ k), (0,£ — k), (~k,£)} .

If k 2 0 mod (v — 1), the three ordered pairs of T1(k, k) and T3(k, k) are
distinct. Also, since —k = k mod (v — 1) would imply k = ¢ contrary to Lemma
8.4, the six ordered pairs of Ty(k, k) are distinct. ,

If k =0 mod (v — 1), we have T1(0 0) = Tx(0,0) = T3(0,0) = {(0,0)} as
before. . '

Case II, k = —n mod (v — 1).

We are assummg that 1 + a* = a**™ so we may use Lemma 8.3 to obtain
ettt =1+aF =14+a ™ =at** " = 4~2" whence 3n = 0 mod (v - 1).

If ged(3,v ~ 1) =1, we have n = 0 mod (v — 1) and so k = —n = 0 mod
(v ~1). Thus, |S(0, 0)] =0 and T3(0,0) = T5(0,0) = T5(0,0) = {(0,6)} . in this
case.

If gcd(3,v—-1) # 1, then 3 dividesv—1and son = (v-l)/3 orn = 2(v-1)/3,
whence k = —n = 2(v —1)/3 or (v — 1)/3 respectively.

We find that S(k,—k) = {(v — 1)/3,2(v — 1)/3} in both cases, that

Ti(v - 1)/3,2(v — 1)/3) = Ti(2(v ~ 1)/3, (v — 1)/3) = (o - 1)/3, - /6)

(2(v-1)/3,5(v - 1)/6)},i=1,2, and that

To((v - 1)/3,2(0 ~ 1)/3) = {((v - 1)/3, (v~ 1)/6},
T3(2(v — 1)/3,(v - 1)/3) = {(2(v - 1)/3,5(v = 1)/6)} .

To summarize:
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If, in an XIP-néofield N, of odd order v, 1 4+ a* = af*", then the ordered
pairs of Ty (k,n), T»(k,n) and T3(k, n) are dll distinct provided that k £0,n £ 0
and k # #n mod (v - 1).

If k=0 orn=0ork=mn, then the six pairs of Tl(k n) reducg to thrLe

If Kk =n =0, then T}, T3, T3 all reduce to a single pair.

Ifk=-nand kZ0,n #0, then gcd(3 v—~1) ¢1a,nd we have {k n} =
{(v-1)/3,2(v - 1)/3}.

Then, each of Tl,T; reduces to {((v - 1)/3 v —1)/6),(2(v - 1)/3, 5(v -1)/6)}

. while

Ts((v - 1)/3,2(v = 1)/3) = {((v = 1)/3, (0 = 1)/6)} and
To(2(v — 1)/3, (v - 1)/3) = {(2(v - 1)/3,5(v - 1)/6} .

LEMMA 8.6 Let Ny be an XIP-neofield of odd order v and let
TS(kv Tl) = {(kve + n): (n - k7e_ k)) (—nag +& - n)}

where 1 + af = o™ = —q". :

If v =3 mod 6, the sets T3(k,n) are all of cardinal three with one exception:
namely, the set T5(0,0) = {(0,€)} occurs and so the triple T3(0,h) = {(0,€ +
h),(h,€),(~h,¢ — h)} with h # 0 mod (v — 1) does not occur.

Ifv=25 mod 6, the sets T3(k,n) all have cardinal three and so the triple
T5(0, h) with h # 0 mod (v — 1) does occur.

If v =1 mod 6, the sets T3(k,n) all have cardinal three with the exceptions
that both of the singletons Ta((v — 1)/3,2(v — 1)/3) = {((v ~ 1)/3, (v — 1)/6)}
and T3(2(v -1)/3,(v-1)/3) = {(2(v - 1)/3,5(v — 1)/6)} occur. Moreover, the
triple T5(0, h) with h # 0 mod (v — 1) does occur.

Proof. We count the pairs (k,n) of exponents such that 1+ a*f = o**" = —g»

" by counting the exponents £ + n of the elements a**™. Since 1 +0 = 1 and
1 + a = 0, neither of the elements 1 or 0 occurs as an element ‘" and we
always have k # £. . By Lemma 8.3, when the pair (k,n) occurs so also do the
other pairs of T3(k,n). Also, by what we proved above, if |T3(k,n)| < 3, then
either 3 divides v — 1 and {k,n} = {(v - 1)/3,2(v~1)/3} or k = n = 0. These
two possibilities are mutually exclusive. If ¥ = n = 0, then T3(0,0) = {(0, £)}.
Since neither 1 nor 0 occurs as an element a®*", we have Z(T3(k,n)| = v —2.

Case v = 3 (mod 6): T|T3(k,n)| = 6u + 1 for some integer u so, since at most
one of the T3(k, n) is a singleton when 3 does not divide v —1; T3(0,0) = {(0 2)}
must occur and T5(0,h) with h Z0 mod (v — 1) does not occur.

Case v = 5 (mod 6): Z|T3(k, n)] =6u+3= 3(2u+ 1) for some integer u. Since
3 does not divide v — 1, at most one of the T3(k,n) is a singleton but the sum
is a multiple of three so no singleton can occur. The sets T3 all have cardinal 3
and so a triple T3(0, h). with h # 0 mod (v — 1) must occur.

Case v = 1 (mod 6): Z|T3(k,n)] = 6u+ 5 = 3(2u + 1) + 2 for some integer”
u. Since 3 divides v — 1, both of the singletons T3((v — 1)/3,2(v — 1)/3) =
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{(v=1)/3,(v~1)/6)} and Ty(2(v~1)/3, (v=1)/3) = {(2Av~1)/3,5(v—1)/6)}
must occur and the singleton T3(0,0) cannot occur. Consequently, a triple
T3(0, 1) with & # 0 mod (v — 1) must occur. This completes the proof. O

DEFINITION 8.2  An ordered pair k,n of residues modulo (v — 1), v odd, such
that k Z¢,n £ ¢ and k £ €+n mod (v—1) is an XIP-admissible pair of residues
provided that one of the following five sets of conditions is satisfied:

() k#Z0,nZ0,k#Z tnmod (v—1);0r (ii) k=0,n # 0 mod (v—-1); or
(iii) £ 2 0, n = 0 mod (v — 1); or (iv) ¥ = n mod (v — 1); or (v) {k,n} =
{(v-1)/3,2(v —1)/3} mod (v -1).

Let S; = S(ki,n:) = {ki,ni,ni~ki, — —ki,—ni, ki—n;},i=1,2,..., h. Wesay
that the collection H = {S51,S,,..!, Sk} of sextuples form an XIP-admz'ssible
decomposition of the set I of residues modulo (v—1) distinct from € = (v—1)/2
provided that each pair k;,n; is XIP-admissible and that one of the following
holds:

either (a) S1,S52,...,S, are disjoint sets and form a partition of R;

or (b) {S1,S2,...,S5.} is a sub-collection of sextuples which are disjoint
from each other and from the sextuples of

: H\Hu = {Su-i-I,Su-i-Q;---aSh’ : ,51| = 6}U {Sh’+I)Sh’+2;"'7Sh : IStl < 6}

and each element of R\ {S1US2U...US, USh+1USk42U...US,} appears
in exactly two sextuples of the subcollection {Sy+1,Su+2,...,594} and is an
a-element of one of these sextuples and a f-element of the other.

Suppose now that the collection H = {S1,S52,...,S1} of sextuples S; =
S(ki,n;) form an XIP-admissible decomposition of the set R of residues modulo
(v — 1) distinct from ¢ of type (a): that is, {S(ki,n;) : 4 = 1,2,...,h} is a
partition of R. This can happen in any of three ways: .

(i) For each ’i,S(k,‘,‘hi) = S(n,-, k,’) = {n,-,k,',_k,- - Ny, =Ny, -k,-,n,- - ki}. In
this case, all of the pairs of the set T)(k;,n;) occur as pairs of indices in the
presentation function ¢ : a¥ — a®*™ = 1 4 a* of the XIP-neofield.

(ii) For each i, S(k,-,ni) = S(k, - N4, k,) = {k, - n;, k;,n,-,ni - k,‘, —ki, —~ni}.
In this case, all of the pairs of the set T5(k;,n;) occur as pairs of indices in the
presentation function .

(iii) For some values of 1, S(k;,n;) = S(ni, ki) and, for the remaining values
of 1, S(kiyni) = S(ki — ni, ki)

Alternatively, suppose that the collection H of sextuples S(k;,n;) form an
XIP-admissible decomposition of type (b): that is, for some or all pairs 1, j
(1 <14, j <h) |S(ki,n;) N S(kj,n;)| = 2. Let H, denote the sub-collection of
the S(k;,n;) which are totally disjoint as in the discussion above. For each of
the sextuples of H, either (i), (ii) or (iii) above applies and so the ordered pairs
of Ty or T occur as corresponding pairs of indices in the presentation function.
But, for each S(k;,n;) € H \ H, and of cardinal six, only the ordered pairs of
the set T3 occur as corresponding pairs of indices in the presentation function
because k; occurs as second member of an ordered pair (that is, as a 3-element)
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in a different sextuple from that in which it occurs as a first member (that is,
as an a-element).

THEOREM 8.7 Let G =(a:a""'=1) be the cyclic group of even order v —1
and let ¢ = (v —1)/2. (We shall write a® = —1.) Let 0 be an element not in
G. Define a bmary opemfzon (@) on the set N, = G U {0} by the statements
190=1,1®al =0, 1®a* = a®*™, where k,n are the ordered pairs of residues
distinct from € modulo (v — 1) that occur in an XIP-admissible decomposition.
Also, t®@y=z(1®z"'y) forzc #0 and 0@y =y. Let 0.z =0 =,2.0 for all
z € N,. The (Ny,®,.) is an XIP-neofield of odd order v. A
Proof. It is easy to see from the above discussion that the mapping ¢ : a* —
‘alt™ = 1+ a* is a one-to-one ma.pplng of G\ {at} onto G\ {1}. It follows that
theelementsléBO-llEBa =0,1@a*fork=0,1,...,6—-1,¢+1,...v—1
are all distinct: that is, the elements of the second row of the addition table of
(Ny,®) are all distinct. The left distributivity of multiplication over addition
follows easily from the definition of z @y (see [H5] or [K5]) and so the elements
of each other row of the addition table of (N, ®) also are distinct.

Next, we show that the left crossed inverse property holds in (Ny,®). We
have

—16(c *@l)=d'®a *(1@d")|=a'®a *a" " =a'(1@a"*)=ala'* =a~*.

Here, we have used the fact that, if the ordered pair (k,n) occurs in an XIP-
admissible decomposition, so does the ordered pair (n — k, —k). Thence, using
the left distributive law, —a? @ (af ® a?) = a9[-1® (a9 @D 1)] = a%a/ 7?9 = a/.
That is, the left crossed inverse property holds for each pair of non-zero elements.
It follows that a/ @1 =a?®1 & -1®(a/ 1) = -1®(a? ® 1) & af =a’.
Hence, the elements 09 1, a’ @ 1, a*®lfork=0,1,...,6-1,0+1,...,v—-1
are all distinct: that is, the elements of the second column of the addition table
of N, ®) are all distinct. Using the left distributive law, we easily deduce that
the elements of each column of‘the addition table of (NV,,®) are all distinct.

Thus, (N, ®) is a loop. The rest of the proof can safely be left to the reader.
O

‘Note that the fact that the right crossed inverse property holds in (N, ®)
follows from Lemma 3.1. Note also that we have proved in effect that, when we
have an XIP-admissible decomposition, the mapping ¢ : a* — a’*™ is a near
orthomorphism of the cyclic group G = (a: a*~! =1). It is, in fact, what we
earlier called the presentation function of the neofield. See Definition 3.5 and
compare our Theorem 3.3.

DEFINITION 8.3 The XIP-neofields constructed by the method of Theorem
8.7 are said to be of type (a)(i), (a)(ii), a(iii) or (b) according to the type of the
corresponding XIP-decomposition of the residues modulo (v - 1).
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THEOREM 8.8  Every XIP-neofield (N,,®,.) of odd order v which is of type
(a)(1) has both the left and right inverse properties (as well as the crossed-inverse
property) and so it is commutative.

Proof. In such an XIP-neofield, all of the ordered pairs of residues occur in
sets of the type T (ki,ni) = {(ki, &+ n3), (i — ki, €~ ki), (=nq, €+ k; — ng),
(ni, €+ ki), (=ki, €+ n; = k;), (ki —ni, € —ny)} i =1,2,..., and, including
the at-most-two such sets which are degenerate (see Lemma 8.6), in no others.
Thus, if 1@ a* = o™, we also have 1 @ a™ = a'*t* and 1 @ e*" = !~
It follows that —1 @ (1 @ a*) = a* ® a'*" = a*(1 ® a™) = a'al** = o*, and
(1 @ak) @ (_ak) = qglt? EBal+k — al+n(1 @ak—n) = altnql—n = g2t = 1. Using
the distributive laws, we easily deduce the desired result. The fact that such a
cyclic neofield is commutative for addition follows from Lemma 3.4.

It is clear from Theorem 8.8 that XIP-neofields of odd order v and of type
(a)(i) are of no use for our cryptological applications.

XIP-neofields of odd order v and of type (a)(ii) also have a special property
and they exist only for orders v = 3 mod 6 and excluding v = 15 or 21 mod 24
(see below).

DEFINITION 8.4 An XIP-neofield (N, @, .) is called special if (z@y)(ydz) =
zy for all non-zero zy € N,,.

Hsu has shown that XIP-neofields which are special in the sense of this
definition are co-extensive with those of type (a)(ii). We give an outline of the
proof at the end of this section.

First, we give some illustrative examples.:

ExampLE 8.1 Forv =9, £ = 4 and v = 3 mod 6 so, by Lemma 8.6, the
sets T3(k,n) all have cardinal 3 except for the singleton T3(0,0) = {(0,4)}. An
XIP-admissible partition of Zg \ {4} of type (a) is given by the disjoint sextuples

S(1,6)={1, 6, 5, 7, 2, 3} and S(0,0) = {0}.
Thence, T>(1,6) = {(1,2), (5,3),(2,7),(6,1),(7,6),(3,5)} and T2(0,0) = {(0,4) }.
We get a proper XIP-neofield of type (a)(ii) with presentation function
. | 0 1 a a® a® a* a® af a7
0

1 a* a® o @° a® a af

T
14z

ExAMPLE 8.2 For v = 17, { = 8 and v = 5 mod 6 so, by Lemma 8.6, the
sets T3(k,n) all have cardinal 3 and a triple 73(0, h) with h # 0 occurs.” An
XIP-admissible partition of Z;6\ {8} of type (a) is given by the disjoint sextuples

S(2,7)={2, 7,5 14, 9, 11}, S(3,4)={3, 4, 1, 13, 12, 15},
“and  5(0,6) = {0, 6, 6, 0, 10, 10} ..
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These give rise to three different XIP-neofields of type (a)(iii) as follows:
(I) T2(2a 7) = {(2a 15), (57 6)7 (97 3)a (73 13)a (14, 1)’ (113 10)} )
T2(3) 4) = {(31 12)) (11 5): (12, 7)1 (4a O)a (131 4)) (15: 11)} )
Ty (0, 6) = {(01 14)) (6) 8)1 (10) 2)} .

z = 0 1 a d a® a* a® a® " a® a® !0 gl
14z = 1 a a5 a% a'? a® a8 a8 a3 0 & a2 gl

= al2 g3 glt g5 y
z+1 = a" a* a a't

Note In [H4], from which the above examples are taken (see pages 67 and 56),
it is incorrectly stated on page 57 that this neofield is of type (a)(ii). Later, it
is proved that odd order neofields of type (a)(ii) exist only when v = 3 mod 6,
see above and below.

Tg(3,4.) = {(3, 12),(1,5) (12 7),( , ),(13,4),(15,11)},
r = 0- 1 a a® a*® a' a® a® a” af o al% gl
1+z = 1 a¥ & a% a2 o a® a® a® 0 o a a
r = a2 g3 g4 s
z41l = o at a3 gl
1 Tx(2,7) = {(2,15),(5,6),(9,3),(7,13), (14,1), (11, 10)}
T1(3,4) = {(3,12),(1,5),(12,7), (4, 11), (13,9), (15,4)},
T,(0,6) = {(0,14), (6,8), (10,2)} .
z = 0 1 a a2 a® a* d° ab a7 a® a® al® oV
l+z = 1 a* & a® a2 o' a8 o8 a3 0 a® a2 gl°
r = g2 g3 M 15
z+1 = a7 a® a ot

Note If we replace T»(2, 7) by T1(2, 7) in this last example, we shall get a commu-

‘tative inverse property cyclic neofield by Theorem 8.8. Likewise, since T1(0,0) =
T»(0, 0), if we replace T»(1,6) in Example 8.1 by T(1,6) = {(1,2), (5, 3), (2,7),
(6,5), (7,1), (3,6)} we shall again get a commutative inverse property neofield
which, in that case, is the finite field GF[32].

EXAMPLE 8.3 For v =13, £ =6 and v = 1 mod 6 so, by Lemma 8.6, the
sets T3(k,n) must include both of the singletons T3(4,8) and T3(8,4) and also
a triple T3(0, ) with h = 0 mod 12. An XIP-admissible partition of Z;, \ {6}
of type (a) is given by the disjoint sextuples '

S(1,3)=11,3,2,11,9,10}, S(0,5) = {0,5,5,0,7,7},

—~



APPLICATIONS OF NON-ASSOCIATIVE ALGEBRAIC SYSTEMS 187

and S(4,8) = {4,8,4,8,4,8} .

These give rise to an XIP-neofield of type (a)(iii) as follows:
T.Z(]-) 3) ={(11 9), (21 5)a (91 4)a (318)1 (11) 3): (117 7)} )
Tl (07 5) = 113(07 5) = {(0: 11)7 (576): (7) 1)} )

T3(438) = {(472)} ),
T3(8,4) = {(8,10)}.

v r =0 1 a a a at a® a® a" a® a® al® ol
14z = 1 a'' a® a® a® a2 a® 0 a a'® a* a7 a3

Note The same XIP-admissible partition of Z, \ {6} gives rise to the finite field
GF[13] with 7 as primitive root as follows:

Ti(1,3) = {(1,9),(2,5),(9,4),(3,7), (11,8),(10,3)} ,

T1(0,5) = T3(0,5) = {(0,11),(5,6), (7, 1)},

T;(4,8) = {(4,2),(8,10)} .

z =0 1 7 7 7 ¢ 77 %7 7% 70 oo
=0 1 7 10 5 9 11 126 3 8 4 2
l+z = 1 7

(AL SO GO GO CO LR (B (R S A GO &

Hsu has shown that XIP-admissible partitions of type (a) do not exist if
= 15 or 21 mod 24. However, partitions of type (b) exist when v = 15 or 21.

EXAMPLE 84 Forv = 15,¢ = 7 and v = 3 mod 6 so, by Lemma 8.6, the
sets T3(k,n) all have cardinal 3 except for the singleton 73(0,0) = {(0,7)}. An
XIP-admissible partition of Zy4 \ {7} of type (b) is given by the sextuples

S(1,4) = {1,4,3,13,10,11} S(2,6) = {2, 6 4,12,8,10}
S(6,1) = {6,1,9,8, 13,5} 5(5,2) ={ 2,11,9,12,3}
S(0,0) = {0} . -

These give rise to an XIP-neofield of type (b) as follows:

T5(1,4) = {(1,11), (3,6), (10,4)} T3(2,6) = {(2,13), (4,5), (8,3)}
T3(6,1) = {(6,8),(9,1), (13 12)} T3(5,2) = {(5,9),(11,2),(12,10)}
T3(0,0) = {(0, 7)} :
z = 0 1 a a® a® ot a® a® a" a® af
1+2 = 1 a7 a1 a3 o% a5 4% a® 0 a® a
¢ = ald gl gl2 oW
z+1 = a* a? a!® o

Example 8.4 is an example of a general construction for an XIP-admissible
partition of Zgm+2 \ {3m + 1} of type (b) when v = 6ém +3, m > 2. There are
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2m sextuples S(k,n) = {k,n,n — k, —k, —n,k — n} which are as follows:

1 m+2 m+1 6m+1 om om + 1
2 m+4 - m+2 6m 5m — 2 S5m

3 m+6 m+3 6m-1 5m—-—4 dm-—1
[ ]
L J

[ ] L J [ ] o [ ]
® [ ] [ ] N I J

m—1 3m—-2 2m-1 dm+3 Im+4 4m+3

m Im 2m S5m+4+2 Im+2 4m+2

3m 1 3Jm+3 3m+2 6m+1 3Im-1

3m -1 2 3m+5 3Im+3 6m 3m -3

; 3m -2 3 3m+7 3m+4 6m—1 3m-5

' ° ) ° ) ] ° ;

1 L 4 L J [ J [ ] . [ J

o
e

[ ]
2m+2 m-1 btm-1 4m Sm+3 m+3
2m + 1 m Sm+1 dm+1 dm+2 m+1

—

We note that each residue occurs just once as an a-element k,n — k, or —n
and just once as a f-element n, —k, or k — n.

For further general constructions of XIP-neofields of the various types, see
[H4].

We end this section with the promised outline of the structure of XIP-
neofields of type (a)(ii). We shall need two lemmata.

LEMMA 8.9 In a special XIP-neofield (Ny,+,.) of odd order v, any of the
statements (i) 1+ a* = af*™, (ii) 1+ a™ % = at7*, (iii) 1 +a " = at*F-m,
(iv) 1+a~*% = al™™ (v) 1 4+ a*™ = a®**, (vi) 1 + a™ = a'*™~* implies the
other five.

Proof. It was shown in Lemma, 8.3 that (i) = (ii) = (iii) = (i) and that same
lemma shows also that (iv) = (v) = (vi) = (iv). To complete the proof, it is
only necessary to show that (i) and (iv) imply each other.

(i) = (iv): From the property (z +y)(y+:z:) = 1y, we get (1 +aL)(a +1) =
1.a* and so, using (i), a**t"(a* + 1) = a*. Multiplying by a*~"~* and using the
left distributive law and the fact that a2t = 1, we get 1 +a~* = a*~™ which is
(iv).

(iv) = (i): We repeat the previous argument with k,n replaced by —k, —n.

O

Let k,n be an XIP-admissible pair of residues in a special XIP-neofield N, of
odd order v~ Then, by the preceding lemma, 1+4a*~" = a‘**, 14 g™ = a®+n—¥,
and 1+ a=* = a!~™ and so, as our earlier discussion showed, k& and n occur in
only one sextuple S(k,n) = S(k — n,k) = {k - n,k,n,n — k, —k, —n} which is
totally disjoint from the remainder. This sextuple has cardinal six except when
k=0, n=0or k= +n modulo (v —1). We show now that each of these
conditions occurs only when k =n =0.
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LEMMA 8.10 In a special XIP-neofield (N, +,.) of odd order v any one of the
conditions k =0, n = 0 or k = £n modulo (v — 1) occurs only when k =n = 0.

Proof. It follows directly from Lemma 8.9 that the conditions k =0orn =0
modulo (v — 1) imply each other in a special XIP-neofield of odd order. (If
k = 0, then relations (i) and (vi) give 1 + 1= a‘+" =1+4+a"son=0=k.
If n = 0, then relations (i) and (v) give a® = 1 +a* = a"** s0 k = 0 = n.)
If k¥ = n modulo (v — 1) occurs then, by relations (i) and (vi) of Lemma 8.9,
al* =1+ a* = a’so k =n =0 as before. If K = —n modulo (v — 1) occurs
then, by relations (i) and (ii) of Lemma 8.9, we get 1+ a* = 1 + a=?* whence
3k =0 mod (v—1). If gcd(3,v — 1) = 1, then k£ = 0 and n = 0 as before but, if
ged(3,v—1) # 1, {k,n} = {(v-1)/3,2(v - 1)/3}.

By counting exponents n + ¢ of elements a™*’ in manner similar to that
used for the proof of Lemma 8.6, Hsu has shown that the latter case leads to a
contradiction. Hence, each of the conditions k = 0, n = 0 and k¥ = +n modulo
(v — 1) occurs only when k = n = 0 as claimed. O

It follows from Lemma 8.10 and from the remarks which precede it that, in
a special XIP-neofield of odd order, each sextuple in the decomposition of the
residues Z,—; \ {¢} is such that S(k,n) = S(k — n, k) except for S(0,0) = {0}
and is totally disjoint from the remainder. Thus, all of the pairs of non-zero
indices in the presentation function ¢ of the neofield occur as pairs in sets of
type Ty (k,n). That is, the XIP-neofield is of type (a)(ii).

Conversely, every partition of the non-zero residues modulo (v — 1) which is
of type (a)(ii) defines an ‘{IP neofield i m which 1+a* = a®™ = 1+a % = o'~
that is one in which 1+a* = af*™ = aF +1 = at**~" and so (1 +a*)(a* +1) =

‘*“a‘*"‘“" =ak. It follows that (a"+a®)(a® + a") =a®"[(1 + a* ")(a*" " +1)] =
a®a®" = a"a® and so (z+ y)(y + ) = zy for all non-zero elements of the
neofield. Hence:

THEOREM 8.11  The XIP-neofields of odd order v which are defined by par-
titions of the non-zero residues modulo (v — 1) of type (a)(u) are preczsely the
special XIP-neofields of odd order. ~

In any XIP-neofield, there exists a pair (k,n) of residues for which k = 0 and
one, possibly. the same one, for which n = 0. It follows from Lemma 8.10 that
the conditions & = 0 or n = 0 modulo (v — 1) imply each other in an odd order
XIP-neofield of type (a)(ii). Also, when k=n=0,1+1=af= -1 Thus, 3
divides the order of the addition loop of the neoﬁeld and so v = 3 mod 6. We
state this as a theorem: S

THEOREM 8.12 XIP-neofields of odd order v which are defined by partitions
of the non-zero residues modulo (v—1) of type (a)(ii) e:i:zst only for ordersv = 3
mod 6. , :

Finally, we prove:
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THEOREM 8.13 XIP-admissible partitions of the residues modulo (v—1) of type
(a) do not exist if v =15 or 21 mod 24.

Proof. Since v = 3 mod 6, the singleton T3(0,0) = {(0, £)} must occur among
the sets T3(k;,n;) by Lemnma 8.6. Thus, all of the sets S(k;,n;) into which the
residues Z,_1 \ {¢} are partitioned have cardinal 6 except for the set 5(0,0) =
{0}. : -

Let v = 24 + 6y + 3, where y = 2 or 3. Then Z,-, \ {0,¢} has cardinal
24z + 6y and so there are 4z + y sets S;. = S(k;, n;) of cardinal 6. Now,

Zo-1\{0,6) = {1,2,3,..., 24z + 6y + 1} \ {120+ 3y + 1)

since £=(v—-1)/2=12z+3y+1.
When y = 2, 12z + 3y + 1 is odd so then there are 12z + 3y odd residues
‘| and 12z + 3y even residues in the set Z,_ \ {0, €}..

When y = 3, 122+ 3y + 1 is even so then there are 12z 4+ 3y + 1 odd residues
and 12z + 3y — 1 even residues in the set Z,_; \ {0, ¢}.

We now count the number of even residues in the set Z,_, \ {0,¢} in an
alternative way. Consider S(k,n) = {k,n,n — k,—k, —n,k —n}. When k and
n are both even, all of the members of S(k,n) are even. When k is even and n
is odd, only the residues k and —k are even since arithmetic is modulo v -1 =
24z + 6y + 2 which is even. When k is odd and n is even, only the residues
n and —n are even. When both k and n are odd, only the residues n — k and
k — n are even. Suppose now that Z,_; \ {0, ¢} contains r sets S(k;,n;) with
k;,n; both even and 4z + y — r sets S(k;,n;) with at most one of k;,n; even.
Then, the number of even residues in the set Z,_; \ {0,¢} is 6r +2(4z +y — )
in total. This latter number must be equal to 12z 4+ 3y when y = 2 and to
12z 4+ 3y — 1 when y = 3. Hence, 8z + 2y + 4r = 12z + 3y when y = 2 and
8z + 2y + 4r = 12z + 3y — 1 when y = 3. That is, 4r = 4z + 2 in both cases.
But this is impossible because 4 does not divide 2. Consequently, a type (a)
partition of the residues cannot exist. a

Note In [H4], Hsu only states the above non-existence theorem for XIP-neofields
of type (a)(ii) (which he calls SIP-neofields, but later he assumes the more
general statement given above. '
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of the so-called p—product of multisets which in general is not an associative
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