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Abstract

In this paper we show that algebraic feedback shift registers synthesis
problems over some residue class rings and some quadratic integer rings
for multisequences are reduced to the successive minima problem in lattice
theory. Therefore they can be solved by polynomial-time algorithms when
the number of multiple sequences is fixed.
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1 Introduction

Feedback with carry shift registers (FCSRs for short) were introduced by Klap-
per and Goresky in [17] (see also [12, 18, 19]) . They are very similar to classical
linear feedback shift registers (LFSRs) used in many pseudorandom generators.
Later Klapper and Xu generalized both LFSRs and FCSRs to algebraic feed-
back shift registers (AFSRs) in [20]. As we all know, synthesis problem for key
streams plays an important role in design and analysis of stream ciphers. It aims
to find a generator such as an LFSR, an FCSR or an AFSR, with the shortest
length, which is capable of predicting the whole sequence if only a finite prefix
of a sequence is obtained.

There are a lot of synthesis algorithms for a single sequence. The famous
Berlekamp-Massey algorithm [5, 22] solves LFSRs synthesis problem. There
are also many other algorithms such as continued fraction method [25] and
Euclidean algorithms [27]. For FCSRs, there are mainly three synthesis meth-
ods: the Euclidean algorithm [3], the theory of approximation lattices [18] and
Klapper-Xu algorithm [20, 29], which is also used to some AFSRs with cer-
tain algebraic properties. Recently, Liu and Klapper proposed a new synthesis
algorithm for AFSRs over quadratic integer rings using lattice approximation
approach based on low-dimensional lattice basis reduction[21].

With the recent development of parallelization, word-based stream ciphers
become popular and there are many LFSRs synthesis algorithms for multise-
quences [9, 10, 11, 28]. In addition, some researchers considered the bounds for



minimal length for FCSRs generating periodic multisequences [15, 30]. How-
ever, there is neither AFSRs nor FCSRs synthesis algorithms for finite-length
multisequences. In this paper we show that the AFSRs synthesis problems over
some residue class rings (that is, FCSRs) and some quadratic integer rings for
finite-length multisequences are reduced to the successive minima problem in
lattice theory. Therefore, we can give a polynomial-time algorithm to solve the
problems when the number of multiple sequences is fixed.

The rest of this paper is organized as follows. In Section 2 we introduce some
preliminaries about AFSRs synthesis problems for multisequences. Section 3
recalls some basic results about lattice problems needed in this paper. In section
4 we solve FCSRs synthesis problem for multisequences. Next, we propose an
AFSR synthesis algorithm over some quadratic integer rings for multisequences
in Section 5. Finally, we give our conclusions in Section 6.

2 Preliminaries

For a positive integer m, consider m infinite sequences S, ...,.S,,, where S; =
ai0,0i1,... for 1 < i < m. Also, they can be denoted by an m-fold multi-
sequence S = ag,ay,..., where a; = (a1j,...,am ), 7 > 0, and T is the

transpose of a vector. In this section we introduce the construction of AFSRs
for an m-fold multisequence, which is similar to a single sequence, that is, m = 1.
For more details, refer to [12, 20].

Let R be an integral domain with a principal ideal generated by an element
7 such that the quotient ring R/(w) is finite. Let U C R be a complete set of
representatives for R/(m) (i.e., the composition U — R — R/(w) is a one-to-
one correspondence ). The ring of m-adic integers, R, is the set of expressions
v =Y, aim with all a; € U.

An AFSR (Fig.1) is determined by r + 1 coefficients qo, g1, - - ., g € U called
taps such that ¢g is invertible modulo 7. It is an automation each of whose
states consists of r elements ag, ...,a,_1 € U™ with an initial memory column
vector z. The state is updated by the following steps:

(1) Take the integer sum o = >, _, qra,—j + 2.
(2) Find a, € U™ such that —gpa, = ¢ mod .

(3) Replace (ay,...,a,—1) by (ai,...,a,) and replace z by the quotient of
o + qoa, divided by 7.

An LFSR over a finite field F is an AFSR where R = F[z], 7 = z and
U =T, which is the quotient ring R/(7) = F[z]/(xz). An FCSR over Z/(N) for
a positive integer N is an AFSR with R=7Z, 7 = N,and U = {0,1,...,N—1}.
An AFSR over a quadratic extension of Z is an AFSR, where R = Z[r], 7% = d,
U={0,1,...,|d|—1}, where d € Z is square free. In this paper we focus on the
last two AFSRs synthesis problems for multisequences, in particular, in case N
is a prime power and d is a prime, respectively.
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Figure 1: An Algebraic Feedback Shift Register

The register outputs an infinite sequence ag, ay, ... of elements in U™. The
sequence satisfies a linear recurrence with carry, that is, for n > r,

—qoap +TZn = Q1an_1+ ...+ GaAn_r +2Zn_1, (1)

where z; denotes the ith memory vector.

The element ¢ = qo + 17 + ¢2m2 + ... + ¢.7" plays a central role in the
analysis of AFSRs and is referred as the connection element of the AFSR. The
connection element is analogous to the connection polynomial of an LFSR.

We generalize the fundamental theorem on AFSRs from single sequences to
multisequences as follows.

Theorem 1 (Generalization of [Theorem 3, [20]]) Let the output sequence S =
ap,ay,... of an AFSR with connection element q and initial state (ag,ay, ...,
a,_1; z). Let a; = Z;io a; ;7 be the associated formal power series of S; for

1<i<mand a=(a,...,am)T be the associated vector of S. Then
-1
q qg 7

The expression u/q is called a simultaneous rational expression of «.

If S; is a periodic sequence with period L, the best rational expression of S;

is then a; = -7 a; 517 = —% = —L for all i. In the case that R is
a principal ideal domain, then ¢ = lem(q, - . ., ¢m), where lcm denotes the least
common multiple, is the smallest element such that there exists an AFSR with
connection element ¢ which can generate S1,...,.S,, simultaneously.

Assume R has a norm function N : B — NU {0} (N defines the natural
numbers). To measure the length of a vector, we need to define a norm in R™*+!

in terms of N by
d(ut, .. Umyr) = max(N(uy), ..., N (tmy1)), for (ug,. .., ume1) € R™TL

What we focus on in this paper is that only the first n terms of S are obtained
for any non-negative integer n. Our goal of the AFSRs synthesis problem is to



find any (p1,...,Pm,q) € R™T! with ¢ invertible modulo 7 such that there
exists an AFSR with connection element g which generates the first n terms of
Si, ..., Sy simultaneously, and ¢(p1,...,Pm,q) is minimum in all such AFSRs.

Meanwhile, we describe the above synthesis problem in the mathematical
form.

Definition 1 Let a = (a1, ..., ) be an m-dimensional vector of m-adic num-
bers and n be a non-negative integer. We say (B, ..., %), with ged(q, ) = 1,
s a simultaneous rational approximation of order n of « if the first n terms in
the w-adic expansions of a; and 2 are equal for any 1 < i < m, i.e. " divides

q
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For 1 < i < m, we denote

n—1

§ : k
Oy p = Qi LT
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%1, ce %") is a simultaneous rational approximation of

order n of « if and only if go; , = p; mod 7™ and ged(g,7) =1 .

In other words, (

The problem of the best (m-adic) simultaneous rational approximation of
order n of « is as follows.

Given (a1, .., Qm,n) and n, find all (p1,...,pm,q) with ged(m,¢) = 1,
satisfying oy, = p; mod 7" and minimizing ¢(p1,...,Pm,q).

The problem of the AFSRs synthesis for a given multisequence S with fi-
nite length n is equivalent to the problem of the best simultaneous rational
approximation of order n to a.

3 Some facts about lattices

In this section we introduce several fundamental problems in lattice theory and
state some important results we need later.

In lattice problems, one often uses the Euclidean norm Is, but many appli-
cations require other norms like /,,, most generally, the semi-norm. For any real
number 1 < p < oo and a positive integer n, the [,-norm of a vector v € R" is
defined by ||[v|[, := (3, [vi|P)Y/P and ||v||e = max;—1__, |vi.

The semi-norm is defined by a convex body K C R", that is, K is convex,
compact and full-dimensional, as ||v||x = inf{r > 0:x € rK} for v € R". The
functional || - ||k is a semi-norm, i.e., it satisfies the triangular inequality and
[ltv]|k = t||v]|k for t > 0,v € R". If K is centrally symmetric, then || - ||k is a
norm in the usual norm sense.

Let B} = {v € R" : [|v[|, < 1} denote the [, ball in R™. Note from our
definitions that ||v|[ps = [|v][, for v € R™.



Given linearly independent vectors bq,...,b; € R™, the lattice generated by
these vectors is defined by

l
L(by,....,b) = {> zbi: z € L}.
i=1

We call by,...,b; a basis of the lattice. We say that the rank of lattice is [
and its dimension is n. If [ = n, the lattice is called a full-rank lattice. The
determinant of a lattice L with a basis B = (by,...,b;), denoted by det(L), is
defined by det(L) = v BT B. Hereafter we only consider full-rank lattices.

The ith successive minimum of a lattice, denoted by )\Z(-K)(L), with respect
to the semi-norm || - ||, is defined by

)‘EK) (L) :==inf{r > 0:vy,...,v; € L are linearly independent with
[Vl <7 for1<j<i}

The length of the shortest nonzero vector in the lattice is denoted by A(lK)(L).
In the last 30 years the complexity of the following lattice problems has been
studied intensively.

Definition 2 (Shortest Vector problem(SVP)) Given a lattice L, find a
non-zero lattice vector v € L such that

IVIlx < [lwllx
for any w € L\ {0}.

Definition 3 (Closest vector problem (CVP)) Given a lattice L and a tar-
get vector t € span(L), find a lattice vector v € L such that

v —tllx <|[lw—t[lx
for allw € L.

Definition 4 (Successive Minima Problem (SMP)) Given a lattice with
rank n, find n linearly independent vectors vi,...,v, € L such that

K
lvillsc < ML)
foralli=1,... n.
The successive minima vectors always exist.
Proposition 1 (/7] ) Let L be a lattice of rank n with successive minima

)\:(LK)(L), cee )\%K)(L). Then there exist linearly independent lattice vectors
Vi,...,Vn € L such that ||vi||xk = )\EK)(L) foralli, 1 <i<n.



In [26] authors gave an algorithm in quadratic time about the length of input
data to reach all the successive minima of a lattice with rank up to four in Iy
norm.

Micciancio [23] gave a polynomial time rank-preseving reduction from SMP
to CVP. Hence the algorithms for SMP have the same running time as the al-
gorithms for CVP. For exact CVP in Iy norm, Kannan’s algorithm [16] gives a
solution in deterministic 20("1°e™)pOM) time and poly(n) space, where b is the
length of input data. Then it is improved to n™/26°(!) by Helfrich [14] and han-
rot and Stehle [13]. This performance remained essentially unchallenged until
the breakthrough randomized sieve algorithm of Ajtai, Kumar and Sivakumar
[1] which provides a 2°(")-time and -space solution for exact SVP. After mod-
ifying this algorithm, a sequence of works [2, 4, 6] can solve CVP exactly in
20(") time as long as the target point is “very close” to the lattice. It is worth
noting that the AKS sieve is a Monte Carlo algorithm: while the output so-
lution is correct with high probability, it is not guaranteed. In a more recent
breakthrough, Micciancio and Voulgaris [24] gave a deterministic 20(")_time
and -space algorithm for exact CVP in the I3 norm. In [8] authors gave a deter-
ministic 2°)-time and space algorithm for exact CVP when the target point
is sufficient close to the lattice in a semi-norm given by a convex body. We
summarize it as follows.

Proposition 2 Let L € R™ be a lattice. The best deterministic algorithm
for computing all exact successive minima vectors of L has a running time of
20mpOM) with respect to a semi-norm given by a convex body, where b is the
length of input data.

4 FCSRs synthesis for multisequences

In this section we consider the FCSRs synthesis problem for an m-fold mul-
tisequence S given in Section 2, that is, an AFSR with R = Z, = = N,
U=1{0,1,...,N — 1} and ¢ = l, where N is a prime power. Consider this
problem using approximation lattices defined by

Lo(@) ={(®1,---,Pm,q) € Z™|qain = p; mod N™ for all i,1 < i < m},

where « and «; ,, are defined in Section 2.
The approximation lattices satisfy the following properties. The proof is left
to the readers.

Lemma 1 (i) Lg is a lattice in Z™*! of rank m + 1.

(i) Lyi1 C L.

(iii) The determinant of L, is N™".

(iv) Let wy,...,wm+1 bein L, and w = (w1 ... wmt1) be the matriz made
of wi,...,wmt1. Then they form a basis of L, if and only if |w| = N™™.

(v) wy = N"1, ..., Wy = N",,, where €1,...,&n is the standard vector of
dimension m + 1, Wyni1 = (1, -+, Qmon, 1) is a basis of L.



The lattice L, (a) can be partitioned into two parts

L;O)(a) = {(p1,.--,Pm,q) € Zm+1| ged(g, N) > 1} and
LP(a) = {(p1,....pm,q) € Z™| ged(q, N) = 1}.

The set Lg)(a) is the set of simultaneous rational approximation of « at or-
der n. The best simultaneous rational approximation is then a minimal element
of Lg)(a) under /o, norm.

Theorem 2 Let vy,..., V1 be the successive minimum vectors in Ly (a) un-
derls norm and k, 1 < k < m+1, be the smallest integer such that the m+1-th

component of vy is coprime to N. Then vy is a minimal element of L%l)(a).

Proof. First we show that such k& must exist. Suppose vi,..., V41 in L, ()
with v; = (Pi1,.--,Pim.¢) and ged(N,¢) # 1 for 1 < i < m 4 1. Since
V1i,...,Vm41 are linear independent over R, the vector (a p, - - ., G n, 1) must
be a linear combination of vi,...,Vv;,41, which is impossible.

If vy € Lg)(a), that is, k = 1, it is the minimal element in Lgll)(a).

If £ > 2, that is, vy € L%l)(a), we show it is the minimal element in
L%l)(oz). Otherwise, assume that ¢ is the minimal element in Lg)(a) ie.,
1€ < |IVElli. and |Jvs—1lli, < ||vslli, = --. = ||vk|li, for some s, 2 < s < k.
Then wy,...,vs-1,& are linearly independent and ||v;|li, < As(Ln(a)) and
[1€]]. < As(Ln()), which contradicts with the definition of successive min-
ima. a

By Theorem 2, the FCSRs synthesis problem for S of order n, which is
equivalent to the best simultaneous rational approximation of order n for «, is
reduced to the SMP in lattice L, (L). By Proposition 2 and Lemma 1, we get
our results as follows.

Theorem 3 The FCSRs synthesis problem for m-fold multisequence S of order
n can be solved by a polynomial-time algorithm when m is fized. The time
complexity is 2°0™) (mnlog N)OW),

5 AFSRs synthesis over some quadratic integer
rings for multisequences

In this section we consider the AFSRs synthesis problem over a quadratic
extension of Z for m-fold sequences S. To be specific, R = Z[r], 2 = d,
U=1{0,1,...,|d| — 1}, where d is a prime.

In [21] authors gave such AFSRs synthesis algorithm for a single sequence
using approximation lattices method. We use the similar method to construct
approximation lattices for multisequences. The nth approximation lattice of «
is defined by

Ly(a) = {(p1,1> |d|p1,2, <oy Pmi1, |d|pm,27Q1a |d|g2) € R2m+2 ai,n(‘]l + qom)
—(pi1 +pipm) =0 mod 7", p;j,q €Zforalll <i<m,1<j<2}



In the following denote u = (p1,1,v/|d|p1.2,-- s Pm.1, V|d| Pm.2, 41, g2+/]d|)
just for brevity. For d < 0, we consider imaginary quadratic integer rings

such as d = —2,—3,—5 and use the common norm N(a + br) = Va? — db?
over Z[r]. Thus we can define ¢(p1,1 + 1.2, ., Pm,1 + T™m,2, @1 + Gom) =
max{N (p11+7p1,2), .- s N(Pm,1+7Dm,2), N(q1+¢om)}. That is, we have such a

norm in the lattice defined by ||ullq = max{,/p} | —dpi,,...,\/Ph1 — dpZ o,

/@3 — dp3} since it is verified that || - ||4 satisfies the triangular inequality and
[[tul|lq = t||ul|q. In addition, if [|u||¢ = 0, then u = 0. Note that there is a little
abuse of notation about ||-||4 since it is different from the norm |- ||, in Section
2 just for simplification of symbols.

For d > 0, we define the norm on the real quadratic integer rings by N (a +
br) = max{|a + br|,|a — brr|}. Likewise, we have a norm in the lattice defined
by [[ullg = max{|p1,1 +p1,2\/3\7 | P11 —P1¢2ﬁ|7 ooy | Pma +Pm,2\/a|7 | P, —
PmaVd|,| @+ @Vd|,| ¢ — qaVd|} since it is also verified that || - ||4 satisfies
that the triangular inequality, ||tul|q = #||u||4, and u = 0 if [|u||q = 0.

Since q1 + go is invertible modulo = if and only if ged(q,d) = 1, the AFSR
synthesis problem for the multisequence S can be reformulated as follows:

Given the first n prefix of the multisequence S, the AFSR synthesis problem
is to find p1,1 + p1,27, - -, Pm,1 + Pm,2™ and ¢1 + g7 such that (g1 + gam)ay n, =
pi1 + piom mod 7" with ged(gq,d) =1 for all ¢ and its ¢ value is minimum.

The lattice L, («) can be partitioned into two parts

L) = {ueZ**? ged(qy,d) > 1} and
L) = {ueZ’ ged(qr,d) =1}

This AFSR synthesis problem for the multisequence S is reduced to finding
(1)

the minimal element in Ly’ (a) under the || - ||4 norm.
Similar to Theorem 2, we can have the following theorem.

Theorem 4 Let vi,...,Vopyto be the successive minimum vectors of Ln(«)
under || - ||a norm and k, 1 <k < m + 1, be the smallest integer such that the
2m + 1-th component of vy is coprime to d. Then vy is a minimal element of
L%l)(a).

By Theorem 4 and Proposition 2, we get the below theorem.

Theorem 5 The AFSR synthesis problem over quadratic integer rings for the
m-fold multisequence S of order n can be solved by a polynomial-time algorithm
when m is fized.

Note. If we define the approximation lattice by

Lo(@) = {(P1,1,P1,2, -+ Pm,1:sPm,2: 1, 42) € R¥"T2 0y (1 + gomr)
—(pi1 +piam) =0 mod 7", forall 1 <i<m}



and use the norm N'(a + brr) = va? + b? and define ¢(p1,1 + 1,2, -, Pma +
TPm.2,q1 + @) = \/2111(??1 +p74) +4i + 3, we can get the same result
with respect to the ¢ since Theorem 4 is also applicable to lo. In [21] authors
considered this kind of AFSR synthesis problem for a single sequence with re-
spect to the norm assuming that the length of the sequence are long enough
such that the AFSR is unique. However, our synthesis algorithm enumerates
all possible solutions for any length n.

Likewise, we can also solve the AFSR synthesis problem for multisequences
with respect to other norms such as ¢(p1,1+7P1,2, - - - s Pm.1 +TPm.2, 1 +Gom) =
max{N (p1,1 +7p12), .., N(Pm,1 + Tpm2), N(q1 + gom)} where N(a + 7b) =
max{|al, [b|} and ¢(p1,1+7p12, - . s Pm 1 +TPm,2, (1 +7q2) = max{|p11], [p1,2],- -
[Pm,1ls [Pm.2l; [q1]s g2l }-

6 Conclusions

In this paper, we solve the AFSRs synthesis problems over some residue class
rings and some quadratic integer rings for multisequences when the number of
multiple sequences is fixed. A natural problem is how about the complexity of
this problem when the number varies. We believe that the problem in this case
is NP-hard, just as the simultaneous Diophantine approximation problem. This
problem and the AFSR synthesis problem over other algebraic structures will
be our future work.
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