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Abstract

Every finite field has many multiplicative genera-
tors. However, finding one in polynomial time is
an important open problem. In fact, even find-
ing elements of high order has not been solved
satisfactorily. In this paper, we present an algo-
rithm that for any positive integer ¢ and prime
power ¢, finding an element of order exp(€2(1/¢°))
in the finite field ]F‘q<qc_1)/(q_1) in deterministic
time (¢°)°).  We also show that there are
exp(2(1/¢°)) many weak keys for the discrete log-
arithm problems in those fields with respect to
certain bases.

1 Introduction

It is an important property of a finite field that
for every prime power g, there is a generator for
the group F; = F, — {0}. In fact, there are as
many as ¢(q—1) = Q(q/loglog q) [10, Chapter 1,
Theorem 5.1] generators, where ¢ is Euler’s phi
function. Hence if we randomly select an element
in the field, with a non negligible probability, the
element has order ¢ — 1. Nevertheless, no polyno-
mial time algorithm is known to find an element
of that order. The main difficulty lies in proving
the order of an element, for which all the known
approaches require the complete factorization of
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q — 1. Tt is widely believed that factoring inte-
gers is difficult. We comment that this problem
bears some similarities with many hard explicit
construction problems in computer science. In
those problems, we want to construct an object
satisfying certain property, which holds by a ran-
domly chosen object with high probability. It is
however hard to certify that a given object has
the property, thus one can not design a fast algo-
rithm to construct such an element, even allowing
randomness.

Another related question is on weak keys of
discrete logarithms in finite fields. The discrete
logarithm problem in a finite field F, is, given
o, € Iy, find an integer = so that o =
(such z is known to exist in applications). In
practice, « is often a primitive element or of high
order, and « is fixed but § varies in F,. For
most q, the discrete logarithm problem is believed
to be hard, hence form the security foundation
of several public key cryptosystems. In those
cryptosystems, x is often a secret key. Even
though the discrete logarithm problem could be
hard in [, (for a fixed «), the integer = could be
easily computed for some 3 € Fy, so such x are
called weak keys for a. These weak keys should
certainly be avoided as being used as secret keys.
Hence it is important in practice to know how
many weak keys there are.

1.1 Previous work Given the difficulty of
finding an element of full order, researchers be-
gin to study the problem of finding an element of
sufficiently high order. The attentions focus on
the following problem: Fix a prime power ¢, find-
ing high order elements in the extension Fy» of
F,. If no constraint is put in the extension degree
n, very few results are known. In [7], Gao pre-
sented an efficient algorithm which constructs an



element of order exp(Q((logn)?/loglogn)). His
algorithm assumes some reasonable but unproved
conjecture. Voloch [11] proposed a method which
constructs an element of order exp(Q((logn)?)).

If we are allowed to choose degrees of exten-
sions, then we can construct elements of consid-
erably higher order. One approach to construct
elements of high order is through the Gauss pe-
riod [8, 13, 14, 1].

ProprosITION 1.1. Let g be a prime power. Let r
be a prime such that q is a primitive root modulo
r. Let B be a primitive r-th root of unity in IFyr—1.
Denote (r — 1)/2 by n. Then the Gauss period
a=p+ 7! €Fyn has order exp(2(yv/n)).

To prove that the construction works for in-
finitely many n, one needs to assume that the
Artin conjecture holds for q. The Artin conjec-
ture claims that if an integer a is neither —1 nor
a perfect square, then there are infinitely many
primes p such that a is a primitive root modulo p.
It has not been proven for any a. The following
proposition summarizes another approach based
on the Kummer and Artin-Schreier polynomials

[5]-

PROPOSITION 1.2. Let a be an element of degree
d over Fg,. If it satisfies

29 +ax+b=0,

where a € Fy and b € Fy are nonzero, then it has
order greater than 2%.

In fact, if a = —1 and ¢ is a prime, then
294 ax +b = 0 is irreducible over I, it becomes
the Artin-Schreier polynomial. If a # —1, replace
x by y— (14%17 we get y? — ay = 0, which is the
case of the Kummer polynomial. Note that y will

have small order, but = has very large order.

COROLLARY 1.1. Given a prime power q and
a prime p such that p does not divide q, we
can construct an element in qupq) with order
exp(Q(p)) in randomized time (plogq)©™)
deterministic time (pq)®™).

or

The above corollary provides an algorithm
which constructs elements of order exp(2(1/n))
in Fgn for infinitely many n without assuming
any conjecture. However the approach is based
on the subfield structure. For a fixed prime g¢,
n = p(p — 1) can not be prime when p > 2.

1.2 Our results In this paper, we contribute
in two ways. We first present a new way to
construct elements of high order. It is based
on subspace polynomials (also called g-linearized
polynomials) [9]. Subspace polynomials have
found many applications in theoretical computer
science [4, 2, 3], especially in explicit construction
problems. Our approach can be thought as
a generalization of Proposition 1.2. Our main
theorem is as follows:

THEOREM 1.1. Assume that ¢ > 2 and x¢ +
a1zl + - + a. € F,lz] is primitive. Let a

be a root of the polynomial

Then o has degree d = (¢° — 1)/(¢ — 1) over F,
and « has order greater than exp(2(\/q°)).

COROLLARY 1.2. Given a prime power q and
a positive integer c, we can construct in time
polynomial in ¢ an element in F 4c_1 of order

exp(QV/T)). "

Proof. We can search for a primitive polynomial
over I, of degree c in time (¢¢)°().

Our approach constructs an element of order
exp(2(y/n)) in Fyn for infinite many n without
assuming any conjecture, and it is not based
on subfield structures of Fy», since both ¢ and
(¢° —1)/(¢ — 1) can be prime.

For the a constructed in Theorem 1.1, we
show that the number of weak keys is at least
exp(2(y/n)). Those weak keys have small sum-
of-digits in base ¢ representations. See [6] for
the discussion on the advantage and disadvantage
of using exponents of small sum-of-digits in the
discrete logarithm problem.

2 High order elements

We begin with a weaker result which generalizes
Proposition 1.2. The proof of this simpler result
illustrates some of the main ideas used in our
later stronger result.

THEOREM 2.1. Let ¢ be a positive integer and let
a be an element of degree d > ¢! over F,. If a
satisfies

qc qcfl qc—2
r? = a1x + a2 + -+ aex,



where ay,ag,--- ,a. are in Fy, then o + 1 has
order greater than
J)

(

Proof. Tt is easy to see that for any 1 < i < d,
we have

d+ [ 2=

d

(a+ 1)qi = ai,laqkl +ai,204qk2 +-tajca+1,

where (a;1,ai2, "+ ,0ic) € [Fg and for any 1, j,
1 <1< j <d, we have

(@i1, a2, aic) # (aj1,a52, - ,ajc).
We claim that if (y1,y92,---,yq) and
(21,22, - ,2q4) are different non-negative

integer vectors with weights .y, and ), 2
bounded by Lgc%llj, then

d d

[T+ 1w # [l + )57

i=1 =1

To prove it, we need to show
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Since « has degree d which is greater than
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it is equivalent to show
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in Fy[z]. Since the non-negative integer vec-
tors (y1, -+ ,ya) and (21, - , zq) have weights at
most (d — 1)/¢° ! < ¢¢/¢°~' = ¢, we deduce
that he desired non-identity is equivalent to the
following non-identity

d
H(ai,lmc—l +aioTe—2 + -+ ajcxo+1)”

g

1
Zq
(@i1%e—1 + Qi 2T+ +a; 020+ 1)
1

+

d

g

in Fylxo, 21, ,Ze—1], which is true because of
the unique factorization in Fglzo,z1,- -, zc_1].
The order of aw+1 is thus greater than the number
of non-negative integer vectors of length d and

weight at most Lj;ll .

If d = ¢° — 1, then the above result can be
greatly improved. First there is a well-known fact
about subspace polynomials.

LEMMA 2.1. The q-polynomial (apx + ajz? +
arx® + -+ akqu)/x € F,lz] is irreducible if
and only if ag + a1z + - - + axz® is a primitive
polynomial in Fy[z].

For a ¢g-polynomial r(x) = agz + a1z?+-- -+
akqu over IFy, the quotient

r(z)

k
=ao+az? - 4apa? L

is called quasi-irreducible if

k_1

* q=1 q
r*(x) =ap + ayxaT + -+ apr T

is irreducible over F, and r*(z) # x. Note that

(z)

:*qfl'
(@

Thus, if r(xz)/x is irreducible, then it is
quasi-irreducible.  The converse may not be

true.  Furthermore, if (rj(x),r5(z)) = 1,
then there exists polynomials aj(z) and as(z)
such that ri(x)ai(x) + r3(z)az(x) = 1. So

i Doy (2971 +r5 (297 ag(2971) = 1, which
implies

For a prime power ¢ and a positive integer k,
define

R(q,k) = {r(z) € Fy[z]lr(z) is a monic g—polynomial of

degree ¢" and r(z)/z is quasi — irreducible}.

Certainly |R(q,k)] < ¢*. The above lemma

shows that

|R(g. k)| > ¢(¢" —1)/k.

THEOREM 2.2. Let ¢ > 2 be a positive integer
and let 2°+a12° 1+ - -+a. € Fy[z] be a primitive



polynomial. Let o be a non-zero root of the g-
polynomial

c c—1 c—2
z?9 +a12?7  +axx? 4+ -+ aqx.

Then o has degree d = q¢° — 1 over Fy and o has
order greater than

(|R<q, Le/2D) + de7ar
|R(q, [¢/2])]
Proof. The primitive polynomial assumption and
the lemma imply that « has degree d = ¢ — 1.

It is then easy to see that for any 0 < j < d —1,
we can write

) — exp(AVE))

a? = aj71aq671 + aj72aq672 + -+ aj e,
where (aj1,a;52,---,a;.) € Fg — {0} and for
0 <j<d-1, (aj1,a52, - ,a;c) runs over
all the element in Fy — {0}¢, since a has ¢ — 1
conjugates over [Fy.

Denote |R(q, |¢/2])| by m. For 1 < i < m,
let r;(z) € Fylz] be an enumeration of polyno-
mials in R(q, |¢/2]), and j; be the correspond-
ing integer such that a?”* = r;(a). In particular,

r¥(z) # x. We claim that if (y1,y2, -+ ,ym) and
(21,22, , 2m) are different in (Z>)™ with
m qc _ 1
max(z Yis Z Zl) < W,
i=1 =1
then

H(a)yiq“ £ H(a)mq“ ]
i=1

i=1
To prove it, we need to show

m m

[Tty # [T (i)™

i=1 i=1

Since

m m

max(z Ui,

i=1 =1

g < ¢f —1=d,

it is equivalent to showing

m m

[Ltrit@)» # [T ()
that is,
p i Vi E H(m(z) Jx)¥ # H(m(x)/x)“-

This is true by unique factorization. Thus the
order of « is greater than or equal to the number
of non negative integer solutions of

m qc—l
DY <
Pl qLC/J

This concludes the proof.

2.1 Proof of Theorem 1.1

THEOREM 2.3. Assume that ¢ > 2 and z° +
a1zl + -+ a. € F,lx] is primitive. Let e be
a positive divisor of ¢ — 1. Let B be a root of the
polynomial

c c—1 c—2_4

fl@) =25tz a4t

Then (3 has degree d = (¢°—1)/e and 8 has order
greater than exp(Q(y/q°)).

Proof. Write = a°. Then, « is a non-zero root
of the g-polynomial

qc qc—l
¢ +a1x + -+ aer,

and 1
ord(B) = Eord(a).

If f.(z) were reducible, then f(z°¢) = (29" +
a1z? " gt a.r)/x would be re-
ducible, which is a contradiction. We can now
apply the previous theorem.

The case e = 1 is just Theorem 2.2. Taking
e = q — 1, we obtain Theorem 1.1.

2.2 The case of ¢ = 2 In the case ¢ = 2, the
order can be significantly improved.

THEOREM 2.4. Assume that « is an element of
degree d over Fy and it satisfies

a®l™ —ga—b =0
The order of « is at least 5.8%.
Proof. We define an iterative sequence:

a;a1 + b;
bivi = ab

@41

Or equivalently

;41\ (a1 1 a;
bz‘+1 - bl 0 bi



Note that

q aio + b1
ad = ———
«
2 aso + by
al = —=
aio + by
aqd—l _ ba_1
ag—20 + bg_o
a
al = a.

Also note that the condition " = implies that
aqg—1 = bg =0 and ag = bg_1. We may assume
that ag = 1,bp = 0. We claim that if we view
(ai, b;), 0 <7 <d—1 as points on the projective
line P*(F,), then they are distinct. Otherwise for
some 0 < i < j < d—1, we have (a;,b;) = (a;,b;)
and

e D@ ) (GO by
a; o+ bl

This implies that a? = «. Since a has degree d
over Fy, we must have d|(j —4). The distinctness
of these projective points implies that a;b; # 0
for1 <i<d-2.

For a list of integers (ng,nq,---
have

,Md—1) We

Qo tnatneg® +tna_1gt !

= qho™m (ala + bl)n1*”2

(ad—QOZ + bd_Q)nd—2*"d—1 bgi—ll )
Consider the set of integer lists:

S = {(no,n1, - ,ng-1) € Z%na_1 =0,

Z ni—ni,lg(d—l)/z

ni—n;—1>0

Z ni_l—nig(d—l)/2},

n;—n;_1<0

It follows from the unique factorization property
of F,[z] that as (ng,n1,--- ,nq—1) runs over the
elements of S, the elements

ano—i-'mq+n2q2+~~+n471qd71

are distinct. So the order of « is greater than or
equal to the cardinality of S, which is equal to

the cardinality

T = {(mo,mh"' ,Md—2) € Zdil}
Z m; < (d—1)/2
m; >0
> Imil < (d—1)/2}.
m;<0

The following set is a subset of T

Zmpo m; = [(d—1)/2]

(mo,ma, - yma—2) € LY, <o Imil = [(d —1)/2]

m; <0

whose cardinality is

d_ d_ d—1—d_

which is at least 5.87 if we set d_ = 0.292d.

COROLLARY 2.1. Given a prime power q and an
integert|g+1, we can construct an element in I
with order exp(QU(t)) in deterministic time q©%),
or randomized time (tlog q)®™).

COROLLARY 2.2. Given a prime power q and
a prime p such that p does not divide q, we
can construct an element in Iqupfl)/z with order

o(1)

exp(Q(p)) in randomized time (plogq) and

deterministic time (pq)®™).

Proof. Since plgP~' —1 = (¢®=1/2—1)(¢P=1/2 ¢
1). Either plg?=Y/2 — 1 or p|¢P~1/2 4 1.

3 Weak keys for the discrete logarithm
problem

In this section, we show that the discrete loga-
rithm problem using generators arising from our
larger order construction has a large number of
weaker keys. The following lemma was proved in
[12]:

LEMMA 3.1. There exists an algorithm, that
given h(xz) € Fylz] of degree d and f(z) € Fylz]
of degree less than d, finds two polynomials f1(x)
and fo(x) of degree less than or equal to |(d —
1)/2] such that

f(@)f1(z) = falx)

and the algorithm runs in time O((dlogq)°™).

(mod h(x)),

1=d_

(d—l) (L(d—l)/QJ)(L(d—l)/ZJ t(d—1-d )—1

)



THEOREM 3.1. Assume that « is an element of
degree d over F, and it satisfies

a?t™ —qia— by = 0.

Let (ng,n1,- -+ ,nq4—1) be a list of integers in

S = {(71077117-"
Z ni—ni_lg(d—l)/Q,

ni—n;—12>0

>

JMg—1) € Zd‘ndq =0,

ni—1 —n; < (

d-1)/2},

n;—n;_1<0
Then there is a polynomial time algo-
rithm that given f(x) € Fylz] such that
fla) = arotmiatned® o Ana-1a"t comnytes
(nOanla"' 7nd—1)-

The number of weak keys is at least 5.8¢,
better than previous result 5.17¢.

Let ¢ > 2 be a positive integer and let
¢+ a1zt 4+ - + a. € Fyz] be a primitive
polynomial. Let o be a non-zero root of the g-
polynomial
-1 c—2

+agx? -

q(‘. qC
x? +a1x + acx.

Define

= {J3r(@) e R(q,¢/2])
such that a?’ = 7( }

Let d = ¢° — 1. Define

S = {(no,n1,-- ,na_1) € Z%|
-1

D ny < 4L/

j
THEOREM 3.2. There 18 a polynomial
time algorithm that given f(x) € Fyla]
of degree mo more than q° — 1 such that
fla) = anmotmatneg®ttnaad®™" compytes
(nOanlv"' 7nd—1)-

The number of weak keys is at least

q°—1

IR le/2D+ 5y o
( IR(q, L¢/2))] >_pMW”)

Proof. For 1 < i < |R(q,|c/2])|, let r;(x) be an
enumeration of polynomials in R(q, [¢/2]) and
let j; € J be the corresponding integer such that
such that a7 = r;(a). We have the equality

= [rito)

i=1
over [FF,[z]. List all the polynomials
ri(x), - ,rm(z) in a table.  This can be

done in polynomial time. Try the maximal
power of r;(x) which divides f(z). This recovers
all ;.

Similarly, we have

THEOREM 3.3. Let e be a divisor of g— 1. Let 3
be a root of the irreducible polynomial

-1 =11 ©—2_1

r ¢ +a1x ¢  +ax ¢+ -+ Qe

Let d = (¢° — 1) (this is NOT the degree of 3
now) and let (ng,n1,- -+ ,nqg—1) be a vector in

s = {(n()anla"' 7nd—1) S Zio|
c—1
anz()( mod e), Zn] q[c/zj
J
n;=01ifj¢&J}

Then there is a polynomial time algorithm that
given f(x) € Fylx] such that

Wr0+"1(1+"'+"471(1d71

fB)=p ’

computes (ng,ny, - -

7nd—1)-

the

is an integer since Z n] is
divisible by e. W.lo.g, assume that § = a°. By
the previous theorem, the exponent of a in

Proof. Note that
notnig+-- +nd g4

exponent

d—1
2 d—1 notnigt-+ng_149
qMotnigtneg o tna—1q — 5 e

can be found in polynomial time.

Note that the number of weak keys is simply
the number of elements in S’. The most interest-
ing case is when e = ¢ — 1. We obtain

COROLLARY 3.1. Let B be a root of the irre-
ducible polynomaial



Let d = (¢° — 1) (this is NOT the degree of 3
now) and let (ng,n1,- -+ ,ng—1) be a vector in
S/ = {(n07n17"' 7nd71) eZéol
_ -1
J J
n;=01ifj&J}

Then there is a polynomial time algorithm that
given f(x) € Fylx] such that

no+nia+-4ng_1q941

fB)=p T

computes (ng, N1, -+ ,Ndg—1)-

4 Open problems

Many important problems about constructing
high order element remain open:

1. Given a prime power g and a positive integer
t, construct an element in F,: with order
exp(Q(t)) in randomized time (gt)°™).

2. Given a prime p, finds an element of order
exp(Q((logp)©)) in F,, in time (log p)°™), for
some positive constant ¢ < 1.
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