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ABSTRACT OF THE DISSERTATION

Differentially Private Synthetic Data

By

Yiyun He

Doctor of Philosophy in Mathematics

University of California, Irvine, 2025

Professor Roman Vershynin, Chair

Differentially private synthetic data provide a powerful mechanism to enable data analy-

sis while protecting sensitive information about individuals. In this thesis, we present a

highly effective algorithmic approach for generating ε-differentially private synthetic data

in a bounded metric space with near-optimal utility guarantees under the 1-Wasserstein

distance. In particular, for a dataset X in the hypercube [0, 1]d, our algorithm generates

synthetic dataset Y such that the expected 1-Wasserstein distance between the empirical

measure of X and Y is O((εn)−1/d) for d ≥ 2, and is O(log2(εn)(εn)−1) for d = 1. The accu-

racy guarantee is optimal up to a constant factor for d ≥ 2, and up to a logarithmic factor

for d = 1. Our algorithm has a fast running time of O(εdn) for all d ≥ 1 and demonstrates

improved accuracy compared to the method in [14] for d ≥ 2.

However, when the data lie in a high-dimensional space, the accuracy of the synthetic data

suffers from the curse of dimensionality. We further propose a differentially private algorithm

to generate low-dimensional synthetic data efficiently from a high-dimensional dataset with a

utility guarantee with respect to the 1-Wasserstein distance. A key step of our algorithm is a

private principal component analysis (PCA) procedure with a near-optimal accuracy bound

that circumvents the curse of dimensionality. Unlike the standard perturbation analysis, our

analysis of private PCA works without assuming the spectral gap for the covariance matrix.
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For the data lying on a d′-dimensional linear subspace, we successfully overcome the curse

of high dimensionality and improve the accuracy to O(n−1/d′).

We also consider the synthetic data generation with differential privacy under the online

setting where daa is continually released. For a data stream within the hypercube [0, 1]d

and an infinite time horizon, we develop an online algorithm that generates a differentially

private synthetic dataset at each time t. This algorithm achieves a near-optimal accuracy

bound of O(log(t)t−1/d) for d ≥ 2 and O(log4.5(t)t−1) for d = 1 in the 1-Wasserstein distance.

This result extends the previous work on the continual release model for counting queries to

Lipschitz queries. Compared to the offline case, where the entire dataset is available at once,

our approach requires only an extra polynomially logarithmic factor in the accuracy bound.
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Chapter 1

Introduction

As data sharing is increasingly locking horns with data privacy concerns, privacy-preserving

data analysis is becoming a challenging task with far-reaching impact. Differential privacy

(DP) has emerged as the gold standard for implementing privacy in various applications [34].

For instance, DP has been adopted by several technology companies [41] and has also been

used in connection with the release of Census 2020 data [2]. The motivation behind the

concept of differential privacy is the desire to protect an individual’s data while publishing

aggregate information about the database.

Private synthetic data Most existing work considered generating differentially private

synthetic datasets while minimizing the utility loss for specific queries, including counting

queries [11, 52, 36], k-way marginal queries [89, 40], histogram release [1]. For a finite col-

lection of predefined linear queries Q, [52] provided an algorithm with running time linear

in |Q| and utility loss grows logarithmically in |Q|. The sample complexity can be reduced

if the queries are sparse [40, 11, 33]. Beyond finite collections of queries, [96] considered

utility bound for differentiable queries, and [14] studied Lipschitz queries with utility bound

in Wasserstein distance. [33] considered sparse Lipschitz queries with an improved accuracy

1



rate. [7, 49, 68, 98] measure the utility of DP synthetic data by the maximum mean discrep-

ancy (MMD) between empirical distributions of the original and synthetic datasets. This

metric is different from our chosen utility bound in Wasserstein distance. Crucially, MMD

does not provide any guarantees for Lipschitz downstream tasks.

In this work, we focus on the 1-Wasserstein distance to measure the accuracy of the synthetic

data. Mathematically, the problem of generating private synthetic data can be defined as

follows. Let (Ω, ρ) be a metric space. Consider a dataset X = (X1, . . . , Xn) ∈ Ωn. Our goal

is to construct an efficient randomized algorithm that outputs differentially private synthetic

data Y = (Y1, . . . , Ym) ∈ Ωm such that the two empirical measures

µX =
1

n

n󰁛

i=1

δXi
and µY =

1

m

m󰁛

i=1

δYi

are close to each other. We measure the utility of the output by EW1(µX , µY), where

W1(µX , µY) is the 1-Wasserstein distance, and the expectation is taken over the randomness

of the algorithm. The Kantorovich-Rubinstein duality (see, e.g., [94]) gives an equivalent

representation of the 1-Wasserstein distance between two measures νX and µY :

W1(µX , µY) = sup
Lip(f)≤1

󰀕󰁝
fdµX −

󰁝
fdµY

󰀖
, (1.1)

where the supremum is taken over the set of all 1-Lipschitz functions on Ω. A more detailed

setting can be found in Chapter 2. Given that numerous machine learning algorithms are

Lipschitz [95, 67, 18, 77], (1.1) provides data analysts with a vastly increased toolbox of

machine learning methods for which one can expect similar outcomes for the original and

synthetic data.
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1.1 Synthetic data algorithms

[89] proved that it is NP-hard to generate private synthetic data on the Boolean cube which

approximately preserves all two-dimensional marginals, assuming the existence of one-way

functions. Nonetheless, there exists a substantial body of work for differentially private

synthetic data with guarantees limited to accuracy bounds for a finite set of specified queries

[8, 87, 40, 90, 71, 93, 14, 15, 16].

[96] considered differentially private synthetic data in [0, 1]d with guarantees for any smooth

queries with bounded partial derivatives of order K, and achieved an accuracy bound of

O(ε−1n− K
2d+K ). [14] introduced a method based on superregular random walks to generate

differentially private synthetic data with near-optimal guarantees in general compact metric

spaces. In particular, when the dataset is in [0, 1]d, they obtain

EW1(µX , µY) ≤ C log
3d
2 (εn)(εn)−

1
d .

A corresponding lower bound of order n−1/d was also proved in [14, Corollary 9.3]. The

algorithm we propose, Private Measure Mechanism in Chapter 3, successfully improves the

former accuracy and attains the optimal 1-Wasserstein error up to a constant. Moreover,

the algorithm has time complexity linear in the size of the input dataset.

The most straightforward way to construct differentially private synthetic data is to add

independent noise to the location of each data point. However, this method can result in a

significant loss of data utility as the amount of noise needed for privacy protection may be

too large [31]. Another direct approach could be to add noise to the density function of the

empirical measure of X , by dividing Ω into small subregions and perturbing the true counts

in each subregion. However, Laplacian noise may perturb the count in a certain subregion to

negative, causing the output to become a signed measure. To address this issue, we introduce

3



Private Measure Mechanism.

Private Measure Mechanism (PMM) PMM makes the count zero if the noisy count in

a subregion is negative. Instead of a single partition of Ω, we consider a collection of binary

hierarchical partitions on Ω and add inhomogeneous noise to each level of the partition.

However, the counts of two subregions do not always add up to the count of the region at a

higher level. We develop an algorithm that enforces the consistency of counts in regions at

different levels. PMM has O(εdn) running time while the running time of the approach in

[14] is polynomial in n.

The accuracy analysis of PMM uses the hierarchical partitions to estimate the 1-Wasserstein

distance in terms of the multi-scale geometry of Ω and the noise magnitude in each level of

the partition. In particular, when Ω = [0, 1]d, by optimizing the choice of the hierarchical

partitions and noise magnitude, PMM achieves better accuracy compared to [14] for d ≥ 2.

The accuracy is optimal rate up to a constant factor for d ≥ 2, and up to a logarithmic

factor for d = 1. We state it in the next theorem.

The hierarchical partitions appeared in many previous works on the approximation of dis-

tributions under Wasserstein distances in a non-private setting, including [6, 29, 97]. In the

differential privacy literature, the hierarchical partitions are also closely related to the bi-

nary tree mechanism [37, 22] for differential privacy under continual observation. However,

the accuracy analysis of the two mechanisms is significantly different. In addition, the Top-

Down algorithm in the 2020 census [2] also has a similar hierarchical structure and enforces

consistency, but the accuracy analysis of the algorithm is not provided in [2].

Theorem 1.1 (PMM for data in a hypercube). Let Ω = [0, 1]d equipped with the ℓ∞ metric.

4



PMM outputs an ε-differentially private synthetic dataset Y in time O(εdn) such that

EW1(µX , µY) ≤

󰀻
󰁁󰁁󰀿

󰁁󰁁󰀽

C log2(εn)(εn)−1 if d = 1,

C(εn)−
1
d if d ≥ 2.

Private Signed Measure Mechanism (PSMM) In addition to PMM, we introduce an

alternative method, the Private Signed Measure Mechanism, that achieves optimal accuracy

rate on [0, 1]d when d ≥ 3 in poly(n) time. The analysis of PSMM is not restricted to

1-Wasserstein distance, and it can be generalized to provide a uniform utility guarantee of

other function classes.

We first partition the domain Ω into m subregions Ω1, . . . ,Ωm. Perturbing the counts in

each subregion with i.i.d. integer Laplacian noise gives an unbiased approximation of µY

with a signed measure ν. Then we find the closest probability measure ν̂ under the bounded

Lipschitz distance by solving a linear programming problem.

In the proof of accuracy for PSMM, one ingredient is to estimate the Laplacian complexity

of the Lipschitz function class on Ω and connect it to the 1-Wasserstein distance. This type

of argument is similar in spirit to the optimal matching problem for two sets of random

points in a metric space [85, 86, 12]. When Ω = [0, 1]d, PSMM achieves the optimal ac-

curacy rate O((εn)−1/d) for d ≥ 3. For d = 2, PSMM achieves a near-optimal accuracy

O(log(εn)(εn)−1/2). For d = 1, the accuracy becomes O((εn)−1/2).

Note that for the case when d = 2, we believe that the bound in Corollary 3.7 could be

improved to C
󰁳

log(εn)/
√
εn by replacing Dudley’s chaining bound in Proposition 3.2 with

the generic chaining bound in [86, 30] involving the γ1 and γ2 functionals on Ω. We will not

pursue this direction in this work.

5



1.2 Synthetic data with low-dimensional input

The result we present in Theorem 1.1 is optimal up to a constant, matching the lower bound

in [14]. Even though, such utility guarantee is only useful when d, the dimension of the

data, is small (or if the size of dataset n is exponentially larger than d). In other words,

we are facing the curse of dimensionality. The curse of dimensionality extends beyond

challenges associated with Wasserstein distance utility guarantees. Even with a weaker

accuracy requirement, the hardness result from Ullman and Vadhan [89] shows that n =

poly(d) is necessary for generating DP-synthetic data in polynomial time while maintaining

approximate covariance.

In [33], the authors succeeded in constructing DP synthetic data with utility bounds where

d in Theorem 1.1 is replaced by (d′ + 1), assuming that the dataset lies in a certain d′-

dimensional subspace. Their notion of dimension is similar to the Minkowski dimension, and

their method is applicable beyond the linear subspace setting. However, the optimization

step in their algorithm exhibits exponential time complexity in d, see [33, Section D].

This paper presents a computationally efficient algorithm that does not rely on any assump-

tions about the true data. We demonstrate that our approach enhances the utility bound

from d to d′ compared to Theorem 1.1 when the dataset is in a d′-dimensional affine sub-

space. Specifically, we derive a differentially private algorithm to generate low-dimensional

synthetic data from a high-dimensional dataset with a utility guarantee with respect to the

1-Wasserstein distance that captures the intrinsic dimension of the data.

Our approach revolves around a private principal component analysis (PCA) procedure with

a near-optimal accuracy bound that circumvents the curse of dimensionality. Different from

classical perturbation analysis [24, 38] that utilizes the Davis-Kahan theorem [28] in the

literature, our accuracy analysis of private PCA works without assuming the spectral gap

for the covariance matrix.
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Private PCA Private PCA is a commonly used technique for differentially private dimen-

sion reduction of the original dataset. This is achieved by introducing noise to the covariance

matrix [75, 24, 56, 38, 61, 62, 100]. Instead of independent noise, the method of exponential

mechanism is also extensively explored [65, 24, 61]. Another approach, known as streaming

PCA [79, 59], can also be performed privately [50, 73].

The private PCA typically yields a private d′-dimensional subspace 󰁥Vd′ that approximates

the top d′-dimensional subspace Vd′ produced by the standard PCA. The accuracy of private

PCA is usually measured by the distance between 󰁥Vd′ and Vd′ [38, 51, 75, 73, 83]. To prove

a utility guarantee, a common tool is the Davis-Kahan Theorem [10, 99], which assumes

that the covariance matrix has a spectral gap [24, 38, 50, 61, 73]. Alternatively, using the

projection error to evaluate accuracy is independent of the spectral gap [65, 74, 5]. In our

implementation of private PCA, we don’t treat 󰁥Vd′ as our terminal output. Instead, we

project data matrix X onto 󰁥Vd′ . Our approach directly bound the Wasserstein distance

between the projected dataset and X. This method circumvents the subspace perturbation

analysis, resulting in an accuracy bound independent of the spectral gap, as outlined in

Lemma 4.3. [83] considered a related task that takes a true dataset close to a low-dimensional

linear subspace and outputs a private linear subspace. To the best of our knowledge, none of

the previous work on private PCA considered low-dimensional DP synthetic data generation.

Centered covariance matrix A common choice of the covariance matrix for PCA is

1
n
XX⊤ [23, 38, 83], which is different from the centered one defined in (4.1). The rank

of X is the dimension of the linear subspace that the data lie in rather than that of the

affine subspace. If X lies in a d′-dimensional affine space (not necessarily passing through

the origin), centering the data shifts the affine hyperplane spanned X to pass through the

origin. Consequently, the centered covariance matrix will have rank d′, whereas the rank ofX

is d′+1. By reducing the dimension of the linear subspace by 1, the centering step enhances

7



the accuracy rate from (εn)−1/(d′+1) to (εn)−1/d′ . Yet, this process introduces the challenge

of protecting the privacy of mean vectors, as detailed in the third step in Algorithm 5 and

Algorithm 7.

Private covariance estimation Private covariance estimation [32, 75] is closely linked

to the private covariance matrix and the private linear projection components of our Algo-

rithm 5. Instead of adding i.i.d. noise, [65, 4] improved the dependence on d in the estimation

error by sampling top eigenvectors with the exponential mechanism. However, it requires d′

as an input parameter (in our approach, it can be chosen privately) and a lower bound on

σd′(M). The dependence on d is a critical aspect in private mean estimation [64, 72], and it

is an open question to determine the optimal dependence on d for low-dimensional synthetic

data generation.

1.3 Online data set

Despite extensive research in differential privacy, most advancements have focused on sce-

narios involving a single collection or release of data. However, in reality, datasets frequently

accumulate over time, arriving in a continuous stream rather than being available all at

once. This is common in various domains, such as tracking COVID-19 statistics, collecting

location data from vehicles [66], or internet search and click data[22]. In these contexts, gen-

erating online synthetic data that adheres to differential privacy standards poses significant

challenges [20, 69].

One popular model in online differential privacy is the Continual Release Model, first studied

in [37, 22]. In this model, data points arrive in a streaming fashion, and an online algorithm

releases the statistics of the streaming dataset in a differentially private manner. The initial

example explored in [37, 22] was for Boolean data streams. At time t, a Boolean sequence

8



X1, . . . , Xt ∈ {0, 1} is available, and private algorithms were developed to release the count
󰁓t

i=1 Xi for each t ≤ T , where T is the time horizon of the streaming data sequence. The

scenario when T = ∞ is termed the infinite time horizon, where the input data stream is an

infinite sequence, and the private algorithm outputs an infinite sequence.

In the online setting, repeating offline differentially private counting algorithms would re-

quire an increasing privacy budget over time due to the composition property of differen-

tial privacy [34], thus not being feasible. A seminal contribution of [37, 22] is the Binary

Mechanism, which achieves polylog(t) error while maintaining ε-differential privacy for a

finite time horizon T . Additionally, [39] improved the accuracy of the Binary Mechanism

to O
󰀓
log(T ) + log1.5(n)

󰀔
when the Boolean data stream is sparse, i.e., the number of 1’s,

denoted by n, is much smaller than T . The dependence on T in [39] is optimal and matches

the Ω(log T ) lower bound in [37] for online DP-count release.

The Binary Mechanism serves as a foundational element for many online private optimization

problems [48, 63]. Various methods to enhance the Binary Mechanism in different settings

have been studied in [22, 39, 81, 44, 54, 55]. Besides counting tasks, DP algorithms for online

data have also been discussed for mean estimation [46], moment statistics [78, 42], graph

statistics [84], online convex programming [58], decaying sums [17], user stream processing

[25], and histograms [21]. Utilizing offline DP algorithms as black boxes, [26] provided a

general technique to adapt them to online DP algorithms with utility guarantees.

Our work generalizes the framework of DP-counting queries for Boolean data in the continual

release model [37, 22] to online synthetic data generation in a metric space. One of the

subroutines, Inhomogeneous Sparse Counting (Algorithm 11), is a generalization of the sparse

counting mechanism from [39] with inhomogeneous noise according to the online hierarchical

partition structure we introduce. The Binary Mechanism in [37, 39] is designed only for a

finite time horizon, and a modified Hybrid Mechanism was developed for the infinite case in

[22]. Our Algorithm 12 works for data streams with an infinite time horizon.
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In terms of online DP synthetic data generation, [69] considered online DP-synthetic data for

spatial datasets, and [20] studied online DP synthetic Boolean data with prefixed counting

queries under a different notion of differential privacy called zero-concentrated differential

privacy (zCDP). Moreover, [20] consider specific types of counting queries and the output

dataset at time t is obtained from adding one new data point to the output dataset at time

t − 1. This is different from our synthetic data, where we generate different datasets at

different time stamps; see Chapter 2 for more details. To the best of our knowledge, our

work is the first to generate online DP-synthetic data with utility guarantees for all Lipschitz

queries.

Finally, we discuss the difference between online DP algorithms and their offline counterparts.

[19] established a separation for the number of offline, online, and adaptive queries subject

to differential privacy. For the continual release model, [60] showed that for certain tasks

beyond counting, the accuracy gap between the continual release (online) model and the

batch (offline) model is Ω̃(T 1/3), which is much better than the Ω(log T ) gap shown in [37]

between online and offline counting tasks.

Our Theorem 5.1 shows that for a dataset in [0, 1]d, the accuracy gap between online and

offline DP-synthetic data generation is at most a factor of O(log(t)) for d ≥ 2, and at most

O(polylog(t)) for d = 1. The lower bound in [37] also implies an Ω(log(T ))/T accuracy lower

bound in our setting for online DP synthetic data in [0, 1] with time horizon T . However, for

d ≥ 2, the argument in [37] cannot be directly generalized to prove an accuracy lower bound

for datasets in [0, 1]d. We conjecture that when d ≥ 2, the upper bound in Theorem 5.1 is

tight in terms of the dependence on t.
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1.4 Organization

In Chapter 2, we introduce the detailed background setting of differential privacy, synthetic

data, and related concepts and tools that are frequently applied in the main part. We also

present the notation through the thesis. In Chapter 3 we present and discuss our synthetic

data algorithm, Private Measure Mechanism and Private Signed Measure Mechanism. We

first consider the general case of generating synthetic data set in a general metric space, and

then focus on the special case of dataset from [0, 1]d, implying Theorem 1.1. In Chapter 4, we

introduce the private PCA algorithm, overcome the curse of high-dimensionality in private

synthetic data and improve the accuracy bound with the intrinsic dimension of the dataset.

In Chapter 5, we consider the continual release model where the input data is a series

depending on the time. We propose the online private synthetic data algorithm and prove

that there is only a logarithmic factor in the 1-Wasserstein distance accuracy bound compared

to Theorem 1.1. In both Chapter 4 and Chapter 5, we only focus on the special case where

the data is from hypercube [0, 1]d for simplicity.

11



Chapter 2

Preliminaries

2.1 Differential Privacy

The motivation of differential privacy is to apply randomized algorithms such that similar

datasets would also induce similar output distributions. We use the following definitions of

neighboring datasets and differential privacy from [34].

Definition 2.1 (Neighboring datasets). Two sets of data X and X ′ are neighbors if X ,X ′

differ by at most one element.

Definition 2.2 (Differential Privacy). A randomized algorithm A is ε-differentially private

if for any two neighboring datasets X ,X ′ and any measurable subset S ⊆ R,

P
󰀃
A(X ) ∈ S

󰀄
≤ exp(ε) · P

󰀃
A(X ′) ∈ S

󰀄
.

Here the probability is taken from the probability space of the randomness of A.
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2.1.1 Differential privacy under composition

For multiple differentially private algorithms, differential privacy has a useful property that

their sequential composition is also differentially private [34, Theorem 3.16].

Lemma 2.3 (Theorem 3.16 in [34]). Suppose Ai is εi-differentially private for i = 1, . . . ,m,

then the sequential composition x 󰀁→ (A1(x), . . . ,Am(x)) is
󰁓m

i=1 εi-differentially private.

Moreover, the following result about adaptive composition indicates that algorithms in a

sequential composition can use the outputs in the previous steps:

Lemma 2.4 (Theorem 1 in [35]). Suppose a randomized algorithm A1(x) : Ωn → R1 is

ε1-differentially private, and A2(x, y) : Ω
n×R1 → R2 is ε2-differentially private with respect

to the first component for any fixed y. Then the sequential composition

x 󰀁→ (A1(x),A2(x,A1(x)))

is (ε1 + ε2)-differentially private.

2.1.2 Laplacian mechanism

One of the easiest way of ensuring differential privacy is to add Laplacian noises of a certain

amount. More precisely, we have the following lemma:

Lemma 2.5 (Inhomogeneous Laplace mechanism). Let F : Ωn → Rk be any map, s =

(si)
k
i=1 ∈ Rk

+ be a fixed vector, and λ = (λi)
k
i=1 be a random vector with independent coordi-

nates λi ∼ Lap(si). Then the map x 󰀁→ F (x) + λ is ε-differentially private, where

ε = sup
x,x̃

󰀐󰀐F (x)− F (x̃)
󰀐󰀐
ℓ1(s)

.
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Here the supremum is over all pairs of input vectors in Ωn that differ in one coordinate, and

󰀂z󰀂ℓ1(s) =
󰁓k

i=1|zi| /si.

Proof. Suppose x, x̃ ∈ Ωn differs in exactly one coordinate. Consider the density functions

of the inputs having the same output y = F (x) + λ = F (x̃) + λ̃ ∈ Rk. We have

P
󰀋
F (x) + λ = y

󰀌

P
󰁱
F (x̃) + λ̃ = y

󰁲 =
P
󰀋
λ = y − F (x)

󰀌

P
󰁱
λ̃ = y − F (x̃)

󰁲

=

󰁔k
i=1 exp

󰀓
− |(y−F (x))i|

si

󰀔

󰁔k
i=1 exp

󰀓
− |(y−F (x̃))i|

si

󰀔

= exp

󰀳

󰁃−
k󰁛

i=1

1

si

󰀃
|(y − F (x))i|− |(y − F (x̃))i|

󰀄
󰀴

󰁄

≤ exp
󰀃
󰀂F (x)− F (x̃)󰀂ℓ1(s)

󰀄

≤ eε

Therefore, we know x 󰀁→ F (x) + λ is ε-differentially private.

2.2 Wasserstein distance

Definition 2.6. For two probability measures µ, ν in a metric space (Ω, ρ) and p > 1, the

p-Wasserstein distance between them is

Wp(µ, ν) := inf
γ∈Γ(µ,ν)

󰀣󰁝

Ω×Ω

ρp(x, y)dγ(x, y)

󰀤1/p

,

where Γ(µ, ν) is the set of all couplings of µ and ν (i.e. γ is a positive measure on Ω2 and

the marginal distributions of γ against the two coordinates are µ, ν respectively).

Another way of interpreting the 1-Wasserstein distance is though the duality. For two prob-
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ability measures µ and ν on Ω, we have the Kantorovich-Rubinstein duality that gives: (see

e.g., [94] for more details)

W1(µ, ν) = sup
Lip(f)≤1

󰀓󰁝

Ω

fdµ−
󰁝

Ω

fdν
󰀔
, (2.1)

where Lip(f) is the Lipschitz constant of f defined in Section 2.3.

2.3 Lipschitz functions and bounded Lipschitz distance

A function f : Ω → R on a metric space (Ω, ρ) is Lipschitz if there is a constant L > 0 such

that

|f(x)− f(y)| ≤ L · ρ(x, y) ∀x, y ∈ Ω.

The Lipschitz constant of f , denoted as Lip(f), is the infimum of all L > 0 such that the

inequality holds. Note that Lip(·) is not a norm as Lip(f) = 0 for any constant valued

functions f .

We will next define the Lipschitz norm and the bounded Lipschitz distance. Let the metric

space (Ω, ρ) be bounded. The Lipschitz norm of a function f is defined as

󰀂f󰀂Lip := max

󰀝
Lip(f),

󰀂f󰀂∞
diam(Ω)

󰀞
.

Let F be the set of all Lipschitz functions f on Ω with󰀂f󰀂Lip ≤ 1. For signed measures µ, ν

on Ω, we define the bounded Lipschitz distance:

dBL(µ, ν) := sup
f∈F

󰀕󰁝
fdµ−

󰁝
fdν

󰀖
.
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One can easily check that 󰀂·󰀂Lip is indeed a norm and dBL is a metric over all signed measures

on Ω. Moreover, in the special case where µ and ν are both probability measures, shifting

f by a constant does not change the result of
󰁕
fdµ −

󰁕
fdν. Therefore, for a bounded

domain Ω, we can always assume f(x0) = 0 for a fixed x0 ∈ Ω, then 󰀂f󰀂∞ ≤ diam(Ω) when

computing the supremum in (2.1). This implies dBL-metric is equivalent to the classical

W1-metric when µ, ν are both probability measures on a bounded domain Ω:

W1(µ, ν) = sup
Lip(f)≤1

󰀕󰁝
fdµ−

󰁝
fdν

󰀖
= sup

󰀂f󰀂Lip≤1

󰀕󰁝
fdµ−

󰁝
fdν

󰀖
= dBL(µ, ν).

(2.2)

2.4 Synthetic data generation

2.4.1 Accuracy of synthetic data

With given dataset X = {X1, . . . , Xn} as input, we aim to construct synthetic data algo-

rithms A with output A(X ) = Y = {Y1, . . . , Ym} as the synthetic data generated. Here

n and m are not necessarily to be distinct. To qualify the accuracy of the algorithms, we

consider the 1-Wasserstein distance between the empirical measures of true input dataset

and the synthetic output dataset. More precisely, we define

µX =
1

n

n󰁛

i=1

δXi
, µY =

1

m

m󰁛

j=1

δYj
,

where δx denote the Dirac mass function at point x. Then our goal is to construct syn-

thetic data algorithms A such that W1(µX , µY) is bounded. According to the Kantorovich-

Rubinstein duality (2.1), we will consider

W1(µX , µY) = sup
Lip(f)≤1

󰀓󰁝

Ω

fdµX −
󰁝

Ω

fdµY

󰀔
= sup

Lip(f)≤1

󰀓 1
n

n󰁛

i=1

f(Xi)−
1

m

m󰁛

j=1

f(Yj)
󰀔
.
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2.4.2 Online synthetic data algorithm

Compared to the setting above where the input dataset is acquired at the beginning, we also

study a particular setting where new data keeps being updated by time, which is referred as

online data. In our setting, a dataset is further an infinite sequence

X = (X1, . . . , Xt, . . . ),

where each Xt arrives at time t ∈ Z+. For simplicity, we will assume that the data Xt is

from the hypercube [0, 1]d. By Definition 2.1, two data sequences X ,X ′ are neighbors if they

differ in one coordinate. Define the time-t data stream from X as

Xt = (X1, . . . , Xt).

For each time t ∈ Z+, a randomized synthetic data generation algorithm At takes an input

Xt and outputs a synthetic dataset of size t given by

Yt = (Y1,t, . . . , Yt,t).

We note that it is not necessary to keep Yt−1 ⊂ Yt; they could be completely disjoint.

Under the online setting, an online synthetic data generation algorithm M with infinite time

horizon takes an infinite sequence X and output an infinite sequence of synthetic datasets

such that

M(X ) := (A1(X1), . . . ,At(Xt), . . . ) = (Y1, . . . ,Yt, . . . ).

We say M is ε-differentially private if M satisfies Definition 2.2, which guarantees that the

entire sequence of outputs is insensitive to the change of any individual’s contribution.
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2.5 Binary hierarchical partition

Definition 2.7. A binary hierarchical partition of a set Ω of depth r is a family of subsets

Ωθ indexed by θ ∈ {0, 1}≤r, where

{0, 1}≤k = {0, 1}0 ⊔ {0, 1}1 ⊔ · · · ⊔ {0, 1}k, k = 0, 1, 2 . . . ,

and such that Ωθ is partitioned into Ωθ0 and Ωθ1 for every θ ∈ {0, 1}≤r−1. By convention,

the cube {0, 1}0 corresponds to ∅ and we write Ω∅ = Ω.

When θ ∈ {0, 1}j, we call j the level of θ. We can also encode a binary hierarchical partition

of Ω in a binary tree of depth r, where the root is labeled Ω and the j-th level of the tree

encodes the subsets Ωθ for θ at level j.

In particular, when Ω = [0, 1]d equipped with the ℓ∞-norm and we always partition every

subregion into halves by one certain coordinate, the subregion Ωθ with θ ∈ {0, 1}j has a

volume of 2−j and diam(Ωθ) ≍ 2−⌊j/d⌋.

2.6 Integer Laplacian distribution

Since our method involves protecting privacy of integer-valued variables, we will use integer

Laplacian noise to ensure the output are remaining to be integers.

An integer (or discrete) Laplacian distribution [57] with parameter σ is a discrete distribution

on Z with probability density function

f(z) =
1− pσ
1 + pσ

exp
󰀃
−|z| /σ

󰀄
, z ∈ Z,
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where pσ = exp(−1/σ).

It is easy to check a random variable Z ∼ LapZ(σ) is mean-zero and sub-exponential with

variance Var(Z) ≤ 2σ2. Moreover, Lemma 2.5 still holds if the domain of input data is a

subset of Z and we change the noises to be integer Laplacian random variables with the

same parameters. Therefore, for simplicity, we abuse the notation and use “Lap(·)” for both

cases.
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Chapter 3

Private Measure Mechanism

In this chapter, we will discuss the general case of synthetic data generation: given any input

data X = {X1, . . . , Xn} from a metric space (Ω, ρ), building an algorithm that output private

synthetic data with some accuracy guarantees in 1-Wasserstein distance. In Section 3.1 and

Section 3.2, we will introduce two algorithms: PSMM and PMM, respectively. In particular,

we focus on the behavior of the algorithms under the case of ([0, 1]d, 󰀂 · 󰀂∞).

3.1 Private signed measure mechanism (PSMM)

We will first discuss Private signed measure mechanism (PSMM), which is an easier and

more intuitive approach. The procedure of PSMM is formally described in Algorithm 1.

Note that in the output step of Algorithm 1, the size of the synthetic data m′ depends on

the rational approximation of the density function of ν̂, and we discuss the details here. Let

v̂1, . . . , v̂m be the weight of the probability measure ν̂ on y1, . . . , ym, respectively. We can

choose rational numbers r1, . . . , rm such that maxi∈[m] |ri− ν̂i| is arbitrarily small. Let m′ be

the least common multiple of the denominators of r1, . . . , rm, then we output the synthetic
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dataset Ŷ containing m′ri copies of yi for i = 1, . . . ,m.

Algorithm 1 Private Signed Measure Mechanism

Input: true data X = (x1, . . . , xn) ∈ Ωn, partition (Ω1, . . . ,Ωm) of Ω, privacy parameter
ε > 0.

(Compute the true counts) Compute the true count in each regime ni = #{xj ∈ Ωi :
j ∈ [n]}.

(Create a new dataset) Choose any element yi ∈ Ωi independently of X , and let Y be
the collection of ni copies of yi for each i ∈ [n].

(Add noise) Perturb the empirical measure µY of Y and obtain a signed measure ν such
that

ν({yi}) := (ni + λi)/n,

where λi ∼ LapZ(1/ε) are i.i.d. discrete Laplacian random variables.

(Linear programming) Find the closest probability measure ν̂ of ν in dBL-metric using

Algorithm 2, and generate synthetic data 󰁥Y from ν̂.

Output: synthetic data 󰁥Y = (y1, . . . , ym′) ∈ Ωm′
for some integer m′.

Algorithm 2 Linear programming for dBL-closest probability measure

Input: A discrete signed measure ν supported on Y = {y1, . . . , ym}.
(Compute the distances) Compute the pairwise distances {󰀂yi − yj󰀂∞, i > j}.
(Solve the linear programming) Solve the linear programming problem with 2m2

variables and m+ 1 constraints:

minimize
m󰁛

i,j=1

󰀂yi − yj󰀂∞(uij + u′
ij) + 2 vi

s.t.
m󰁛

j=1

(uij − u′
ij) + vi + τi ≥ ν({yi}), ∀i ≤ m,

m󰁛

i=1

τi = 1,

uij, u
′
ij, vi, τi ≥ 0, ∀i, j ≤ m, i ∕= j.

Output: a probability measure ν̂ with ν̂({yi}) = τi.
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3.1.1 Laplacian complexity

Before analyzing the privacy and accuracy of PSMM, we introduce a useful complexity

measure of a given function class, which quantifies the influence of the Laplacian noise on

the function class.

Given the Kantorovich-Rubinstein duality (2.1), to control the W1-distance between the

original measure and the private measure, we need to describe how Lipschitz functions behave

under Laplacian noise. As an analog of the worst-case Rademacher complexity [9, 45], we

consider the worst-case Laplacian complexity. Such a worst-case complexity measure appears

since the original dataset is deterministic without any distribution assumption.

Definition 3.1 (Worst-case Laplacian complexity). Let F be a function class on a metric

space Ω. The worst-case Laplacian complexity of F is defined by

Ln(F) := sup
X1,...,Xn∈Ω

E

󰀵

󰀹󰀷sup
f∈F

󰀏󰀏󰀏󰀏󰀏󰀏
1

n

n󰁛

i=1

λif(Xi)

󰀏󰀏󰀏󰀏󰀏󰀏

󰀶

󰀺󰀸 , (3.1)

where λ1, . . . ,λn ∼ Lap(1) are i.i.d. random variables.

Since Laplacian random variables are sub-exponential but not sub-gaussian, its complexity

measure is not equivalent to the Gaussian or Rademacher complexity, but it is related to the

suprema of the mixed tail process [30] and the quadratic empirical process [76]. Our next

proposition bounds Ln(F) in terms of the covering numbers of F . Its proof is a classical

application of Dudley’s chaining method (see, e.g., [92]).

Proposition 3.2 (Bounding Laplacian complexity with Dudley’s entropy integral). Suppose

that (Ω, ρ) is a metric space and F is a set of functions on Ω. Then

Ln(F) ≤ C inf
α>0

󰀕
2α +

1√
n

󰁝 ∞

α

󰁳
logN (F , u, 󰀂 · 󰀂∞)du+

1

n

󰁝 ∞

α

logN (F , u, 󰀂 · 󰀂∞)du

󰀖
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where N (F , u, 󰀂 · 󰀂∞) is the covering number of F and C > 0 is an absolute constant.

Proof. We will apply the chaining argument (see, e.g., [92, Chapter 8]) to deduce a bound

similar to Dudley’s inequality.

Step 1: (Finding nets)

Define εj = 2−j for j ∈ Z and consider an εj-net Tj of F of size N (F , εj, 󰀂 · 󰀂∞). Then for

any f ∈ F and any level j, we can find the closest element in the net, denoted πj(f). In

other words, there exists πj(f) s.t.

πj(f) ∈ Tj, 󰀂f − πj(f)󰀂∞ ≤ εj.

Let m be a positive integer to be determined later, we have the telescope sum together with

triangle inequality

E sup
f∈F

1

n

󰀏󰀏󰀏󰀏󰀏󰀏

n󰁛

i=1

f(Xi)λi

󰀏󰀏󰀏󰀏󰀏󰀏
≤ E sup

f∈F

1

n

󰀏󰀏󰀏󰀏󰀏󰀏

n󰁛

i=1

󰀃
f − πm(f)

󰀄
(Xi) · λi

󰀏󰀏󰀏󰀏󰀏󰀏

+
m󰁛

j=j0+1

E sup
f∈F

1

n

󰀏󰀏󰀏󰀏󰀏󰀏

n󰁛

i=1

󰀃
πj(f)− πj−1(f)

󰀄
(Xi) · λi

󰀏󰀏󰀏󰀏󰀏󰀏
.

Note that when j = j0 is small enough, Ω can be covered by πj0(f) ≡ 0.

Step 2: (Bounding the telescoping sum)

For a fixed j0 < j ≤ m, we consider the quantity

E sup
f∈F

1

n

󰀏󰀏󰀏󰀏󰀏󰀏

n󰁛

i=1

󰀃
πj(f)− πj−1(f)

󰀄
(Xi) · λi

󰀏󰀏󰀏󰀏󰀏󰀏
.

For simplicity we will denote ai = ai(f) as the coefficient 1
n

󰀃
πj(f)− πj−1(f)

󰀄
(Xi). Then we
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have

|ai| ≤
1

n

󰀐󰀐f − πj−1(f)
󰀐󰀐
∞ +

1

n

󰀐󰀐πj(f)− f
󰀐󰀐
∞ ≤ 1

n
(εj + εj−1) ≤

3εj
n

.

Since {λi}i∈[n] are independent subexponential random variables, we can apply Bernstein’s

inequality to the sum
󰁓

i aiλi. Let K = 3εj, we have

P

󰀻
󰁁󰀿

󰁁󰀽

󰀏󰀏󰀏󰀏󰀏󰀏

n󰁛

i=1

aiλi

󰀏󰀏󰀏󰀏󰀏󰀏
> t

󰀼
󰁁󰁀

󰁁󰀾
≤ 2 exp

󰀵

󰀷−cmin

󰀣
t2

󰀂a󰀂22
,

t

󰀂a󰀂∞

󰀤󰀶

󰀸

≤ 2 exp

󰀵

󰀷−cmin

󰀣
t2

K2/n
,

t

K/n

󰀤󰀶

󰀸

= 2 exp

󰀵

󰀷−cnmin

󰀣
t2

K2
,
t

K

󰀤󰀶

󰀸 ,

Then we can use the union bound to control the supreme. Define N = |Tj| · |Tj−1| ≤ |Tj|2,

P

󰀻
󰁁󰀿

󰁁󰀽
sup
f∈F

󰀏󰀏󰀏󰀏󰀏󰀏

n󰁛

i=1

aiλi

󰀏󰀏󰀏󰀏󰀏󰀏
> t

󰀼
󰁁󰁀

󰁁󰀾
≤ 2N exp

󰀵

󰀷−cnmin

󰀣
t2

K2
,
t

K

󰀤󰀶

󰀸 ∧ 1

= 2 exp

󰀵

󰀷logN − cnmin

󰀣
t2

K2
,
t

K

󰀤󰀶

󰀸 ∧ 1

≤ 2 exp

󰀣
logN − cn

t2

K2

󰀤
∧ 1 + 2 exp

󰀕
logN − cn

t

K

󰀖
∧ 1

and hence

E sup
f∈F

󰀏󰀏󰀏󰀏󰀏󰀏

n󰁛

i=1

aiλi

󰀏󰀏󰀏󰀏󰀏󰀏
=

󰁝 ∞

0

2 exp

󰀣
logN − cn

t2

K2

󰀤
∧ 1dt

+

󰁝 ∞

0

2 exp

󰀕
logN − cn

t

K

󰀖
∧ 1dt

=: I2 + I1.
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Compute them separately.

I1 =

󰁝 ∞

0

2 exp

󰀕
logN − cn

t

K

󰀖
∧ 1dt

=
K logN

cn
+

󰁝 ∞

K logN/cn

2 exp

󰀕
logN − cn

t

K

󰀖

=
K logN

cn
+

󰁝 ∞

0

2 exp

󰀕
−cn

t

K

󰀖

≤ CK
logN

n

I2 =

󰁝 ∞

0

2 exp

󰀣
logN − cn

t2

K2

󰀤
∧ 1dt

=

󰁵
K2 logN

cn
+

󰁝 ∞

√
K2 logN/cn

2 exp

󰀣
logN − cn

t2

K2

󰀤

=

󰁵
K2 logN

cn
+

󰁝 ∞

0

2 exp

󰀣
−cn

t2

K2
− 2

󰁳
cn logN

t

K

󰀤

≤
󰁵

K2 logN

cn
+

K√
cn logN

≤ CK

󰁵
logN

n
.

Therefore we concluded that for a fixed j,

E sup
f∈F

󰀏󰀏󰀏󰀏󰀏󰀏

n󰁛

i=1

aiλi

󰀏󰀏󰀏󰀏󰀏󰀏
≤ CK

󰀣
logN

n
+

󰁵
logN

n

󰀤
≲ εj

󰀣
logN

n
+

󰁵
logN

n

󰀤

Step 3: (Bounding the last entry)

For the last entry in the telescoping sum, similarly, we denote ai :=
1
n

󰀃
f − πm(f)

󰀄
(Xi) and
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we have |ai| ≤ εm/n. Then

sup
f∈F

󰀏󰀏󰀏󰀏󰀏󰀏

n󰁛

i=1

aiλi

󰀏󰀏󰀏󰀏󰀏󰀏
≤ εm

n

n󰁛

i=1

|λi|,

and the expectation satisfies

E sup
f∈F

󰀏󰀏󰀏󰀏󰀏󰀏

n󰁛

i=1

aiλi

󰀏󰀏󰀏󰀏󰀏󰀏
≤ εm

n

n󰁛

i=1

E |λi| ≲ εm.

Step 4: (Combining the bound and choosing m) Combining the two integrals together,

we deduce that for any X1, . . . , Xn ∈ Ω,

E sup
f∈F

1

n

󰀏󰀏󰀏󰀏󰀏󰀏

n󰁛

i=1

f(Xi)λi

󰀏󰀏󰀏󰀏󰀏󰀏
≤ C

󰀳

󰁃εm +
m󰁛

j=j0+1

εj

󰀣
logN (F , εj, 󰀂 · 󰀂∞)

n

+

󰁵
logN (F , εj, 󰀂 · 󰀂∞)

n

󰀤󰀴

󰁄 .

Then for any fixed α > 0, we can always choose m such that 2α ≤ εm < 4α and bound the

sum above with integral

E sup
f∈F

1

n

󰀏󰀏󰀏󰀏󰀏󰀏

n󰁛

i=1

f(Xi)λi

󰀏󰀏󰀏󰀏󰀏󰀏
≤ C

󰀣
2α +

1√
n

󰁝 ∞

α

󰁳
logN (F , u, 󰀂 · 󰀂∞)du

+
1

n

󰁝 ∞

α

logN (F , u, 󰀂 · 󰀂∞)du

󰀤
. (3.2)

Taking infimum over α completes the proof of the first inequality.

In particular, we are interested in the case where F is the class of all the bounded Lipschitz

functions. One can find the result in [88] or more explicit bound in [47] of the covering
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number of the Lipschitz function class. As a result, we have the following corollary.

Corollary 3.3 (Laplacian complexity for Lipschitz functions on the hypercube). Let Ω =

[0, 1]d with the 󰀂·󰀂∞ metric, and F be the set of all Lipschitz functions f on Ω with󰀂f󰀂Lip ≤ 1.

We have

Ln(F) ≤

󰀻
󰁁󰁁󰁁󰁁󰁁󰀿

󰁁󰁁󰁁󰁁󰁁󰀽

Cn−1/2 if d = 1,

C log n · n−1/2 if d = 2,

Cd−1n−1/d if d ≥ 3.

Proof. For Ω = [0, 1]d with l∞-norm, we have diam(Ω) = 1 and the covering number

N ([0, 1]d, u, 󰀂 · 󰀂∞) ≤ u−d.

Then, as the domain Ω = [0, 1]d is connected and centered, we can apply the bound for the

covering number of F from [95, Theorem 17]:

N (F , u, 󰀂 · 󰀂∞) ≤
󰀓
2
󰀉
2/u

󰀊
+ 1

󰀔
2N([0,1]

d,u/2,󰀂·󰀂∞),

=⇒ logN (F , u, 󰀂 · 󰀂∞) ≲ N (Ω, u/2, 󰀂 · 󰀂∞) ≲ (u/2)−d.

Applying the inequality above to (3.2), we get

Ln ≤ C

󰀕
2α +

1√
n

󰁝 ∞

α

(u/2)−d/2du+
1

n

󰁝 ∞

α

(u/2)−ddu

󰀖
. (3.3)

Compute the integral for the case d = 2 and d ≥ 3,

Ln(f) ≤

󰀻
󰁁󰁁󰁁󰁁󰁁󰀿

󰁁󰁁󰁁󰁁󰁁󰀽

C

󰀣
2α +

2√
n
log

2

α
+

2

n

󰀕
α

2

󰀖−1
󰀤

if d = 2.

C

󰀣
2α +

2√
n
· 1

d
2
− 1

󰀕
α

2

󰀖1− d
2

+
2

n
· 1

d− 1

󰀕
α

2

󰀖1−d
󰀤

if d ≥ 3.

27



Choosing α = 2n−1/d finishes the cases for d ≥ 2.

When d = 1, the Dudley integral in (3.3) is divergent. However, note that diam(F) ≤ 2 and

hence logN (F , u, 󰀂 · 󰀂∞) = 0 for u > 1. From (3.2), we have

Ln(F) ≤ C

󰀣
2α +

1√
n

󰁝 1

α

(u/2)−1/2du+
1

n

󰁝 1

α

(u/2)−1du

󰀤

≤ C

󰀣
2α +

2(
√
2−

√
α)√

n
+

2

n
log

1

α

󰀤
.

The optimal choice of α is α ∼ n−1/2, which gives us the result for d = 1.

Discrete Laplacian complexity Laplacian complexity can be useful for differential pri-

vacy algorithms based on the Laplacian mechanism [34]. However, since PSMM perturbs

counts in each subregion, it is more convenient for us to add integer noise to the true counts.

Instead, we will use the worst-case discrete Laplacian complexity defined below:

󰁨Ln(F) := sup
X1,...,Xn∈Ω

E

󰀵

󰀹󰀷sup
f∈F

󰀏󰀏󰀏󰀏󰀏󰀏
1

n

n󰁛

i=1

λif(Xi)

󰀏󰀏󰀏󰀏󰀏󰀏

󰀶

󰀺󰀸 , (3.4)

where λ1, . . . ,λn ∼ LapZ(1) are i.i.d. discrete Laplacian random variables.

In particular, LapZ(1) has a bounded sub-exponential norm, therefore the proof of Proposi-

tion 3.2 works for discrete Laplacian random variables as well. Consequently, Corollary 3.3

also holds for 󰁨Ln(F), with a different absolute constant C.

3.1.2 Privacy and Accuracy of Algorithm 1

The privacy guarantee of Algorithm 1 can be proved by checking the definition. The essence

of the proof is the same as the classical Laplacian mechanism [34].
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Proposition 3.4 (Privacy of Algorithm 1). Algorithm 1 is ε-differentially private.

Proof. It suffices to prove that the steps from X to the sign measure ν in Algorithm 1 is

ε-differentially private since the remaining steps are only based on ν. Notice that both µY , ν

are supported on Y1, . . . , Ym, we can identify the two discrete measures as m dimensional

vectors in the standard simplex, denoted µY , ν, respectively. Consider two data sets X1 and

X2 differ in one point. Suppose we deduced µY1 , µY2 and ν1, ν2 through the first four steps

of Algorithm 1 from X1,X2, respectively. We know two vectors µY1 , µY2 are different at one

coordinate, where the difference is bounded by 1/n.

Then

P {ν1 = η}
P {ν2 = η} =

m󰁜

i=1

P
󰀋
λi = n(η − µY1)i

󰀌

P
󰀋
λi = n(η − µY2)i

󰀌 =
m󰁜

i=1

exp(−εn|(η − µY1)i|)
exp(−εn|(η − µY2)i|)

≤ exp
󰀃
εn󰀂µY2 − µY1󰀂1

󰀄
≤ eε.

By writing P {νi ∈ S} =
󰁓

η∈S P {νi = η} for i = 1, 2, the inequality above implies Algo-

rithm 1 is ε-differentially private.

We now turn to accuracy. The linear programming problem stated in Algorithm 2 has

(2m2+2m) many variables and (m+1) many constraints, which can be solved in polynomial

time in m. We first show that Algorithm 2 indeed outputs the closest probability measure

to ν in the dBL-distance in the next proposition.

Proposition 3.5. For a discrete signed measure ν on Ω, Algorithm 2 gives its closest prob-

ability measure in dBL-distance with the same support set with a polynomial running time in

m.
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Proof. For two signed measures τ, ν supported on Y , the dBL-distance between τ and ν is

dBL(τ, ν) = sup
󰀂f󰀂Lip≤1

󰀏󰀏󰀏󰀏󰀏󰀏

m󰁛

i=1

f(yi)
󰀃
τ({yi})− ν({yi})

󰀄
󰀏󰀏󰀏󰀏󰀏󰀏
.

For simplicity, we denote fi = f(yi), νi = ν({yi}) and τi = τ({yi}). Then we note that for

any f with 󰀂f󰀂Lip ≤ 1, only (fi)i∈[m] matters in the definition above. Therefore, suppose ν

and τ are fixed, computing the dBL-distance is equivalent to the following linear programming

problem:

max
m󰁛

i=1

(νi − τi)fi

s.t. fi − fj ≤ 󰀂yi − yj󰀂∞, ∀i, j ≤ m, i ∕= j,

− fi + fj ≤ 󰀂yi − yj󰀂∞, ∀i, j ≤ m, i ∕= j,

− 1 ≤ fi ≤ 1, ∀i ≤ m.

After a change of variable f ′
i = fi + 1, we can rewrite it as

max
m󰁛

i=1

(νi − τi)f
′
i −

󰀃
ν(Ω)− 1

󰀄

s.t. f ′
i − f ′

j ≤ 󰀂yi − yj󰀂∞, ∀i, j ≤ m, i ∕= j,

− f ′
i + f ′

j ≤ 󰀂yi − yj󰀂∞, ∀i, j ≤ m, i ∕= j,

0 ≤ f ′
i ≤ 2, ∀i ≤ m.

Next, we can consider the dual problem of the linear programming problem above. The

duality theory in linear programming [91, Chapter 12] showed that the original problem and

the dual problem have the same optimal solution. Let uij, u
′
ij ≥ 0 be the dual variable for
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the linear constraints about f ′
i − f ′

j and −f ′
i + f ′

j, and let vi ≥ 0 be the dual variable for the

equation f ′
i ≤ 2. As the linear programming above is in the standard form, by the duality

theory, it is equivalent to

min
󰁛

i ∕=j

󰀂yi − yj󰀂∞(uij + u′
ij) + 2 vi −

󰀃
ν(Ω)− 1

󰀄

s.t.
󰁛

j ∕=i

(uij − u′
ij) + vi ≥ νi − τi, ∀i ≤ m,

uij, u
′
ij, vi ≥ 0 ∀i, j ≤ m, i ∕= j.

To find the minimizer τ for a given ν, we regard τi as variables and add the constraints of

τ being a probability measure. Also, we can eliminate the constant ν(Ω) − 1 in the target

function. So we get the linear programming problem:

min
󰁛

i ∕=j

󰀂yi − yj󰀂∞(uij + u′
ij) + 2 vi

s.t.
󰁛

j ∕=i

(uij − u′
ij) + vi + τi ≥ νi, ∀i ≤ m,

m󰁛

i=1

τi = 1,

uij, u
′
ij, vi, τi ≥ 0 ∀i, j ≤ m, i ∕= j.

There are 2m2 variables in total and m + 1 linear constraints, and the minimizer (τi)
m
i=1 is

what we want.

Now we are ready to analyze the accuracy of Algorithm 1. In PSMM, independent Laplacian

noise is added to the count of each sub-region. Therefore, the Laplacian complexity arises

when considering the expected Wasserstein distance between the original empirical measure

and the synthetic measure.
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Theorem 3.6 (Accuracy of Algorithm 1). Suppose (Ω1, . . . ,Ωm) is a partition of (Ω, ρ) and

F is the set of all functions with Lipschitz norm bounded by 1. Then the measure ν̂ generated

from Algorithm 1 satisfies

EW1(µX , ν̂) ≤ max
i

diam(Ωi) +
2m

εn
󰁨Lm(F).

Proof. We transformed the original data measure µX with three steps: µX −→ µY −→ ν −→

ν̂.

Step 1: For the first step in the algorithm, we have W1(µX , µY) ≤ maxi diam(Ωi). This

follows from the definition of 1-Wasserstein distance.

Step 2: In this step, ν is no longer a probability measure, and we consider dBL(µY , ν)

instead:

EdBL(µY , ν) = E sup
󰀂f󰀂Lip≤1

󰀏󰀏󰀏󰀏
󰁝

fdµY −
󰁝

fdν

󰀏󰀏󰀏󰀏

= E sup
󰀂f󰀂Lip≤1

󰀏󰀏󰀏󰀏󰀏󰀏

m󰁛

i=1

f(yi)

󰀕
ni

n
+

λi

n
− ni

n

󰀖󰀏󰀏󰀏󰀏󰀏󰀏
=

m

εn
󰁨Lm(F), (3.5)

where F is the function class of f with 󰀂f󰀂Lip

Step 3: For the last step, we have dBL(ν, ν̂) ≤ dBL(µY , ν) because ν̂ is the closest probability

measure to ν from Proposition 3.5. As a result, we have

W1(µX , ν̂) = dBL(µX , ν̂) ≤ dBL(µX , µY) + dBL(µY , ν) + dBL(ν, ν̂)

≤ W1(µX , µY) + 2dBL(µY , ν)

≤ max
i

diam(Ωi) + 2dBL(µY , ν).

After taking the expectation, we can apply (3.5) to get the desired inequality.
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Note that diam(Ωi) ≍ m−1/d can be satisfied when we take a partition of Ω = [0, 1]d where

each Ωi is a subcube of the same size. Using the formula above and the result of Laplacian

complexity for the hypercube in Corollary 3.3, one can easily deduce the following result.

Corollary 3.7 (Accuracy of Algorithm 1 on the hypercube). Take m = ⌈εn⌉ and let

(Ω1, . . . ,Ωm) be a partition of Ω = [0, 1]d with the norm 󰀂 · 󰀂∞. Assume that diam(Ωi) ≍

m−1/d. Then the measure ν̂ generated from Algorithm 1 satisfies

EW1(µX , ν̂) ≤

󰀻
󰁁󰁁󰁁󰁁󰁁󰀿

󰁁󰁁󰁁󰁁󰁁󰀽

C(εn)−
1
2 if d = 1,

C log(εn)(εn)−
1
2 if d = 2,

C(εn)−
1
d if d ≥ 3.

Proof. Using Theorem 3.6, we have

EW1(µX , ν̂) ≤ max
i

diam(Ωi) +
2m

εn
󰁨Lm(F).

By assumption we have maxi diam(Ωi) ≍ m−1/d ≍ (εn)−1/d. And by 3.3 we have the bound

for the Laplacian complexity

󰁨Lm(F) ≤

󰀻
󰁁󰁁󰁁󰁁󰁁󰀿

󰁁󰁁󰁁󰁁󰁁󰀽

C(εn)−1/2 if d = 1,

C log n · (εn)−1/2 if d = 2,

C(εn)−1/d if d ≥ 3.

When d ≥ 3, the two terms are comparable. And when d = 1, 2, the Laplacian complexity

dominates the error. Combining the two inequalities gives the result.
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3.2 Private measure mechanism (PMM)

3.2.1 Binary partition and noisy counts

In the PMM algorithm, we continue the methodology of partitioning the domain Ω and

perturbing the count in each subregion with independent noises to ensure privacy. Recall

that PSMM from Section 3.1 only requires the diameters of the subregions to be small enough

to guarantee accuracy. In this section, we will show that applying the binary hierarchical

partition in Definition 2.7 will reduce the 1-Wasserstein error as well as the time complexity

of the algorithm.

Let (Ωθ)θ∈{0,1}≤r be a binary partition of Ω as proposed in Definition 2.7. Given true data

(X1, . . . , Xn) ∈ Ωn, the true count nθ is the number of data points in the region Ωθ, i.e.

nθ :=
󰀏󰀏󰀏
󰀋
i ∈ [n] : Xi ∈ Ωθ

󰀌󰀏󰀏󰀏 .

We will convert true counts into noisy counts n′
θ by adding Laplacian noise; all regions on

the same level will receive noise of the same expected magnitude. Formally, we set

n′
θ := (nθ + λθ)+ , where λθ ∼ LapZ(σj),

and j ∈ {0, . . . , r} is the level of θ. At this point, the magnitudes of the noise σj can be

arbitrary.
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3.2.2 Consistency

The true counts nθ are non-negative and consistent, i.e., the counts of subregions always add

up to the count of the region:

nθ0 + nθ1 = nθ for all θ ∈ {0, 1}≤r−1.

The noisy counts n′
θ are non-negative, but not necessarily consistent. Algorithm 3 enforces

consistency by adjusting the counts iteratively, from top to bottom. In the case of the

deficit, when the sum of the two subregional counts is smaller than the count of the region,

we increase both subregional counts. In the opposite case or surplus, we decrease both

subregional counts. Apart from this requirement, we are free to distribute the deficit or

surplus between the subregional counts.

It is convenient to state this requirement by considering a product partial order on Z2
+, where

we declare that (a0, a1) ≼ (b0, b1) if and only if a0 ≤ b0 and a1 ≤ b1. We call the two vectors

a, b ∈ Z2 comparable if either a ≼ b or b ≼ a. Furthermore, L(a) denotes the line x + y = a

on the plane.

Algorithm 3 Consistency

Input: non-negative numbers (n′
θ)θ∈{0,1}≤r , where n′ is a nonnegative integer.

set m := n′.
for j = 0, . . . , r − 1 do

for θ ∈ {0, 1}j do
transform the vector (n′

θ0, n
′
θ1) ∈ Z2

+ into any comparable vector (mθ0,mθ1) ∈
Z2

+ ∩ L(mθ).
end for

end for
Output: non-negative integers (mθ)θ∈{0,1}≤r .

At each step, Algorithm 3 uses a transformation fθ : Z2
+ → Z2

+ ∩ L(mθ). It can be chosen

arbitrarily; the only requirement is that fθ(x) be comparable with x. The comparability

requirement is natural and non-restrictive. For example, the uniform transformation selects
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the closest point in the discrete interval Z2
+ ∩L(mθ) in (say) the Euclidean metric. Alterna-

tively, the proportional transformation selects the point in the discrete interval Z2
+ ∩ L(mθ)

that is closest to the line that connects the input vector and the origin.

3.2.3 PMM algorithm and its privacy and accuracy

Algorithm 3 ensures that its output counts mθ are non-negative, integer, and consistent.

They are also private since they are generated from a function of the noisy counts n′
θ,

which are private as we proved. Therefore, the counts mθ can be used to generate private

synthetic data by putting mθ points in cell Ωθ. We now present Algorithm 4, Private Measure

Mechanism.

Algorithm 4 Private Measure Mechanism

Input: true data X = (x1, . . . , xn) ∈ Ωn, noise magnitudes σ0, . . . , σr > 0.

(Compute true counts) Let nθ be the number of data points in Ωθ.

(Add noise) Let n′
θ := (nθ + λθ)+, where λθ ∼ LapZ(σj) are i.i.d. random variables,

(Enforce consistency) Convert the noisy counts (n′
θ) to consistent counts (mθ) using

Algorithm 3.

(Sample) Choose any mθ points in each cell Ωθ, θ ∈ {0, 1}r independently of X .

Output: the set of all these points as synthetic data Y = (y1, . . . , ym) ∈ Ωm.

We first prove that Algorithm 4 is differentially private. The proof idea is similar to the

classic Laplacian mechanism. But now our noise is of differential scale for each level, so

more delicate calculations are needed.

Theorem 3.8 (Privacy of Algorithm 4). The vector of noisy counts (nθ+λθ) in Algorithm 4

is ε-differentially private, where

ε =
r󰁛

j=0

1

σj

.

Consequently, the synthetic data Y generated by Algorithm 4 is ε-differentially private.
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Proof. Consider the map F (X ) = (nθ) that transforms the input data into the vector of

counts. Suppose a pair of input data X and X̃ differ in one point xi. Consider the corre-

sponding vectors of counts (nθ) and (ñθ). For each level j = 0, . . . , r, the vectors of counts

differ for a single θ ∈ {0, 1}j, namely for the θ that corresponds to the region Ωθ containing

xi. Moreover, whenever such a difference occurs, we have |nθ − ñθ| = 1. Thus, extending the

vector (σj)
r
j=0 to (σθ)θ∈{0,1}≤r trivially (by converting σj to σθ for all θ ∈ {0, 1}j), we have

󰀐󰀐󰀐F (X )− F (X̃ )
󰀐󰀐󰀐
ℓ1(σ)

=
r󰁛

j=0

1

σj

󰁛

θ∈{0,1}j
|nθ − ñθ| =

r󰁛

j=0

1

σj

= ε.

Applying Lemma 2.5, we conclude that the map X 󰀁→ (nθ+λθ) is ε-differentially private.

We now turn to its accuracy. The accuracy is determined by the magnitudes of the noise σj

and by the multiscale geometry of the domain Ω. The latter is captured by the diameters of

the regions Ωθ, specifically by their sum at each level, which we denote

∆j :=
󰁛

θ∈{0,1}j
diam(Ωθ) (3.6)

and adopt the notation ∆−1 := ∆0 = diam(Ω). In addition to ∆j, the accuracy is affected

by the resolution of the partition, which is the maximum diameter of the cells, denoted by

δ := max
θ∈{0,1}r

diam(Ωθ).

Theorem 3.9 (Accuracy of Algorithm 4). Algorithm 4 that transforms true data X into

synthetic data Y has the following expected accuracy in the Wasserstein metric:

EW1 (µX , µY) ≤
2
√
2

n

r󰁛

j=0

σj∆j−1 + δ.

Here µX and µY are the empirical probability distributions on the true and synthetic data,
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respectively.

The detailed proof to Theorem 3.9 is deferred to Section 3.2.4.

The privacy and accuracy guarantees of Algorithm 4 (Theorems 3.8 and 3.9) hold for any

choice of noise levels σj. By optimizing σj, we can achieve the best accuracy for a given level

of privacy.

Theorem 3.10 (Optimized accuracy). With the optimal choice of magnitude levels (3.7),

Algorithm 4 that transforms true data X into synthetic data Y is ε-differential private, and

has the following expected accuracy in the 1-Wasserstein distance:

EW1 (µX , µY) ≤
√
2

εn

󰀓 r󰁛

j=0

󰁳
∆j−1

󰀔2

+ δ.

Here µX and µY are the empirical measures of the true and synthetic data, respectively.

Proof. We will use the Lagrange multipliers procedure to find the optimal choices of σj.

Given the maximal layer r, recall Theorem 3.8, we should use our privacy budget as

ε =
r󰁛

j=0

1

σj

.

Therefore, we aim to minimize the accuracy bound with the specified privacy budget, namely

minimizeEW1(µX , µY) s.t. ε =
r󰁛

j=0

1

σj

.

Recall the result in Theorem 3.9. Here ε, n are given and δ is fixed as long as we determine

the maximal level r. So the minimization problem is

minimize
r󰁛

j=0

σj∆j−1 s.t. ε =
r󰁛

j=0

1

σj

.
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Consider the Lagrangian function

f(σ0, . . . , σr; t) :=
r󰁛

j=0

σj∆j−1 − t

󰀳

󰁃
r󰁛

j=0

1

σj

− ε

󰀴

󰁄

and the corresponding equation

∂f

∂σ0

= · · · = ∂f

∂σr

=
∂f

∂t
= 0.

One can easily check that the equations above have a unique solution

σj =
S

ε
󰁳

∆j−1

where S =
r󰁛

j=0

󰁳
∆i−1. (3.7)

and it is indeed a minimal point for f(σ0, . . . , σr; t).

As a result, if we fix ε and want Algorithm 4 to be ε-differentially private, we should choose

the noise magnitudes as (3.7). Substituting these noise magnitudes into the accuracy Theo-

rem 3.9, we see that the accuracy gets bounded by
√
2

εn
S2 + δ.

Corollary 3.11 (Optimized accuracy for hypercubes). When Ω = [0, 1]d equipped with the

ℓ∞ metric, with the optimal choice of magnitude levels (3.7) and the optimal choice of

r =

󰀻
󰁁󰁁󰀿

󰁁󰁁󰀽

log2(εn)− 1 if d = 1,

log2(εn) if d ≥ 2,

we have

EW1(µX , µY) ≲

󰀻
󰁁󰁁󰀿

󰁁󰁁󰀽

log2(εn)

εn
, if d = 1,

(εn)−1/d, if d ≥ 2.
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Proof. Let Ω = [0, 1] with the ℓ∞ metric. The natural hierarchical binary decomposition of

[0, 1] (cut through the middle) makes subintervals of length diam(Ωθ) = 2−j for θ ∈ {0, 1}j,

so ∆j = 1 for all j, and the resolution is δ = 2−r. Theorem 3.10 makes ε-differential private

synthetic data with accuracy

EW1 (µX , µY) ≤
√
2(r + 1)2

εn
+ 2−r.

A nearly optimal choice for r is r = log2(εn)− 1, which yields

EW1 (µX , µY) ≤
(2 +

√
2) log22(εn)

εn
.

The optimal noise magnitudes, per (3.7), are σj = log22(εn)/ε. In other words, the noise does

not decay with the level.

Let Ω = [0, 1]d for d > 1. The natural hierarchical binary decomposition of [0, 1]d (cut

through the middle along a coordinate hyperplane) makes subintervals of length diam(Ωθ) ≍

2−j/d for θ ∈ {0, 1}j, so ∆j = 2j · 2−j/d = 2(1−1/d)j for all j, and the resolution is δ = 2−r/d.

Thus,

S =
r󰁛

j=0

󰁳
∆j−1 ∼ 2

1
2
(1− 1

d
)r.

Theorem 3.10 makes a ε-differential private synthetic data with accuracy

EW1 (µX , µY) ≲
2(1−

1
d
)r

εn
+ 2−r/d.

A nearly optimal choice for the depth of the partition is r = log2(εn), which yields

EW1 (µX , µY) ≲ (εn)−1/d.
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The optimal noise magnitudes, per (3.7), are

σj ∼ ε−12
1
2
(1− 1

d
)(r−j).

Thus, the noise decays with the level j, becoming O(1) per region for the smallest regions.

Example 3.12 (Computational efficiency of Algorithm 4). Since a binary hierarchical par-

tition has 2r cells in total, the running time of Algorithm 4 is O(2r). When Ω = [0, 1]d, with

the same optimal choice of r in Corollary 3.11, the running time of PMM becomes O(εdn).

3.2.4 Proof of Theorem 3.9

For the proof of Theorem 3.9, we introduce a quantitative notion for the incomparability of

two vectors on the plane. For vectors a, b ∈ Z2
+, we define

flux(a, b) :=

󰀻
󰁁󰁁󰀿

󰁁󰁁󰀽

0 if a and b are comparable,

min
󰀃
|a1 − b1| , |a2 − b2|

󰀄
otherwise.

Lemma 3.13 (Flux as incomparability). flux(a, b) is the ℓ∞-distance from a to the set of

points that are comparable to b.

Proof. If a, b are comparable, both values are zero. If a, b is not comparable, we can assume

a1 > b1, a2 < b2 without loss of generality. The set of points that are comparable to b is

{(x1, x2) ∈ Z2
+ | x1 ≤ b1, x2 ≤ b2} ∪ {(x1, x2) ∈ Z2

+ | x1 ≥ b1, x2 ≥ b2}.

Note that the distance from a to the first set is |a1 − b1| and the distance from a to the

second set is |a2 − b2|. Then flux(a, b) is the smaller one of the two distances, which is also

the distance from a to the union set.
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For example, if a = (1, 9) and b = (6, 7), then flux(a, b) = 2. Note that a has a distance 2 to

the vector (1, 7) which is comparable with b.

Lemma 3.14 (Flux as transfer). Suppose we have two bins with a1 and a2 balls in them.

Then one can achieve b1 and b2 balls in these bins by:

(a) first making the total number of balls correct by adding a total of (b1 + b2) − (a1 − a2)

balls to the two bins (or removing, if that number is negative);

(b) then transferring flux
󰀃
(a1, a2), (b1, b2)

󰀄
balls from one bin to the other.

Proof. Case 1: a = (a1, a2) and b = (b1, b2) are comparable. If a ≼ b, remove b1 − a1 balls

from bin 1 and b2 − a2 balls from bin 2 to achieve the result. If b ≼ a, adding a1 − b1 balls

to bin 1 and a2 − b2 balls to bin 2 to achieve the result.

Case 2: a = (a1, a2) and b = (b1, b2) are incomparable. Without loss of generality, we can

assume that a1 − b1 ≥ 0, a2 − b2 ≤ 0.

Assume first that a1 − b1 ≥ b2 − a2. Then flux(a, b) = b2 − a2 := M . Then ∆ =: (a1 +

a2) − (b1 + b2) > 0. Removing ∆ balls from bin 1 and transferring M balls from bin 1

to bin 2 achieves the result. Note that there are enough balls in bin 1 to transfer, since

M +∆ = a1 − b1 ∈ [0, a1].

Now assume that a1 − b1 ≤ b2 − a2. Then flux(a, b) = a1 − b1 := M . Then ∆ =: (b1 + b2)−

(a1+ a2) > 0. Adding ∆ balls to bin 2 and transferring M balls from bin 1 to bin 2 achieves

the result.

For example, suppose that one bin has 1 ball and the other has 9. Then we can achieve 6

and 7 balls in these bins by first adding 3 balls to the first bin and transferring 2 balls from

the second to the first bin. As we noted above, 2 is the flux between the vectors (1, 9) and

b = (6, 7).
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Lemma 3.14 can be generalized to the hierarchical binary partition of Ω as follows.

Lemma 3.15. Consider any data set X ∈ Ωn, and let (nθ)θ∈{0,1}r be its counts. Consider

any consistent vector of non-negative integers (mθ)θ∈{0,1}r . Then one can transform X into

a set Z ∈ Ωm that has counts (mθ)θ∈{0,1}r by:

(a) first making the total number of points correct by adding a total of m−n points to Ω (or

remove, if that number is negative);

(b) then transferring flux
󰀃
(nθ0, nθ1), (mθ0,mθ1)

󰀄
points from Ωθ0 to Ωθ1 or vice versa, for

all j = 0, . . . , r − 1 and θ ∈ {0, 1}j.

Proof. First, we make the total number of points in Ω correct by adding m− n points to Ω

(or removing, if that number is negative).

Apply Lemma 3.14 for the two parts of Ω: bin Ω0 that contains n0 points and bin Ω1 that

contains n1 points. Since Ω already contains the correct total number of points m, we can

make the two bins contain the correct number of points, i.e. m0 and m1 respectively, by

transferring flux
󰀃
(n0, n1), (m0,m1)

󰀄
points from one bin to the other.

Apply Lemma 3.14 for the two parts of Ω0: bin Ω00 that contains n00 points and bin Ω01

that contains n01 points. Since Ω0 already contains the correct number of points m0, we can

make the two bins contain the correct number of points, i.e. m00 and m01 respectively, by

transferring flux
󰀃
(n00, n01), (m00,m01)

󰀄
points from one bin to the other.

Similarly, since Ω1 already has the correct number of points m1, we can make Ω10 and Ω11

contain the correct number of pointsm10 andm11 by transferring flux
󰀃
(n00, n01), (m00,m01)

󰀄

points from one bin to the other.

Continuing this way, we can complete the proof. Note that the steps of the iteration proce-

dure we described are interlocked. Each next step determines which subregion the transferred
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points are selected from, and which subregion they are moved to in the previous step. For

example, the original step calls to add (or remove) m− n points to or from Ω, but does not

specify how these points are distributed between the two parts Ω0 and Ω1. The application

of Lemma 3.14 at the next step determines this.

Combining the concept of the flux and our algorithm, the following two lemmas are useful

in the proof of Theorem 3.9.

Lemma 3.16. In Algorithm 4, we have

flux
󰀃
(nθ0, nθ1), (mθ0,mθ1)

󰀄
≤ max

󰀃
|λθ0| ,|λθ1|

󰀄

for all j = 0, . . . , r − 1 and θ ∈ {0, 1}j.

Proof. We will derive this result from Lemma 3.13. First, let us compute the distance from

a = (nθ0, nθ1) to b′ = (n′
θ0, n

′
θ1) =

󰀃
(nθ0 + λθ0)+, (nθ1 + λθ1)+

󰀄
. Since the map x 󰀁→ x+ is

1-Lipschitz, we have
󰀐󰀐a− b′

󰀐󰀐
∞ ≤ max

󰀃
|λθ0| ,|λθ1|

󰀄
.

Furthermore, recall that by Algorithm 3, b′ is comparable to b = (mθ0,mθ1). An application

of Lemma 3.13 completes the proof.

Lemma 3.17. For any finite multisets U ⊂ V such that all elements in U are from Ω, one

has

W1(µU , µV ) ≤
󰀏󰀏V \ U

󰀏󰀏
|V | · diam(Ω).

Proof. Finding the 1-Wasserstein distance in the discrete case is equivalent to solving the

optimal transformation problem. In fact, we can obtain µU from µV by moving
󰀏󰀏V \ U

󰀏󰀏 atoms

of µV , each having mass 1/|V |, and distributing their mass uniformly over U . The distance
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for each movement is bounded by diam(Ω). Therefore the 1-Wasserstein distance between

µU and νV is bounded by |V \U |
|V | diam(Ω).

Proof of Theorem 3.9. Owing to Lemma 3.15 and Lemma 3.16, the creation of synthetic

data from the true data X 󰀁→ Y , described by Algorithm 4, can be achieved by the following

three steps.

1. Transform the n-point input set X to an m-point set X1 by adding or removing |m− n|

points.

2. Transform X1 to X2 by moving at most max
󰀃
|λθ0| ,|λθ1|

󰀄
many data points for each

j = 0, 1, . . . , r − 1 and θ ∈ {0, 1}j between the two parts of the region Ωθ.

3. Transforms X2 to the output data Y by relocating points within their cells.

We will analyze the accuracy of these steps one at a time.

Analyzing Step 2. The total distance the points are moved at this step is bounded by

r−1󰁛

j=0

󰁛

θ∈{0,1}j
max

󰀃
|λθ0| ,|λθ1|

󰀄
diam(Ωθ) =: D. (3.8)

Since |X1| = m, it follows that

W1(µX1 , µX2) ≤
D

m
. (3.9)

Combining Steps 1 and 2. Recall that step 1 transforms the input data X with |X | = n

into X1 with |X1| = m = n+ sign(λ) · ⌊|λ|⌋ by adding or removing points, depending on the

sign of λ.
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Case 1: λ ≥ 0. Here X1 is obtained from X by adding ⌊λ⌋ points, so Lemma 3.17 gives

W1(µX , µX1) ≤
λ

m
·∆0.

Combining this with (3.9) by triangle inequality, we conclude that

W1(µX , µX2) ≤
λ∆0 +D

m
≤ λ∆0 +D

n
.

Case 2: λ < 0. Here X1 is obtained from X by removing a set X0 of n −m = ⌊|λ|⌋ points.

Furthermore, by our analysis of step 2, X2 is obtained from X1 by moving points the total

distance at most D. Therefore, X2 ∪ X0 (as a multiset) is obtained from X = X1 ∪ X0 by

moving points the total distance at most D, too. (The points in X0 remain unmoved.) Since

|X | = n, it follows that

W1(µX , µX2∪X0) ≤
D

n
.

Moreover, Lemma 3.17 gives

W1(µX2 , µX2∪X0) ≤
|X0|

|X2 ∪ X0|
· diam(Ω) ≤ |λ|∆0

n
.

(Here we used that the multiset X2 ∪ X0 has the same number of points as X , which is n.)

Combining the two bounds by triangle inequality, we obtain

W1(µX , µX2) ≤
|λ|∆0 +D

n
. (3.10)

In other words, this bound holds in both cases.

Analyzing Step 3. This step is the easiest to analyze: since Y is obtained from X2 by

relocating the points are relocated within their cells, and the maximal diameter of the cells

is δ, we have W1(µX2 , µY) ≤ δ. Combining this with (3.10) by triangle inequality, we conclude
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that

W1(µX , µY) ≤
|λ|∆0 +D

n
+ δ.

Taking expectation. Recall the definition of D from (3.8). We get

EW1(µX , µY) ≤
1

n

󰀵

󰀷E
󰀅
|λ|

󰀆
∆0 +

r−1󰁛

j=0

󰁛

θ∈{0,1}j
E
󰁫
max

󰀃
|λθ0| ,|λθ1|

󰀄󰁬
diam(Ωθ)

󰀶

󰀸+ δ.

Since λ ∼ LapZ(σ0), we have E
󰀅
|λ|

󰀆
≤ (E(λ)2)1/2 ≤

√
2σ0. Similarly, since λθ0 and λθ1 are

independent LapZ(σj+1) random variables, E
󰁫
max

󰀃
|λθ0| ,|λθ1|

󰀄󰁬
≤ 2

√
2σj+1. Substituting

these estimates and rearranging the terms of the sum will complete the proof.
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Chapter 4

Data with Low-dimensional Structure

For the general synthetic data algorithm on ([0, 1]d, 󰀂 · 󰀂∞) we introduce in the last chapter,

both PSMM and PMM has a factor n−1/d in the 1-Wasserstein error bound, according to

Theorem 3.6 and Theorem 3.9. Such factor implies that the 1-Wasserstein error converges to

0 when the size of input data set is sufficiently large. However, this bound becomes meaning-

less when data is from a high-dimensional spaces, such as the scenario where d = Ω(log n),

because the 1-Wasserstein distance is always naturally bounded by 1 for the probability

measures on ([0, 1]d, 󰀂 · 󰀂∞).

When the input data set has low-dimensional structure, such as lying on a d′-dimensional

subspace inside the hypercube [0, 1]d, it is natural to expect a better bound of n−1/d′ instead

of n−1/d. If such improvement is possible, we would overcome the curse of high dimensionality

as we are capable of generating synthetic data in high-dimensional spaces. In this chapter,

we will introduce an algorithm that captures the low-dimensional structure of the input data

while applying general synthetic data algorithms.

In this section, we work with data in the Euclidean space Rd and d′ < d. For convenience,

the data matrix X = [X1, . . . , Xn] ∈ Rd×n also indicates the dataset (X1, . . . , Xn). We use
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A to denote a matrix and v,X as vectors. 󰀂 · 󰀂F denotes the Frobenius norm and 󰀂 · 󰀂 is

the operator norm of a matrix. Two sequences an, bn satisfies an ≲ bn if an ≤ Cbn for an

absolute constant C > 0. For a matrix V ∈ Rd×d′ with orthonormal column vectors, we also

use V to indicate the subspace spanned by the column vectors of V.

4.1 Outline of the main algorithm

From the input dataset X, we aim to generate synthetic data Y with differential privacy and

small error in 1-Wasserstein distance. The main algorithm Algorithm 5 can be summarized

as in the following four steps:

1. Construct a private covariance matrix 󰁦M. The private covariance is constructed by

adding a Laplacian random matrix to a centered covariance matrix M defined as

M =
1

n− 1

n󰁛

i=1

(Xi −X)(Xi −X)⊤, where X =
1

n

n󰁛

i=1

Xi. (4.1)

This step is presented in Algorithm 6.

2. Find a d′-dimensional subspace 󰁥Vd′ by taking the top d′ eigenvectors of 󰁦M. Then,

project the data onto a linear subspace. The new data obtained in this way are inside

a d′-dimensional ball. This step is summarized in Algorithm 7.

3. Generate a private measure in the d′ dimensional ball centered at the origin by adapting

methods in [53], where synthetic data generation algorithms were analyzed for data in

the hypercube. This is summarized in Algorithms 9 and Algorithm 8.

4. Add a private mean vector to shift the dataset back to a private affine subspace. Given

the transformations in earlier steps, some synthetic data points might lie outside the

hypercube. We then metrically project them back to the domain of the hypercube.
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Finally, we output the resulting dataset Y. This is summarized in the last two parts

of Algorithm 5.

The detailed steps of the algorithm is presented in Algorithm 5. And the following theorem

provides the privacy and accuracy of Algorithm 5. The proof of the theorem is deferred to

Section 4.4.

Theorem 4.1. Let Ω = [0, 1]d equipped with ℓ∞ metric and X = [X1, . . . , Xn] ∈ Ωn be a

dataset. For any 2 ≤ d′ ≤ d, Algorithm 5 outputs an ε-differentially private synthetic dataset

Y = [Y1, . . . , Ym] ∈ Ωm for some m ≥ 1 in polynomial time such that

EW1(µX, µY) ≲
󰁶󰁛

i>d′

σi(M) +

󰁵
d′d2.5

εn
+

󰁵
d

d′
(εn)−1/d′ , (4.2)

where σi(M) is the i-th largest eigenvalue value of M in (4.1).

Note that m, the size of the synthetic dataset Y, is not necessarily equal to n since the low-

dimensional synthetic data subroutine in Algorithm 5 creates noisy counts. See Chapter 3

for more details.

Optimality There are three terms on the right-hand side of (4.20). The first term is the

error from the rank-d′ approximation of the covariance matrix M. The second term is the

accuracy loss for private PCA after the perturbation from a random Laplacian matrix. The

optimality of this error term remains an open question. The third term is the accuracy loss

when generating synthetic data in a d′-dimensional subspace. Notably, the factor
󰁳

d/d′ is

optimal. This can be seen by the fact that a d′-dimensional section of the cube can be
󰁳

d/d′

times larger than the low-dimensional cube [0, 1]d
′
(e.g., if it is positioned diagonally). Com-

plementarily, [14] showed the optimality of the factor (εn)−1/d′ for generating d′-dimensional

synthetic data in [0, 1]d
′
. Therefore, the third term in (4.20) is necessary and optimal.
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Algorithm 5 Low-dimensional Synthetic Data

Input: True data matrix X = [X1, . . . , Xn], Xi ∈ [0, 1]d, privacy parameter ε.
(Private covariance matrix) Apply Algorithm 6 to X with privacy parameter ε/3 to

obtain a private covariance matrix 󰁦M.
(Private linear projection) Let Xpriv denote the private mean of the true dataset.
Choose a target dimension d′. Apply Algorithm 7 with privacy parameter ε/3 to shift and
project X onto a private d′-dimensional linear subspace.
(Low-dimensional synthetic data) Use subroutine in Section 4.3 to generate ε/3-DP
synthetic data X′ of size m depending on d′ = 2 or d′ ≥ 3.
(Adding the private mean vector) Shift the data back by X ′′

i = X ′
i +Xpriv.

(Metric projection) Define f : R → [0, 1] such that

f(x) =

󰀻
󰁁󰀿

󰁁󰀽

0 if x < 0;

x if x ∈ [0, 1];

1 if x > 1.

Then, for v ∈ Rd, we define f(v) to be the result of applying f to each coordinate of v.
Output: Synthetic data Y = [f(X ′′

1 ), . . . , f(X
′′
m)].

Improved accuracy When the original datasetX lies in an affine d′-dimensional subspace,

it implies σi(M) = 0 for i > d′ and EW1(µX, µY) ≲
󰁴

d′d2.5

εn
+

󰁴
d
d′ (εn)

−1/d′ . This is an

improvement from the accuracy rate O((εn)−1/d) for unstructured data in [0, 1]d in [14, 53]

when d ≤ nαn and d′ ≤ min{d
2
, 1
αn
} for 0 < αn ≤ 2

7
. For example, we can take αn to

be a constant in (0, 2
7
] or αn = 1

log logn
. This improved rate overcomes the curse of high

dimensionality.

Adaptive and private choices of d′ The target dimension d′ is a hyperparameter in

Algorithm 5. One can choose the value of d′ adaptively and privately based on singular

values of the private covariance matrix 󰁦M in Algorithm 6 such that

d′ := argmin
2≤k≤d

󰀣󰁶󰁛

i>d′

σi(󰁦M) +

󰁵
d

d′
(εn)−1/d′

󰀤
.

Discussion on such choice of d′ is referred to Section 4.5.
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Low-dimensional representation of X. The generated synthetic dataset Y is close to

a d′-dimensional subspace under the 1-Wasserstein distance, as shown in Proposition 4.8.

Running time The private linear projection step in Algorithm 5 has a running time

O(d2n) using the truncated SVD [70]. The low-dimensional synthetic data subroutine has

a running time polynomial in n for d′ ≥ 3 and linear in n when d′ = 2 [53]. Therefore,

the overall running time for Algorithm 5 is linear in n, polynomial in d when d′ = 2 and

is poly(n, d) when d′ ≥ 3. Although sub-optimal in the dependence on d′ for accuracy

bounds, one can also run Algorithm 5 in linear time by choosing PMM (Algorithm 8) in the

subroutine for all d′ ≥ 2.

4.2 Private linear projection

To reduce the dimension, we aim to find a d′ dimensional private linear affine subspace

and project data X onto it. Consider the d × n data matrix X = [X1, . . . , Xn], where

X1, . . . , Xn ∈ Rd. The rank of the covariance matrix 1
n
XX⊤ measures the dimension of the

linear subspace spanned by X1, . . . , Xn. If we subtract the mean vector and consider the

centered covariance matrix M in (4.1), then the rank of M indicates the dimension of the

affine linear subspace that X lives in.

4.2.1 Private centered covariance matrix

To guarantee the privacy of M, we add a symmetric Laplacian random matrix A to M to

create a private Hermitian matrix 󰁦M from Algorithm 6. The variance of entries in A is

chosen such that the following privacy guarantee holds:

Proposition 4.2. Algorithm 6 is ε-differentially private.
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Algorithm 6 Private Covariance Matrix

Input: Matrix X = [X1, . . . , Xn], privacy parameter ε.
(Computing the covariance matrix) Compute the mean X = 1

n

󰁓n
i=1 Xi and the

centered covariance matrix M.
(Generating a Laplacian random matrix) Generate i.i.d random variables λij ∼
Lap(σ), i ≤ j, where variance parameter σ = 3d2

εn
. Define a symmetric matrix A with

Aij = Aji =

󰀫
λij if i < j;

2λii if i = j,

Output: The noisy covariance matrix 󰁦M = M+A.

Proof. Before applying the definition of differential privacy, we compute the entries of M

explicitly. One can easily check that

M =
1

n

n󰁛

k=1

XkX
⊤
k − 1

n(n− 1)

󰁛

k ∕=ℓ

XkX
⊤
ℓ . (4.3)

Now, if there are neighboring datasetsX andX′, suppose Xk = (X
(1)
k , . . . , X

(d)
k )⊤ is a column

vector in X and X ′
k = (X ′

k
(1), . . . , X ′

k
(d))⊤ is a column vector in X′, and all other column

vectors are the same. Let M and M′ be the covariance matrix of X and X′, respectively.

Then we consider the density function ratio for the output of Algorithm 6 with input X and

X′:

denA(󰁦M−M)

denA(󰁦M−M′)
=

󰁜

i<j

denλij
((󰁦M−M)ij)

denλij
((󰁦M−M′)ij)

󰁜

i=j

den2λij
((󰁦M−M)ij)

den2λij
((󰁦M−M′)ij)

=
󰁜

i<j

exp
󰀓
− |(󰁦M−M)ij |

σ

󰀔

exp
󰀓
− |(󰁦M−M′)ij |

σ

󰀔
󰁜

i

exp
󰀓
− |(󰁦M−M)ii|

2σ

󰀔

exp
󰀓
− |(󰁦M−M′)ii|

2σ

󰀔

≤ exp

󰀳

󰁃
󰁛

i<j

󰀏󰀏󰀏Mij −M′
ij

󰀏󰀏󰀏 /σ +
󰁛

i

󰀏󰀏Mii −M′
ii

󰀏󰀏 /(2σ)

󰀴

󰁄

= exp

󰀳

󰁃 1

2σ

󰁛

i,j

󰀏󰀏󰀏Mij −M′
ij

󰀏󰀏󰀏

󰀴

󰁄 .
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As the datasets differs on only one data Xk, consider all entry containing Xk in (4.3), we

have

󰀏󰀏󰀏Mij −M′
ij

󰀏󰀏󰀏 ≤
1

n

󰀏󰀏󰀏X(i)
k X

(j)
k −X ′

k
(i)
X ′

k
(j)
󰀏󰀏󰀏+

1

n(n− 1)

󰁛

ℓ ∕=k

󰀏󰀏󰀏X(i)
k −X ′

k
(i)
󰀏󰀏󰀏Xℓ

(j)

+
1

n(n− 1)

󰁛

ℓ ∕=k

Xℓ
(i)
󰀏󰀏󰀏X(j)

k −X ′
k
(j)
󰀏󰀏󰀏

≤ 2

n
+

2

n(n− 1)
· 2(n− 1)

=
6

n
.

Therefore, substituting the result in the probability ratio implies

denA(󰁦M−M)

denA(󰁦M−M′)
≤ exp

󰀕
1

2σ
· d2 · 6

n

󰀖
= exp

󰀣
3d2

σn

󰀤
,

and when σ = 3d2

εn
, Algorithm 6 is ε-differentially private.

4.2.2 Noisy projection

The private covariance matrix 󰁦M induces private subspaces spanned by eigenvectors of 󰁦M.

We then perform a truncated SVD on 󰁦M to find a private d′-dimensional subspace 󰁥Vd′ and

project original data onto 󰁥Vd′ . Here, the matrix 󰁥Vd′ also indicates the subspace generated

by its orthonormal columns. The full steps are summarized in Algorithm 7.

Note that Algorithm 7 only guarantees privacy for the basis 󰁥v1, . . . , 󰁥vd′ for each 󰁥Xi, yet the

coordinates of 󰁥Xi in terms of 󰁥v1, . . . , 󰁥vd′ are not private. Synthetic data subroutines in the

next stage will output synthetic data on the private subspace 󰁥Vd′ based on 󰁥X. The privacy

analysis combines the two stages based on Lemma 2.4, and we state the results in Section 4.3.
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Algorithm 7 Noisy Projection

Input: True data matrix X = [X1, . . . , Xn], Xi ∈ [0, 1]d, privacy parameters ε, the private

covariance matrix 󰁦M from Algorithm 6, and a target dimension d′.

(Singular value decomposition) Compute top d′ orthonormal eigenvectors 󰁥v1, . . . , 󰁥vd′
of 󰁦M and denote 󰁥Vd′ = [󰁥v1, . . . , 󰁥vd′ ].

(Private centering) Compute X = 1
n

󰁓n
i=1 Xi. Let λ ∈ Rd be a random vector with

i.i.d. components of Lap(d/(εn)). Shift each Xi to Xi − (X + λ) for i ∈ [n].

(Projection) Project {Xi − (X + λ)}ni=1 onto the linear subspace spanned by 󰁥v1, . . . , 󰁥vd′ .
The projected data 󰁥Xi is given by 󰁥Xi =

󰁓d′

j=1〈Xi − (X + λ), 󰁥vj〉󰁥vj.

Output: The data matrix after projection 󰁥X = [ 󰁥X1 . . . 󰁥Xn].

4.2.3 Accuracy guarantee for noisy projection

The data matrix 󰁥X corresponds to an empirical measure µ󰁥X supported on the subspace 󰁥Vd.

In this subsection, we characterize the 1-Wasserstein distance between the empirical measure

µ󰁥X and the empirical measure of the centered dataset X −X1⊤, where 1 ∈ Rn is the all-1

vector. This problem can be formulated as the stability of a low-rank projection based on

a covariance matrix with additive noise. We first provide the following useful deterministic

lemma.

Lemma 4.3 (Stability of noisy projection). Let X be a d × n matrix and A be a d × d

Hermitian matrix. Let M = 1
n
XX⊤ with eigenvalues σ1 ≥ σ2 ≥ · · · ≥ σd. Let 󰁦M =

1
n
XX⊤ +A, 󰁥Vd′ be a d× d′ matrix whose columns are the first d′ orthonormal eigenvectors

of 󰁦M, and Y = 󰁥Vd′
󰁥V⊤

d′X. Let µX and µY be the empirical measures of column vectors of X

and Y, respectively. Then

W 2
2 (µX, µY) ≤

1

n
󰀂X−Y󰀂2F ≤

󰁛

i>d′

σi + 2d′󰀂A󰀂. (4.4)

Proof. Let 󰁥v1, . . . , 󰁥vd be a set of orthonormal eigenvectors for 󰁦M with the corresponding
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eigenvalues 󰁥σ1, . . . , 󰁥σd. Define four matrices whose column vectors are eigenvectors:

V = [v1, . . . , vd], 󰁥V = [󰁥v1, . . . , 󰁥vd],

Vd′ = [v1, . . . , vd′ ], 󰁥Vd′ = [󰁥v1, . . . , 󰁥vd′ ].

By orthogonality, the following identities hold:

d󰁛

i=1

󰀂v⊤i X󰀂22 =
d󰁛

i=1

󰀂󰁥v⊤i X󰀂22 = 󰀂X󰀂2F ,

󰁛

i>d′

󰀂v⊤i X󰀂22 = 󰀂X−Vd′V
⊤
d′X󰀂2F ,

󰁛

i>d′

󰀂󰁥v⊤i X󰀂22 = 󰀂X− 󰁥Vd′
󰁥V⊤

d′X󰀂2F .

Separating the top d′ eigenvectors from the rest, we obtain

󰁛

i≤d′

󰀂v⊤i X󰀂22 + 󰀂X−Vd′V
⊤
d′X󰀂2F =

󰁛

i≤d′

󰀂󰁥v⊤i X󰀂22 + 󰀂X− 󰁥Vd′
󰁥V⊤

d′X󰀂2F .

Therefore

󰀂X− 󰁥Vd′
󰁥V⊤

d′X󰀂2F =
󰁛

i≤d′

󰀂v⊤i X󰀂22 −
󰁛

i≤d′

󰀂󰁥v⊤i X󰀂22 + 󰀂X−Vd′V
⊤
d′X󰀂2F

= n
󰁛

i≤d′

σi − n
󰁛

i≤d′

󰁥v⊤i M󰁥vi + n
󰁛

i>d′

σi

= n
󰁛

i≤d′

σi − n
󰁛

i≤d′

󰁥v⊤i (󰁦M−A)󰁥vi + n
󰁛

i>d′

σi

= n
󰁛

i≤d′

(σi − 󰁥σi) + n tr(A󰁥Vd′
󰁥V⊤

d′) + n
󰁛

i>d′

σi. (4.5)
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By Weyl’s inequality, for i ≤ d′,

|σi − 󰁥σi| ≤ 󰀂A󰀂. (4.6)

By von Neumann’s trace inequality,

tr(A󰁥Vd′
󰁥V⊤

d′) ≤
d′󰁛

i=1

σi(A). (4.7)

From (4.5), (4.6), and (4.7),

1

n
󰀂X− 󰁥Vd′

󰁥V⊤
d′X󰀂2F ≤

󰁛

i>d′

σi + d′󰀂A󰀂+
d′󰁛

i=1

σi(A) ≤
󰁛

i>d′

σi + 2d′󰀂A󰀂.

Let Yi be the i-th column of Y. We have

W 2
2 (µX, µY) ≤

1

n

n󰁛

i=1

󰀂Xi − Yi󰀂22 =
1

n
󰀂X−Y󰀂2F . (4.8)

Therefore (4.4) holds.

Note that inequality (4.4) holds without any spectral gap assumption on M. Applying

Davis-Kahan inequality would require σd′ − σd′+1 to be large while Lemma 4.3 is applicable

even when σd′ = σd′+1. In the context of sample covariance matrices for random datasets,

a related bound without a spectral gap condition is derived in [82, Proposition 2.2]. Fur-

thermore, Lemma 4.3 bears a conceptual resemblance to [3, Theorem 5], which deals with

low-rank matrix approximation under perturbation. With Lemma 4.3, we derive the follow-

ing Wasserstein distance bounds between the centered dataset X − X1⊤ and the dataset

󰁥X.

Proposition 4.4. For input data X and output data 󰁥X in Algorithm 7, let M be the covari-
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ance matrix defined in (4.1). Assume n ≥ 1/ε. Then for an absolute constant C > 0,

EW1(µX−X1⊤ , µ󰁥X) ≤
󰀃
EW 2

2 (µX−X1⊤ , µ󰁥X)
󰀄1/2 ≤

󰁶
2
󰁛

i>d′

σi(M) +

󰁵
Cd′d2.5

εn
.

Proof. For the true covariance matrix M, consider its SVD

M =
1

n− 1

n󰁛

i=1

(Xi −X)(Xi −X)⊤ =
d󰁛

j=1

σjvjv
⊤
j , (4.9)

where σ1 ≥ σ2 ≥ · · · ≥ σd are the singular values and v1 . . . vd are corresponding orthonormal

eigenvectors. Moreover, define two d× d′ matrices

Vd′ = [v1, . . . , vd′ ], 󰁥Vd′ = [󰁥v1, . . . , 󰁥vd′ ].

Then the matrix 󰁥Vd′
󰁥V⊤

d′ is a projection onto the subspace spanned by the principal compo-

nents 󰁥v1, . . . , 󰁥vd′ .

In Algorithm 7, for any data Xi we first shift it to Xi − X − λ and then project it to

󰁥Vd′
󰁥V⊤

d′(Xi −X − λ). Therefore

󰀐󰀐󰀐Xi −X − 󰁥Vd′
󰁥V⊤

d′(Xi −X − λ)
󰀐󰀐󰀐
∞

≤
󰀐󰀐󰀐Xi −X − 󰁥Vd′

󰁥V⊤
d′(Xi −X)

󰀐󰀐󰀐
∞
+
󰀐󰀐󰀐󰁥Vd′

󰁥V⊤
d′λ

󰀐󰀐󰀐
∞

≤
󰀐󰀐󰀐Xi −X − 󰁥Vd′

󰁥V⊤
d′(Xi −X)

󰀐󰀐󰀐
2
+󰀂λ󰀂2 .

Let Zi denote Xi −X and Z = [Z1, . . . , Zn]. Then

1

n
ZZ⊤ =

n− 1

n
M.
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With Lemma 4.3, by definition of the Wasserstein distance, we have

W 2
2 (µX−X1⊤ , µ󰁥X)≤

1

n

n󰁛

i=1

󰀐󰀐󰀐Xi −X − 󰁥Vd′
󰁥V⊤

d′(Xi −X − λ)
󰀐󰀐󰀐
2

∞
(4.10)

≤ 2

n

n󰁛

i=1

󰀐󰀐󰀐Xi −X − 󰁥Vd′
󰁥V⊤

d′(Xi −X)
󰀐󰀐󰀐
2

2
+ 2󰀂λ󰀂22 (4.11)

=
2

n
󰀂Z− 󰁥Vd′

󰁥V⊤
d′Z󰀂2F + 2󰀂λ󰀂22 (4.12)

≤ 2
n󰁛

i=d′

σi(M) + 4d′󰀂A󰀂+ 2󰀂λ󰀂22 . (4.13)

Since λ = (λ1, . . . ,λd) is a Laplacian random vector with i.i.d. Lap(1/(εn)) entries,

E󰀂λ󰀂22 =
d󰁛

j=1

E
󰀏󰀏λj

󰀏󰀏2 = 2d

ε2n2
. (4.14)

Furthermore, in Algorithm 6, A is a symmetric random matrix with independent Laplacian

random variables on and above its diagonal. Thus, we have the tail bound for its norm [27,

Theorem 1.1]

P
󰁱
󰀂A󰀂 ≥ σ(C

√
d+ t)

󰁲
≤ C0 exp(−C1 min(t2/4, t/2)). (4.15)

And we can further compute the expectation bound for 󰀂A󰀂 from (4.15) with the choice of

σ = 3d2

εn
,

E 󰀂A󰀂 ≤ Cσ
√
d+

󰁝 ∞

0

C0 exp
󰀓
− C1 min

󰀓 t2

4σ2
,
t

2σ

󰀔󰀔
dt ≲ d2.5

εn
. (4.16)

Combining the two bounds above and (4.13), as the 1-Wasserstein distance is bounded by
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the 2-Wasserstein distance and inequality
√
x+ y ≤

√
x+

√
y holds for all x, y ≥ 0,

EW1(µX−X1⊤ , µ󰁥X) ≤
󰀃
EW 2

2 (µX−X1⊤ , µ󰁥X)
󰀄1/2

≤
󰁶

2
󰁛

i>d′

σi(M) +
󰁳

4d′ E󰀂A󰀂+
󰁴

2E󰀂λ󰀂22

≤
󰁶

2
󰁛

i>d′

σi(M) +

󰁵
Cd′d2.5

εn
,

where the last inequality holds under the assumption εn ≥ 1.

4.3 Synthetic data subroutines

In the next stage of Algorithm 5, we construct synthetic data on the private subspace 󰁥Vd′

from the projected data. Since the original data Xi is in [0, 1]d, after Algorithm 7, we have

󰀐󰀐󰀐 󰁥Xi

󰀐󰀐󰀐
2
=
󰀐󰀐󰀐Xi −X − λ

󰀐󰀐󰀐
2
≤

√
d+

󰀐󰀐󰀐X + λ
󰀐󰀐󰀐
2
=: R (4.17)

for any fixed λ ∈ Rd. Therefore, the data after projection would lie in a d′-dimensional ball

embedded in Rd with radius R, and the domain for the subroutine is

Ω′ = {a1󰁥v1 + · · ·+ ad′󰁥vd′ | a21 + · · ·+ a2d′ ≤ R2},

where 󰁥v1, . . . , 󰁥vd′ are the first d′ private principal components in Algorithm 7.

Depending on whether d′ = 2 or d′ ≥ 3, we apply two different algorithms from Chapter 3:

private measure mechanism (PMM, Algorithm 4) and private signed measure mechanism

(PSMM, Algorithm 1). We note that hereR =
√
d+

󰀐󰀐󰀐X + λ
󰀐󰀐󰀐
2
is a random variable depending

on λ, but we will take R as a input parameter in the synthetic data subroutine and condition

on R in this section.
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4.3.1 d′ = 2: private measure mechanism (PMM)

The synthetic data subroutine Algorithm 8 is adapted from the Private Measure Mechanism

(PMM) in Algorithm 8. Recall that the PMM algorithm generates synthetic data in a

hypercube by first partition the cube and then perturb the count in each sub-regions. It

involves a binary hierarchical partition structure as defined in Definition 2.7.

To apply the binary hierarchical partition over the new region Ω′ where projected data

located, we first enlarge this ℓ2-ball of radius R into a hypercube ΩPMM of edge length 2R

defined in Algorithm 8. Both the ℓ2-ball Ω
′ and the larger hypercube ΩPMM are inside the

subspace 󰁥Vd′ . The detailed description is as follows. The privacy and accuracy guarantees

of Algorithm 8 are proved in the next proposition after stating the algorithm.

Algorithm 8 PMM subroutine after projection

Input: Privacy parameter ε, dataset 󰁥X = ( 󰁥X1, . . . , 󰁥Xn) in the region

Ω′ = {a1󰁥v1 + · · ·+ ad′󰁥vd′ | a21 + · · ·+ a2d′ ≤ R}.

(Binary partition) Let r = ⌈log2(εn)⌉ and σj = ε−1 · 2 1
2
(1− 1

d′ )(r−j). Enlarge the region
Ω′ into

ΩPMM = {a1󰁥v1 + · · ·+ ad′󰁥vd′ | ai ∈ [−R,R], ∀i ∈ [d′]}.

Build a binary partition {Ωθ}θ∈{0,1}≤r on ΩPMM.
(Noisy count) For any θ, count the number of data in the region Ωθ denoted by nθ =󰀏󰀏󰀏 󰁥X ∩ Ωθ

󰀏󰀏󰀏, and let n′
θ = (nθ + λθ)+, where λθ are independent integer Laplacian random

variables with λ ∼ LapZ(σ|θ|), where |θ| is the length of the vector θ and σ depends on ε
as in (3.7).
(Consistency) Enforce consistency of {n′

θ}θ∈{0,1}≤r .
Output: Synthetic data X′ generated by selecting n′

θ many data points arbitrarily (inde-

pendently of 󰁥X) from Ωθ for every θ ∈ {0, 1}r.

Proposition 4.5. The subroutine Algorithm 8 is ε-differentially private. Assume n ≥ 1/ε.

For any d′ ≥ 2, with the input as the projected data 󰁥X and the range Ω′ with radius R,
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Algorithm 8 has an accuracy bound

EW1(µ󰁥X, µX′) ≲ R(εn)−1/d′ ,

where the expectation is taken with respect to the randomness of the synthetic data subroutine,

conditioned on R.

Proof. The privacy guarantee follows from Theorem 3.8. For accuracy, note that the region

Ω′ is a subregion of a d′-dimensional ball. Algorithm 8 enlarges the region to a d′-dimensional

hypercube with side length 2R. By re-scaling the size of the hypercube and applying the

result from 3.9, we obtain the accuracy bound.

4.3.2 d′ ≥ 3: private signed measure mechanism (PSMM)

Recall that tge Private Signed Measure Mechanism (PSMM) also generates a synthetic

dataset Y in a compact metric space Ω whose empirical measure µY is close to the em-

pirical measure µX of the original dataset X under the 1-Wasserstein distance. Compared

to PMM, PSMM runs in polynomial time, and the partition only requires the diameters of

the subregions are small enough. We have the following version of PSMM for our projected

data inside the new low-dimensional domain Ω′:

Here we note that, in the output step, such X′ exist when the size of X′ is large enough.

The detailed discussion is presented in the beginning of Chapter 3 Section 3.1. As a result,

we have the following result for the PSMM subroutine in this setting:

Proposition 4.6. The subroutine Algorithm 9 is ε-differentially private. Assume n ≥ 1/ε.

When d′ ≥ 3, with the input as the projected data 󰁥X and the range Ω′ with radius R, the
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Algorithm 9 PSMM subroutine after projection

Input: Privacy parameter ε, dataset 󰁥X = ( 󰁥X1, . . . , 󰁥Xn) in the region

Ω′ = {a1󰁥v1 + · · ·+ ad′󰁥vd′ | a21 + · · ·+ a2d′ ≤ R2}.

(Integer lattice) Let δ = R√
d′
(εn)−1/d′ . Find the lattice over the region:

L = {a1󰁥v1 + · · ·+ ad′󰁥vd′ | a21 + · · ·+ a2d′ ≤ R2, a1, . . . , ad′ ∈ δZ}.

(Counting) For any v = a1󰁥v1 + · · ·+ ad′󰁥vd′ ∈ L, count the number

nv =
󰀏󰀏󰀏 󰁥X ∩ {b1󰁥v1 + · · ·+ bd′󰁥vd′ | bi ∈ [ai, ai + δ)}

󰀏󰀏󰀏 .

(Adding noise) Define a synthetic signed measure ν such that for any v ∈ L,

ν({v}) = (nv + λv)/n,

where λv ∼ LapZ(1/ε), v ∈ L are i.i.d. random variables.
(Synthetic probability measure) Use linear programming in Algorithm 2 and find the
closest probability measure 󰁥ν to ν in dBL-distance.
Output: Synthetic data X′ containing copies of elements in L so that µX′ and 󰁥ν are
arbitrarily close.

algorithm has an accuracy bound

EW1(µ󰁥X, µX′) ≲ R√
d′
(εn)−1/d′ , (4.18)

where the expectation is taken with respect to the randomness of the synthetic data subroutine,

conditioned on R.

Proof. The proposition is a direct corollary to the result in [53]. The size of the scaled

integer lattice δZ in the unit d-dimensional ball of radius R is bounded by ( CR

δ
√
d′
)d for an

absolute constant C > 0 (see, for example, [43, Claim 2.9] and [13, Proposition 3.7]). Then,

the number of subregions in Algorithm 9 is bounded by

|L| ≤
󰀕

R√
d′

· C
δ

󰀖d′

.
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By [53, Theorem 3.6], we have

EW1(µ󰁥X, µX′) ≤ δ +
2

εn

󰀕
R√
d′

· C
δ

󰀖d′

· 1
d′

󰀣󰀕
R√
d′

· C
δ

󰀖d′
󰀤− 1

d′

.

Taking δ = CR√
d′
(εn)−

1
d′ concludes the proof.

Example 4.7 (PMM vs PSMM for d′ ≥ 2). For general d′ ≥ 2, PMM can still be applied,

and the accuracy bound becomes EW1(µ󰁥X, µX′) ≤ CR(εn)−1/d′. Compared to (4.18), the

accuracy bound from PMM is weaker by a factor of
√
d′. However, as shown in [53], PMM

has a running time linear in n and d, which is more computationally efficient than PSMM

given in Algorithm 9 with running time polynomial in n, d.

4.3.3 Re-centering and metric projection

After generating the private synthetic data, since we shift the data by its private mean before

projection, we need to add another private mean vector back, which shifts the dataset 󰁥X to

a new private affine subspace close to the original dataset X. The output data vectors in X′′

(defined in Algorithm 5) are not necessarily inside [0, 1]d. The subsequent metric projection

enforces all synthetic data inside [0, 1]d. Importantly, this post-processing step does not have

privacy costs.

After metric projection, dataset Y from the output of Algorithm 5 is close to an affine

subspace, as shown in the next proposition. Notably, (4.19) shows that the metric projection

step does not cause the largest accuracy loss among all subroutines.

Proposition 4.8 (Y is close to an affine subspace). The function f : Rd → [0, 1]d in

Algorithm 5 is the metric projection to [0, 1]d with respect to 󰀂 · 󰀂∞, and the accuracy error
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for the metric projection step in Algorithm 5 is dominated by the error of the previous steps:

W1(µY, µX′′) ≤ W1(µX, µX′′), (4.19)

where the dataset X′′ defined in Algorithm 5 is in a d′-dimensional affine subspace.

Proof. For the function f defined in Algorithm 5, we know f(x) is the closest real number

to x in the region [0, 1] for any x ∈ R. Furthermore, if v ∈ Rd is a vector, then f(v) is the

closest vector to v in [0, 1]d with respect to 󰀂 · 󰀂∞. Thus f : Rd → [0, 1]d is indeed a metric

projection to [0, 1]d.

We first assume that the synthetic data X′′ also has size n. Then for any column vector

X ′′
i , we know that Yi = f(X ′′

i ) is its closest vector in [0, 1]d under the ℓ∞ metric. For the

data X1, X2, . . . , Xn, suppose that the solution to the optimal transportation problem for

W1(µX, µX′′) is to match Xτ(i) with X ′′
i , where τ is a permutation on [n]. Then

W1(µY, µX′′) ≤ 1

n

n󰁛

i=1

󰀐󰀐Yi −X ′′
i

󰀐󰀐
∞ ≤ 1

n

n󰁛

i=1

󰀐󰀐Xτ(i) −X ′′
i

󰀐󰀐
∞ = W1(µX, µX′′).

In general, if the synthetic dataset has m data points and m ∕= n, we can split the points

and regard both the true dataset and synthetic dataset as of size mn, then it’s easy to check

that the inequality still holds.

4.4 Privacy and accuracy of Algorithm 5

In this section, we summarize the privacy and accuracy guarantees of Algorithm 5. The

privacy guarantee is proved by analyzing three parts of our algorithms: private mean, private

linear subspace, and private data on an affine subspace.

Proposition 4.9 (Privacy). Algorithm 5 is ε-differentially private.
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Proof. We can decompose Algorithm 5 into the following steps:

1. A1(X) = 󰁦M computes the private covariance matrix with Algorithm 6.

2. A2(X) = Xpriv = X + λ computes the private sample mean.

3. A3(X, y,Σ) for fixed y and Σ, is to project the shifted data {Xi − y}ni=1 to the first

d′ principal components of Σ and apply a certain differentially private subroutine (we

choose y and Σ as the output of A2 and A1, respectively). This step outputs synthetic

data X′ = (X ′
1, . . . , X

′
m) on a linear subspace.

4. A4(X
′, y) is to shift the dataset to {X ′

i + y}mi=1 by a fixed vector y and applying the

metric projection afterwards.

It suffices to show that the data before metric projection has already been differentially

private. We will need to apply Lemma 2.4 several times.

With respect to the input X while fixing other input variables, we know that A1,A2,A3

are all ε/3-differentially private. Therefore, by using Lemma 2.4 iteratively, the composition

algorithm

A4(A3(X, y,A1(X)), y), where y = Xpriv = A2(X),

satisfies ε-differential privacy. Hence Algorithm 5 is ε-differentially private.

The next theorem combines errors from linear projection, synthetic data subroutine using

PMM or PSMM, and the post-processing error from mean shift and metric projection.

Proposition 4.10 (Accuracy). For any given 2 ≤ d′ ≤ d and n ≥ 1/ε, the output data Y
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from Algorithm 5 with the input data X satisfies

EW1(µX, µY) ≲
󰁶󰁛

i>d′

σi(M) +

󰁵
d′d2.5

εn
+

󰁵
d

d′
(εn)−1/d′ , (4.20)

where M denotes the covariance matrix in (4.1).

Proof. In the case of n < 1/ε, we have W1(µX, µY) ≤ 1 ≤ (εn)−1/d′ . The result is trivial.

We assume n ≥ 1/ε in the rest of the proof.

Similar to privacy analysis, we will decompose the algorithm into several steps. Suppose

that

1. X− (X + λ)1⊤ denotes the shifted data {Xi −X − λ}ni=1;

2. 󰁥X is the data after projection to the private linear subspace;

3. X′ is the output of the synthetic data subroutine in Section 4.3;

4. X′′ = X′ + (X + λ)1⊤ denotes the data shifted back;

5. A(X) is the data after metric projection, which is the output of the whole algorithm.

For the metric projection step, by Proposition 4.8, we have that

W1(µX, µA(X)) ≤ W1(µX, µX′′) +W1(µX′′ , µA(X)) ≤ 2W1(µX, µX′′). (4.21)

Moreover, applying the triangle inequality of Wasserstein distance to the other steps of the
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algorithm, we have

W1(µX, µX′′) = W1(µX−X1⊤ , µX′+λ1⊤) (4.22)

≤ W1(µX−X1⊤ , µ󰁥X) +W1(µ󰁥X, µX′) +W1(µX′ , µX′+λ) (4.23)

≤ W1(µX−X1⊤ , µ󰁥X) +W1(µ󰁥X, µX′) +󰀂λ󰀂∞ . (4.24)

Note that W1(µX−X1⊤ , µ󰁥X) is the projection error we bound in Theorem 4.4 with n ≥ 1/ε,

and W1(µ󰁥X, µX′) is treated in the accuracy analysis of subroutines in Section 4.3. Moreover,

we have

EW1(µ󰁥X, µX′) = ER EX′ W1(µ󰁥X, µX′)

≤ ER
CR√
d′
(εn)−1/d′

≤ C(2
√
d+ E󰀂λ󰀂2)√

d′
(εn)−1/d′

≲
󰁵

d

d′
(εn)−1/d′ .

Here in the last step we use E󰀂λ󰀂2 ≤ C
√
d

εn
in (4.14). Since λ is a sub-exponential random

vector, the following bound also holds for some absolute constant C > 0:

E
󰀐󰀐λ′󰀐󰀐

∞ ≤ C log d

εn
. (4.25)

Hence

EW1(µX, µA(X)) ≤ 2EW1(µX, µX′+(X+λ)1⊤) (4.26)

≤ 2EW1(µX−X1⊤ , µ󰁥X) + 2EW1(µ󰁥X, µX′) + 2E󰀂λ󰀂∞ (4.27)

≤ 2

󰁶
2
󰁛

i>d′

σi(M) + 2

󰁵
Cd′d2.5

εn
+ 2C

󰁵
d

d′
(εn)−1/d′ +

2C log d

εn
(4.28)
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≲
󰁶󰁛

i>d′

σi(M) +

󰁵
d

d′
(εn)−1/d′ +

󰁵
d′d2.5

εn
, (4.29)

where the first inequality is from (4.21), the second inequality is from (4.24), and the third

inequality is due to Theorem 4.4, Proposition 4.5, and Proposition 4.6.

4.5 Adaptive and private choice of d′

In our main Algorithm 5, d′ is regarded as a fixed input hyper-parameter. In this section,

we will show that it is possible to choose d′ privately without sacrificing accuracy.

Lemma 4.11. For M and 󰁦M defined in Algorithm 6, there is

󰀏󰀏󰀏󰀏󰀏󰀏

󰁛

i>d′

σi(󰁦M)−
󰁛

i>d′

σi(M)

󰀏󰀏󰀏󰀏󰀏󰀏
≲ (d− d′)d2.5

εn
,

with probability at least 1− C exp(−c
√
d).

Proof. By Weyl’s inequality,
󰀏󰀏󰀏σi(󰁦M)− σi(M)

󰀏󰀏󰀏 ≤ 󰀂A󰀂. Applying the (4.15) of the noise A

implies the inequality in the lemma.

Therefore, from Proposition 4.10, with probability at least 1 − C exp(−c
√
d), we have the

following accuracy bound

EW1(µX, µY) ≲
󰁶󰁛

i>d′

σi(M) +

󰁵
d′d2.5

εn
+

󰁵
d

d′
(εn)−1/d′ (4.30)

≲
󰁶󰁛

i>d′

σi(󰁦M) +
(d− d′)d2.5

εn
+

󰁵
d′d2.5

εn
+

󰁵
d

d′
(εn)−1/d′ (4.31)

≲
󰁶󰁛

i>d′

σi(󰁦M) +

󰁵
d

d′
(εn)−1/d′ +

󰁵
d3.5

εn
. (4.32)
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Since the last term above is not related to d′, we can choose

d′ := argmin
2≤k≤d

󰀣󰁶󰁛

i>k

σi(󰁦M) +

󰁵
d

k
(εn)−1/k

󰀤

After computing the private covariance matrix in the first step. The privacy of the choice of

d′ is guaranteed as we only use the private covariance matrix M.

4.6 Near-optimal accuracy bound with additional as-

sumptions when d′ = 1

Our Proposition 4.10 is not applicable to the case d′ = 1 because the projection error in

Theorem 4.4 only has bound O((εn)−
1
2 ), which does not match with the optimal synthetic

data accuracy bound in [14, 53]. We are able to improve the accuracy bound with an

additional dependence on σ1(M) as follows:

Theorem 4.12. When d′ = 1, consider Algorithm 5 with input data X, output data Y,

and the subroutine PMM in Algorithm 8. Let M be the covariance matrix defines as (4.1).

Assume σ1(M) > 0 and n ≥ 1/ε, then

EW1(µX, µY) ≲
󰁶󰁛

i>1

σi(M) +
d3󰁳

σ1(M)εn
+

√
d log2(εn)

εn
.

We start with the following lemma based on the Davis-Kahan theorem [99].

Lemma 4.13. Let X be a d×n matrix and A be an d×d Hermitian matrix. Let M = 1
n
XX⊤,

with the SVD

M =
d󰁛

j=1

σjvjv
⊤
j ,
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where σ1 ≥ σ2 ≥ · · · ≥ σd are the singular values of M and v1, . . . , vd are corresponding

orthonormal eigenvectors. Let 󰁦M = 1
n
XX⊤ + A with orthonormal eigenvectors 󰁥v1, . . . , 󰁥vd,

where 󰁥v1 corresponds to the top singular value of 󰁦M. When there exists a spectral gap

σ1 − σ2 = δ > 0, we have

1

n
󰀂X− 󰁥v1󰁥v⊤1 X󰀂2F ≤ 2

󰁛

i>1

σi +
8

nδ2
󰀂A󰀂2󰀂X󰀂2F .

Proof. We have that

1

n
󰀂X− 󰁥v1󰁥v⊤1 X󰀂2F =

1

n
󰀂X− v1v

⊤
1 X+ v1v

⊤
1 X− 󰁥v1󰁥v⊤1 X󰀂2F

≤ 2

n

󰀓
󰀂X− v1v

⊤
1 X󰀂2F + 󰀂v1v⊤1 X− 󰁥v1󰁥v⊤1 X󰀂2F

󰀔

= 2
󰁛

i>1

σi +
2

n

󰀐󰀐󰀐󰀐
󰀓
v1v

⊤
1 − 󰁥v1󰁥v⊤1

󰀔
X

󰀐󰀐󰀐󰀐
2

F

≤ 2
󰁛

i>1

σi +
2

n

󰀐󰀐󰀐v1v⊤1 − 󰁥v1󰁥v⊤1
󰀐󰀐󰀐
2

󰀂X󰀂2F . (4.33)

To bound the operator norm distance between the two projections, we will need the Davis-

Kahan Theorem in the perturbation theory. For the angle Θ(v1, 󰁥v1) between the vectors v1

and 󰁥v1, applying [99, Corollary 1], we have

󰀐󰀐󰀐v1v⊤1 − 󰁥v1󰁥v⊤1
󰀐󰀐󰀐 = sinΘ(v1, 󰁥v1) ≤

2󰀂M− 󰁦M󰀂
σ1 − σ2

≤ 2󰀂A󰀂
δ

.

Therefore, when the spectral gap exists (δ > 0),

1

n
󰀂X− 󰁥v1󰁥v⊤1 X󰀂2F ≤ 2

󰁛

i>1

σi +
8

nδ2
󰀂A󰀂2󰀂X󰀂2F .

This finishes the proof.

Compared to Lemma 4.3, with the extra spectral gap assumption, the dependence on A in
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the upper bound changes from 󰀂A󰀂 to 󰀂A󰀂2. A similar phenomenon, called global and local

bounds, was observed in [82, Proposition 2.2]. With Lemma 4.13, we are able to improve the

accuracy rate for the noisy projection step as follows.

Proposition 4.14. Let σ1 ≥ · · · ≥ σd ≥ 0 be the singular values of M defined in (4.9).

When d′ = 1, assume that σ1 > 0 and n ≥ 1/ε. For the output 󰁥X in Algorithm 7, we have

EW1(µX−X1⊤ , µ󰁥X) ≤
󰀃
EW 2

2 (µX−X1⊤ , µ󰁥X)
󰀄1/2 ≲

󰁶󰁛

i>1

σi +
d3

√
σ1εn

,

Proof. Similar to the proof of Theorem 4.4, we can define Zi = Xi −X and deduce that

1

n
ZZ⊤ =

n− 1

n
M,

1

n
󰀂Z󰀂2F =

n− 1

n
tr(M),

and

W 2
2 (µX−X1⊤ , µ󰁥X) =

2

n
󰀂Z− 󰁥v1󰁥v⊤1 Z󰀂2F + 2󰀂λ󰀂22 .

By the inequality
√
x+ y ≤

√
x+

√
y for x, y ≥ 0,

EW1(µX−X1⊤ , µ󰁥X) ≤ E
󰀗
2

n
󰀂Z− 󰁥v1󰁥v⊤1 Z󰀂2F

󰀘1/2
+
√
2E󰀂λ󰀂2 .

Let δ = σ1 − σ2. Next, we will discuss two cases for the value of δ.

Case 1: When δ = σ1 − σ2 ≤ 1
2
σ1, we have σ1 ≤ 2σ2 and

tr(M) = σ1 + · · ·+ σd ≤ 3
󰁛

i>1

σi.

As any projection map has spectral norm 1, we have
󰀐󰀐v1v⊤1 − 󰁥v1󰁥v⊤1

󰀐󰀐 ≤ 2. Applying (4.33),
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we have

1

n
󰀂Z− 󰁥v1󰁥v⊤1 Z󰀂2F ≤ 2

󰁛

i>1

σi +
2

n

󰀐󰀐󰀐v1v⊤1 − 󰁥v1󰁥v⊤1
󰀐󰀐󰀐
2

󰀂Z󰀂2F

≤ 2
󰁛

i>1

σi +
8

n
󰀂Z󰀂2F

≤ 2
󰁛

i>1

σi + 8 tr(M) ≤ 26
󰁛

i>1

σi.

Hence

EW1(µX−X1⊤ , µ󰁥X) ≲
󰁶󰁛

i>1

σi + E󰀂λ󰀂2 ≲
󰁶󰁛

i>1

σi +

√
d

εn
. (4.34)

Case 2: When δ ≥ 1
2
σ1, we have

tr(M) ≤ dσ1 ≤
4dδ2

σ1

.

For any fixed δ, by Lemma 4.13,

1

n
󰀂Z− 󰁥v1󰁥v⊤1 Z󰀂2F ≤ 2

󰁛

i>1

σi +
8

nδ2
󰀂A󰀂2󰀂Z󰀂2F

≤ 2
󰁛

i>1

σi +
8

δ2
󰀂A󰀂2 tr(M)

≤ 2
󰁛

i>1

σi +
32d

σ1

󰀂A󰀂2 .

So we have the Wasserstein distance bound

EW1(µX−X1⊤ , µ󰁥X) ≤
󰁶

2
󰁛

i>1

σi +

󰁵
32d

σ1

E󰀂A󰀂+
√
2E󰀂λ󰀂2 (4.35)

≤
󰁶

2
󰁛

i>1

σi +

󰁵
32d

σ1

d2.5

εn
+

√
2d

εn
(4.36)
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≤
󰁶

2
󰁛

i>1

σi +
Cd3

√
σ1εn

. (4.37)

From (4.9),

σ1 = 󰀂M󰀂 ≤ 󰀂M󰀂F ≤ n

n− 1
d ≤ 2d.

Combining the two cases (4.34) and (4.37), we deduce the result.

Proof of Theorem 4.12. Following the steps in the proof of Theorem 4.4, we obtain

EW1(µX, µA(X)) ≤ 2EW1(µX, µX′+(X+λ′)1⊤)

≤ 2EW1(µX−X1⊤ , µ󰁥X) + 2EW1(µ󰁥X, µX′) + 2E
󰀐󰀐λ′󰀐󰀐

∞

≲
󰁶󰁛

i>1

σi +
d′d3

√
σ1εn

+

√
d log2(εn)

εn
+

2C log d

εn

≲
󰁶󰁛

i>1

σi +
d′d3

√
σ1εn

+

√
d log2(εn)

εn
,

where for the second inequality, we apply the bound from [53, Theorem 1.1] for the second

term, and we use (4.25) for the third term.

4.7 Conclusion

In this chapter, we provide a DP algorithm to generate synthetic data, which closely approx-

imates the true data in the hypercube [0, 1]d under 1-Wasserstein distance. Moreover, when

the true data lies in a d′-dimensional affine subspace, we improve the accuracy guarantees

in [53] and circumvents the curse of dimensionality by generating a synthetic dataset close

to the affine subspace.
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It remains open to determine the optimal dependence on d in the accuracy bound in Propo-

sition 4.10 and whether the third term in (4.20) is needed. Our analysis of private PCA

works without using the classical Davis-Kahan inequality that requires a spectral gap on the

dataset. However, to approximate a dataset close to a line (d′ = 1), additional assumptions

are needed in our analysis to achieve the near-optimal accuracy rate, see Section 4.6. It is

an interesting problem to achieve an optimal rate without the dependence on σ1(M) when

d′ = 1.

Our Algorithm 5 only outputs synthetic data with a low-dimensional linear structure, and

its analysis heavily relies on linear algebra tools. For original datasets from a d′-dimensional

linear subspace, we improve the accuracy rate from (εn)−1/(d′+1) in [33] to (εn)−1/d′ . It is

also interesting to provide algorithms with optimal accuracy rates for datasets from general

low-dimensional manifolds beyond the linear setting.
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Chapter 5

Online Synthetic Data Generation

The online model, which is also referred as continual releasing model, describes a case where

data is coming sequentially as (Xt)
∞
t=1, and by time t only the first t data (Xs)

t
s=1 are

accessible. More details under this setting can be found in Chapter 2, Section 2.4.2.

In this chapter, the size of the dataset keeps changing. For simplicity, we focus on the case

where each time t there is exactly one data coming unless noted particularly, and at time t

we have exactly t many data points.

As a warm-up, we first explain the complexity of the online case with two failing approaches

by using the algorithms from Chapter 3:

1. To generate synthetic data based on the newly received data points. However, the error

from Chapter 3 implies an error bound of n−1/d where n is the size of the updated data

and it might be too small.

2. To generate synthetic data by combining old data and new data. However, if we

ensure ε-differential privacy each time, as the earliest data is used multiple times, by

Lemma 2.3, the total algorithm would be only (εt)-differentially private.
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We consider the problem of generating private synthetic data under the continual release

model beyond the Boolean data setting considered in [37, 22]. The data stream comes from

the hypercube [0, 1]d equipped with the ℓ∞-norm, and our goal is to efficiently generate

private synthetic data in an online fashion while maintaining a near-optimal utility bound

under the Wasserstein distance.

Our main result is given in the next theorem.

Theorem 5.1 (Online private synthetic data). For any constant ε > 0, there is an ε-

differentially private algorithm such that, for any data stream X1, . . . , Xt, · · · ∈ [0, 1]d, at

any time t, it transforms the first t points Xt = {X1, . . . , Xt} into t points Yt ⊂ [0, 1]d, with

the following accuracy bound: there exists a constant Cε depending only on ε such that for

t ≥ Cε,

EW1(µXt , µYt) ≲

󰀻
󰁁󰁁󰀿

󰁁󰁁󰀽

log(t)(εt)−
1
d , d ≥ 2,

log3(εt) log1.5(t)(εt)−1, d = 1,

(5.1)

where W1(µXt , µYt) is the 1-Wasserstein distance between two empirical measures µXt , µYt of

Xt and Yt, respectively.

Example 5.2. From the proof of Theorem 5.1 in Sections 5.4 and 5.5, we can choose

Cε =

󰀻
󰁁󰁁󰀿

󰁁󰁁󰀽

exp(log2(1/ε+ 1)) + e/ε, d ≥ 2,

e/ε d = 1.

Our algorithm is computationally efficient. To obtain synthetic datasets Yt at time t, the

time complexity is O(dt+ εt log t); see Section 5.6 for details.

The utility guarantee in Theorem 5.1 is optimal up to a log t factor for d ≥ 2 and polylog(t)

for d = 1. Compared to offline synthetic data tasks, generating online private synthetic
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data is much more challenging, especially with an infinite time horizon. For offline private

synthetic data on [0, 1]d, d ≥ 2, [53] proposed an algorithm with utility bound O(n−1/d),

which matches the minimax lower bound proved in [14].

We prove Theorem 5.1 by analyzing our main Algorithm 12 for d ≥ 2 and d = 1, respec-

tively. We develop an online hierarchical partition procedure to divide the domain [0, 1]d

into disjoint sub-regions with decreasing diameters as time increases and then apply online

private counting subroutines to count the number of data points in each subregion. After the

online private counting step, we create synthetic data following the Consistency and Output

steps described in Algorithm 12.

A key ingredient in our work is the development of a special Inhomogeneous Sparse Count-

ing Algorithm (Algorithm 11) for the online private count of data points in each subregion,

which has different privacy budgets for different time intervals. Such dynamic assignments

are motivated by the selection of optimal privacy budgets based on the dynamic hierarchical

partition. We apply the new counting algorithm with carefully designed privacy parame-

ters and starting times for each subregion based on the hierarchical structure of the online

partition.

The concept of counting sparse data also plays an important role. Intuitively, when inputs

X1, . . . , Xt are uniformly distributed in [0, 1]d, the online count of a newly created sub-region

corresponds to a sum of a sparser Boolean data stream as the diameter of the sub-region

decreases. In fact, the uniformly distributed data represents the worst-case configuration of

the true dataset in the minimax lower bound proof in [14], corresponding to a sparse Boolean

data stream for each subregion with a small diameter. We make use of the sparsity to obtain

a near-optimal accuracy bound.
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5.1 Dynamic Partition

We follow the definition of binary hierarchical partition as described in Definition 2.7 and

consider the partition {Ωθ | θ ∈ {0, 1}≤r} Given a true data stream (X1, . . . , Xt) ∈ Ωt, the

true count n
(t)
θ denotes the number of data points in the region Ωθ at time t, i.e.,

n
(t)
θ :=

󰀏󰀏󰀏
󰀋
i ∈ [t] : Xi ∈ Ωθ

󰀌󰀏󰀏󰀏 .

However, now the data points accumulates while t grows. At the beginning there are only a

few data points and it is not necessary to deeply partition Ω; when t is large the size of true

dataset is also large, and we need to partition the domain Ω into finer subregions to ensure

accuracy. Therefore, a dynamically refining partition structure is needed under the online

setting.

We can represent a binary hierarchical partition of Ω in a binary tree of depth r, where the

root is labeled Ω and the j-th level of the tree T encodes the subsets Ωθ for θ at level j.

As new data arrives, we refine the binary partition over time and update the true count n
(t)
θ

in each subregion at time t. As we continue refining the partition of Ω, the binary tree T

expands in the order of a breadth-first search, and the online synthetic data we release will

depend on a noisy count N
(t)
θ of data points in each region Ωθ at time t.

5.2 Online Counting algorithms

As a simplest problem in the private online algorithm, we will first study the private online

counting mechanisms : for the input data (Xt)
T
t=1 where T ∈ N+∪{∞} and each Xt ∈ {0, 1},

we aim to output Yt =
󰁓t

i=1 Xi with differential privacy at time t.
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5.2.1 Binary Mechanism

The Binary Mechanism is proposed and discussed in [37, 22]. Compared to the naive way of

protecting ε/T -differential privacy at each time (due to Lemma 2.4), the core of the algorithm

is to adding noise in a more elegant way which makes less influence to the accuracy: first

partitioning the timeline binarily and then adding Laplacian noises in each node.

The details of the algorithm is referred to [22], where the authors fully discuss different cases

of the private online counting with finite time horizon T < ∞ and infinite time horizon

T = ∞. As a result, we present the results as follows.

Lemma 5.3 (Corollary 4.8 in [22]). The Binary Mechanism is ε-differentially private for an

infinite time horizon. And for any time t ∈ [0, T ] and β > 0, with probability at least 1− β,

the counting error at time t is bounded by C
ε
· log1.5 T · log 1

β
.

From the probability bound of the error, we can also deduce an bound in expectation.

Lemma 5.4. The Binary Mechanism is ε-differentially private for a finite time horizon T .

And for any time t ∈ [0, T ], let errort denote the error at time t between the true count
󰁓t

i=1 Xi and the output at time t, we have

E errort ≤
C

ε
log1.5 T. (5.2)

Proof. Lemma 5.4 is a modified version of the following lemma, with the utility bound in

expectation.

Although such error bound is in probability, we can easily transform it into a similar expec-

tation bound. In fact, let errort denote the error at time t between the true count
󰁓t

i=1 Xi

and the output at time t, we have

E errort =

󰁝 ∞

0

P {errort > u} du.
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After a change of variable u = C
ε
· log1.5 T · log 1

β
or β = exp

󰀃
− εu

C log1.5 T

󰀄
, we can compute

E errort =

󰁝 ∞

0

P {errort > u} du

=

󰁝 1

0

P
󰀝
errort >

C

ε
· log1.5 t · log 1

β

󰀞
C log1.5 T

βε
dβ

≤
󰁝 1

0

β · C log1.5 T

βε
dβ

=
C

ε
log1.5 T.

Therefore, we have the expectation error bound

E errort ≤
C

ε
log1.5 T.

5.2.2 Sparse counting algorithm

With the Binary Mechanism, we solve the private online counting algorithm with a poly-log

error bound in expectation. However, as [37] showed in the following lemma, such error is

inevitable.

Lemma 5.5 (Theorem 4.2 in [37]). Any differentially private event-level algorithm for count-

ing over T rounds must have error Ω(log T ) (even with ε= 1).

Nonetheless, there is still an gap between log1.5 T in Lemma 5.4 and the Ω(log T ) in the lower

bound. In this section, we will introduce an algorithm from [39] to improve the counting

error in private online counting problem with the help of the sparse structure inside the

dataset.

The sparse counting algorithm with finite time horizon T in [39] is ε-differentially private with
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an optimal accuracy error O(log T ) when the data stream is sparse. Its idea is to partition

the timeline into multiple segments, and each segment only contains a small amount of non-

zero data. Algorithm 10 we present here is a slight modification of the algorithm in [39] by

choosing a different partition threshold T0, while the value of the partition threshold T0 in

[39] is originally related to an extra parameter, the confidence probability.

We clarify some terms used in the description of Algorithm 10:

• Segment : a segment is a time interval. Algorithm 10 partition the time interval [0, T ]

into several sub-intervals called segments.

• Online counting subroutine: This subroutine takes a non-negative integer data stream

and outputs a private running sum at each time t, as discussed in Section 5.2.1.

Algorithm 10 Sparse counting with a finite time horizon

Input: Time horizon T < ∞, Boolean data sequence (Xt)
T
t=1. Privacy parameter ε.

(Initialization) Set T0 = 9 log T/ε to be the partition threshold and j = 1 denoting the

number of segments. t = 0. Let 󰁨N = 0 denote the private count in the previous (j − 1)
segments.
(Online counting subroutine) Start an online counting subroutine Asub with input
privacy parameter ε/2 and input data stream to be determined later.

while t ≤ T do
Set the segment count Nj = 0 and the private threshold 󰁨Tj = T0 + λj, where λj ∼

LapZ(2/ε).

while t ≤ T and Nj + λ′
t ≤ 󰁨Tj, where λ′

t ∼ LapZ(2/ε) do
Set t ← t+ 1, Nj ← Nj +Xt.

Output. Output the same 󰁨N for all t in this segment.
end while
End the segment j and set j ← j + 1.
Run Asub with an updated input Boolean data stream {Ni}j−1

i=1 . Namely, Nj−1 is added

to the data stream. Update 󰁨N to be the latest output of Asub.
end while

Algorithm 10 has various choices of the online counting subroutine Asub. One choice is the

Binary Mechanism proposed in [22, 37], which ensures differential privacy for any input data
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stream. The original version of [22, Algorithm 2] requires the data sequence to be Boolean,

but it can also be used for non-negative integer data streams; see, for example, [39].

With the guarantee of the subroutine using the Binary Mechanism as in Lemma 5.4, [39]

shows that their sparse counting Algorithm indeed improves the counting error. We will

prove a similar expectation bound with the new partition threshold T0 in Algorithm 10.

Lemma 5.6. When choosing the online counting subroutine as the Binary Mechanism, Al-

gorithm 10 attains ε-differential privacy. Let errort denote the counting error between true

count
󰁓t

i=1 Xi and the output at time t. Then, for any fixed t, there is an accuracy bound

E errort ≲ (log T + log1.5 n)/ε,

where T is the bound for the time horizon, and n is the number of the non-zero elements in

the input data stream.

Proof. The privacy part follows from the original proof in [39, Theorem 3.1]. We focus on

the accuracy guarantee.

The algorithm gives a private partition of the time interval and then treats each segment

in the partition as a timestamp in the online counting subroutine. We will first prove that

there are at most n+ 1 many segments in the partition.

Note that there are 2T many independent Lap(2/ε) random variables in total. Therefore,

by a simple union bound argument, with probability 1/T , their magnitudes are uniformly

bounded by B = 2
ε
(2 log T +log 2). Conditioning on this event, we know Sj+LapZ(2/ε) > 󰁨Tj

implies that
󰀏󰀏Sj − T0

󰀏󰀏 ≤ 2B and Sj > T0−2B > 0. So whenever a segment is sealed, its true

count is non-zero; hence, we have at most n+ 1 segments (in case the last one has not been

sealed).
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Now, we can compute the expectation of error. For the case where 2T many Lap(2/ε)

random variables share the uniform bound B, the counting error consists of two parts: (1)

the error from the online counting subroutine Asub and (2) the approximation error when

ignoring the counts within time [tj, t] (i.e. Sj in the algorithm). The first part is bounded

in (5.2), and the second error is bounded by T0 + 2B (as Sj + LapZ(2/ε) ≤ 󰁨Tj). So the

total error is O(1
ε
(log T + log1.5(n + 1))). More precisely, the discussion can be written as

the following inequality, where ct and ctj denote corresponding true counts at time t, tj:

󰀏󰀏󰀏ct − 󰁨S
󰀏󰀏󰀏 ≤

󰀏󰀏󰀏ctj − 󰁨S
󰀏󰀏󰀏+

󰀏󰀏ct − ctj
󰀏󰀏

=
󰀏󰀏󰀏ctj − 󰁨S

󰀏󰀏󰀏+ Sj

≤
󰀏󰀏󰀏ctj − 󰁨S

󰀏󰀏󰀏+ T0 +
󰀏󰀏Sj − T0

󰀏󰀏

≲ log1.5(n+ 1)

ε
+

log T

ε
.

For the other case, if the uniform upper bound fails with probability 1/T , as the content of

each segment is no longer available, we only have a trivial upper bound T for the number of

segments. So the first error term from Asub becomes O(1
ε
log1.5 T ). And for the second part,

we have a trivial upper bound |Sj| ≤ n ≤ T . Therefore, we have error O(1
ε
log1.5 T + n).

By the law of total expectation, we have

E errort ≲
󰀓 log1.5(n+ 1)

ε
+

log T

ε

󰀔
+

1

T

󰀓1
ε
log1.5 T + n

󰀔

= O
󰀓 log1.5(n+ 1)

ε
+

log T

ε

󰀔
.
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5.2.3 Inhomogeneous sparse counting

As a spoil to the online synthetic data algorithm, we will again consider the binary hier-

archical partition of the hypercube as in Definition 2.7. In each subregion, our goal is to

output a private count of the points X1, . . . , Xt in Ωθ, denoted by n
(t)
θ . Since

n
(t)
θ =

t󰁛

i=1

1{Xi∈Ωθ},

this step is closely related to the differentially private online counting algorithms in this

section. Furthermore, note that if Ωθ is small and does not contain many Xi, then the

Boolean series {1{Xi∈Ωθ}} also has sparse structure and Algorithm 10 could be applied.

Here, according to Section 5.1, note that the subregions are in different level, and smaller

subregions might not exist at the beginning (see the main algorithm Algorithm 12 for more

details), the subregions are asymmetric. Therefore, we introduce an inhomogeneity to the

counting algorithm so we can optimize the noises scale later.

Algorithm 11 is based on Algorithm 10 and uses integer Laplacian noise with different vari-

ances in different time intervals. We now give several definitions to describe Algorithm 11:

• Time level : Starting from level 0, we say time t is at level j if 2r/ε ≤ t < 2r+1/ε. In

Algorithm 11, we process the data stream level by level, where level r starts from the

timestamp tr = ⌈2r/ε⌉.

• Starting level : We set an additional input r0 to indicate the level from which the output

starts. More precisely, the output of Algorithm 11 start from time tr0 = ⌈2r0/ε⌉. We

use 󰁨S to store the private count from starting level r0 to level (r − 1), and 󰁨S does

not include the count of data points arriving before the starting level r0. This setting

comes from the asymmetry of the subregions.
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• Counting subroutine: The subroutine Algorithm 10 is an online counting algorithm

with finite time horizon. It takes a Boolean data series as input and outputs the

private counts of the first t data points at any time t. Here, we apply Algorithm 10 to

obtain noisy counts ct of the number of 1’s arriving in the time interval [tr, t] for each

t ∈ [tr, tr+1).

• Update of 󰁨S: During the counting subroutine, 󰁨S is not updated. It is only updated at

the end of the time level r by adding a noisy count
󰁓tr+1−1

t=tr
Xt + LapZ(2/εr).

Algorithm 11 Inhomogeneous sparse counting

Input: Output starting level r0. Boolean data sequence {Xt}∞t=2r0 . Noise parameters
εr0 , εr0+1, . . . .

(Initialization) Set the finite private count 󰁨S ← 0, the current level r ← r0, and the
timestamps tr0 = ⌈2r0/ε⌉, tr0+1 = ⌈2r0+1/ε⌉.

while r0 ≤ r < ∞ do
(Counting subroutine) For t ∈ [tr, tr+1), apply Algorithm 10 with time horizon

tr+1 − tr and privacy parameter εr/2. Record the outputs ctr , . . . , ctr+1−1.

Output. Output 󰁨S + ct as the private count at time t for each t ∈ [tr, tr+1).
Update

󰁨S ← 󰁨S +

tr+1−1󰁛

t=tr

Xt + LapZ(2/εr)

and start a new level with r ← r + 1, tr+1 ← ⌈2r+1/ε⌉.
end while

The following lemma is a privacy guarantee for Algorithm 11. We show Algorithm 11 gives

differential privacy under different notions of neighboring data sets X ,X ′ depending on when

their different data points arrive in the data stream.

Lemma 5.7. Let A be Algorithm 11. For two datasets X ,X ′ which differ on one data point

at time t ∈ [tr, tr+1), and for any measurable subset S in the range of A, the following holds:

1. If r ≥ r0, P
󰀋
A(X ) ∈ S

󰀌
≤ eεr · P

󰀋
A(X ′) ∈ S

󰀌
.
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2. If r < r0, P
󰀋
A(X ) ∈ S

󰀌
= P

󰀋
A(X ′) ∈ S

󰀌
.

Proof. For such X ,X ′ in the theorem, when r < r0, one can notice that Xt does not appear

in the algorithm. Therefore, the second assertion holds.

When r ≥ r0, to have the different data value at time t would make the following two

influences:

1. When 󰁨S first counts Xt privately applying the εr/2-differentially private subroutine;

2. When updating the count 󰁨S, we add noise LapZ(2/εr), which implies another privacy

budget 2/εr.

By the parallel composition property of differential privacy [34], we know for the data at

time t, the algorithm is εr differentially private.

Lemma 5.8 bounds the difference between a noisy count and the true count in Algorithm 11

for different time intervals.

Lemma 5.8. For each time t ∈ [tr, tr+1), 󰁨S + ct is the output of the noisy count at time t

in Algorithm 11. We have

E |󰁨S + ct − St| ≲
tr0−1󰁛

i=1

Xi +
r−1󰁛

i=r0

1

εi
+

log t+ log1.5 nr

εr
,

where St :=
󰁓t

i=1 Xi is the true count at time t and nr :=
󰁓tr+1

i=tr
Xi.

Proof. The accuracy part follows from the results of the subroutine and Laplacian mecha-

nism. At time t ∈ [tr, tr+1), by the result of Lemma 5.6, we know the error of count ct at
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time t has bound

E
󰀏󰀏󰀏󰀏ct −

t󰁛

i=tr

Xi

󰀏󰀏󰀏󰀏 ≲
log t+ log1.5 nr

εr
.

And by the Laplacian mechanism, we know the count 󰁨S has the accumulating error from

each level (starting from r0), namely

E
󰀏󰀏󰀏󰀏 󰁨S −

tr−1󰁛

i=tr0

Xi

󰀏󰀏󰀏󰀏 ≲
r−1󰁛

i=r0

1

εi
.

Therefore, considering that 󰁨S ignored the the data before level r0, we deduce that

E|Nt − St| = E
󰀏󰀏󰀏󰀏 󰁨S + ct −

t󰁛

i=1

Xi

󰀏󰀏󰀏󰀏

≤
tr0−1󰁛

i=1

Xi + E
󰀏󰀏󰀏󰀏 󰁨S −

tr−1󰁛

i=tr0

Xi

󰀏󰀏󰀏󰀏+ E
󰀏󰀏󰀏󰀏ct −

t󰁛

i=tr

Xi

󰀏󰀏󰀏󰀏

≲
tr0−1󰁛

i=1

Xi +
r−1󰁛

i=r0

1

εi
+

log t+ log1.5 nr

εr
.

5.3 Online synthetic data

5.3.1 Main algorithm

We can now introduce our main algorithm for online differentially private synthetic data

release for the case, described formally in Algorithm 12.

Algorithm 12 uses the dynamic partition of the domain to generate synthetic data dynami-

cally by adding dependent noise to perturb the counts of true data in each subregion. More
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precisely, it consists of the following steps:

1. Refine a binary partition of Ω = [0, 1]d as time t grows. Equivalently, the tree T

encoding the binary partition grows over time in the breath-first search order. We

will refine the partition and create all sub-regions Ωθ for all |θ| = j at timestamp

tj = ⌈2j/ε⌉. We say t is of level j if tj ≤ t < tj+1, or equivalently T has depth j.

Note that any sub-region Ωθ with |θ| = j in Algorithm 12 only exists from level j:

before level |θ| it was not created and after time tj+1 it still exists and will be refined.

2. For each existing region Ωθ at time t, to count the number of data in Ωθ privately, we

output a perturbed count N
(t)
θ using the Inhomogeneous Sparse Counting Algorithm

described in Algorithm 11. For each subregion Ωθ, an online counting subroutine Aθ

starts as soon as Ωθ is created, and it outputs a noisy count for every time t afterward.

Privacy and accuracy guarantees for Algorithm 11 are given in Section 5.2.3.

The choice of r0 = |θ| for d ≥ 2 indicates that Ωθ will not load the historical data which

came before level j (see Algorithm 11). The exact choices of the privacy parameters

{εj,r} in Algorithm 12 to implement the subroutines Aθ when d ≥ 2 are given in (5.3).

The choices of εj,r when d = 1 are given in (5.12).

3. The noisy counts in the Perturbation step could be negative and inconsistent. We post-

process them to ensure they are non-negative, and the counts of subregions always add

up to the count of the region in the upper level. The details of this step are given in

Algorithm 3 from Chapter 3.

4. Finally, we turn the online synthetic counts in each region into online synthetic data by

choosing the same amount of data points in each region whose location is independent

of the true data.
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Algorithm 12 Online synthetic data

Input: Privacy budget ε and an infinite data sequence {Xi}∞i=1 where Xi ∈ [0, 1]d. For
each time t, data points (X1, . . . , Xt) are available.
(Initialization) Set t = t0 = 1, Ω∅ = Ω, and the depth of partition tree r ← 0.

while t ∈ N do
while t ≥ 2r/ε do

r ← r + 1.
(New binary partition) Partition Ωθ into Ωθ0 and Ωθ1 for every |θ| = r − 1.
(New subroutines) For every newly created Ωθ, Initiate a subroutine denoted by

Aθ. Here Aθ implements Algorithm 11 with input parameters given by starting level

r0 =

󰀫
|θ| if d ≥ 2,

0 if d = 1

and privacy parameters ε|θ|,r0 , ε|θ|,r0+1, . . . . The Input Boolean data sequence of Aθ will be
specified in the Perturbation step below.

end while
(Perturbation) For every Ωθ, where 1 ≤ |θ| ≤ r, compute the noisy online count

N
(t)
θ using the subroutine Aθ with an updated input Boolean data stream

󰀋
1{Xi∈Ωθ}

󰀌t

i=2|θ|
.

Namely, 1{Xt∈Ωθ} is added to the data stream.

(Consistency) Transform the perturbed counts of each subregion, {N (t)
θ }|θ|≤r, into

non-negative consistent counts { 󰁥N (t)
θ }|θ|≤r using Algorithm 3.

(Output) Output the synthetic data Yt by choosing the locations of 󰁥N (t)
θ many data

points arbitrarily and independently of the true data within each subregion Ωθ where
|θ| = r.

Let t ← t+ 1.
end while
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5.4 Proof of Theorem 5.1 when d ≥ 2

We now prove that when d ≥ 2, Algorithm 12 satisfies the privacy and accuracy guarantee in

Theorem 5.1. To complete our proof, in Algorithms 12 and Algorithm 11, we choose privacy

parameters

εj,r = C1ε2
(j−r)(1−1/d)/2, where C1 =

1− 2−(1−1/d)/2

2
. (5.3)

Denote α := 2(1−1/d)/2 ∈ [21/4,
√
2) and we can check

s󰁛

j=1

εj,s =
s󰁛

j=1

C1εα
j−s =

C1ε(1− α−s)

1− α−1
≤ C1ε

1− α−1
≤ ε

2
. (5.4)

5.4.1 Privacy

Proposition 5.9. For any choice of privacy parameters εj,r satisfying

sup
s≥0

s󰁛

j=1

εj,s ≤
ε

2
,

we have Algorithm 12 is ε-differentially private. In particular, with the choice of parameters

in Equation (5.3), Algorithm 12 is ε-differentially private.

Proof. Since the privacy budget in Algorithm 12 is only spent on the Perturbation step, we

only need to show this step is ε-differentially private.

Consider two neighboring data sets X ,X ′, which are the same except for Xt ∈ X , X ′
t ∈ X ′

arriving at time t. Suppose the partition T at time t has depth r = ⌊log2(εt)⌋. Then, the

true count of Ωθ corresponding to X and X ′ are the same except for at most two subregions

at each level in T , and they form two paths of length r in the tree. For Xt, let us denote
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these subregions

Xt ∈ Ωθr ⊂ · · · ⊂ Ωθ1 ⊂ Ω.

On the other hand, once Xt is given, we know exactly the corresponding subregions in T at

level r+ 1, r+ 2, . . . will contain Xt in the future as soon as they are created. This gives us

an infinite sequence of subregions

Ωθr ⊃ Ωθr+1 ⊃ · · · .

Similarly we can also obtain an infinite sequence Ω ⊃ Ωθ′1
⊃ Ωθ′2

⊃ · · · containing X ′
t.

Consider the first sequence. As the difference of X ,X ′ at time t will only influence the counts

in Ωθj , j ≥ 0. We consider the subroutine Aθj in each of the regions Ωθj for all j ≥ 0. There

are two cases:

1. When 0 < j ≤ r, Ωθj counts the data Xt at time t. So by Lemma 5.7, we protect the

privacy of Xt with parameter εj,r.

2. When j > r, by the Initialization step in Algorithm 11, Aθj and the private counts

N
(t)
θj

no longer depend on the value of Xt.

By Lemma 2.3, the parallel composition rule of differential privacy, and taking a supremum

over all possible t, we have Algorithm 12 is differentially private with parameter

sup
s≥0

s󰁛

j=1

εj,s ≤
ε

2
,

where the inequality above holds due to (5.4).

The same argument holds for the second subregion sequence containing X ′
t. Hence the whole
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algorithm is ε-differentially private by applying the parallel composition rule, Lemma 2.3,

again.

5.4.2 Accuracy

Now we consider the accuracy of the output in Wasserstein distance at time t with the

corresponding level r = ⌊log2(εt)⌋. To ensure the accuracy of the consistency step, we

include the following lemma from the proof to Theorem 3.9.

Lemma 5.10. With data set X of size n and the binary partition structure (Ωθ)|θ|≤r of

depth r, let λθ denote the noise adding to the true count in Ωθ. Then by forcing consistency

and generating synthetic data Y of size n according to the consistent private counts, the

Wasserstein error is

EW1(µX , µY) ≲
1

n

r−1󰁛

j=0

󰁛

|θ|=j

E
󰀅
max{|λθ0|, |λθ1|}

󰀆
diam(Ωθ) + δ. (5.5)

Here δ = max|θ|=r diam(Ωθ) is the maximal diameter of the subregions of depth r.

The proof to the lemma is referred to the proof to Theorem 3.9, where we first prove (5.5)

and later substitute the noisy parameter of each noise λθ to get the accuracy bound for the

general PMM algorithm.

We also need the following estimates in the proof.

Lemma 5.11. Suppose α > 1 is a constant and r = ⌊log2(εt)⌋, then

S ′ =
r󰁛

j=1

αj(r − j + 1) ≲ αr,

S =
r󰁛

j=1

αj(r − j + 1)2 ≲ αr.
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Proof. We have the following holds:

αS ′ =
r󰁛

j=1

αj+1(r − j + 1) =
r+1󰁛

j=2

αj(r − j + 2),

(α− 1)S ′ = αS − S =
r+1󰁛

j=2

αj + αr+1 − αr,

=⇒ S ′ =
αr+1 − α2

α− 1
− αr ≲ αr. (5.6)

For the sum S, again, there is

αS =
r󰁛

j=1

αj+1(r − j + 1)2 =
r+1󰁛

j=2

αj(r − j + 2)2,

(α− 1)S = αS − S =
r+1󰁛

j=2

αj(2r − 2j + 3) + αr+1 − αr2.

Applying (5.6), we have

S =
1

α− 1

󰀳

󰁃
r+1󰁛

j=2

αj(2r − 2j + 3) + αr+1 + αr2

󰀴

󰁄 ≲ αr + αr+1 − αr2 ≲ αr

as desired.

Next we are ready to prove the accuracy bound (5.1) for d ≥ 2.

Proof of (5.1) for d ≥ 2. Let λ
(t)
θ = N

(t)
θ −n

(t)
θ be the counting noise of subregion Ωθ at time

t with 1 ≤ j = |θ| ≤ r, where tr ≤ t < tr+1. Recall that ti, defined as ti = ⌈2i/ε⌉, denotes

the timestamp when level i starts. Note that Ωθ is created at time level j, which is also the

starting level parameter in subroutine Aθ.
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By Lemma 5.8, we have the upper bound of the noise at time t ≥ e
ε
for Ωθ,

E
󰀏󰀏󰀏λ(t)

θ

󰀏󰀏󰀏 ≲
󰀏󰀏󰀏{Xs | s < tj, Xs ∈ Ωθ}

󰀏󰀏󰀏+
r−1󰁛

i=j

1

εj,i
+

log t+ log1.5 nj

εj,r
. (5.7)

Applying Lemma 5.10, at a fixed time t ≥ e
ε
, we have

EW1(µXt , µYt) ≤
1

t

󰀵

󰀷
r−1󰁛

j=0

󰁛

θ∈{0,1}j
E

󰀥
max

󰀝󰀏󰀏󰀏λ(t)
θ0

󰀏󰀏󰀏 ,
󰀏󰀏󰀏λ(t)

θ1

󰀏󰀏󰀏
󰀞󰀦

diam(Ωθ)

󰀶

󰀸+ δ, (5.8)

where δ = max|θ|=r diam(Ωθ) denotes the maximal diameter of the subregions of depth r.

For Ω = [0, 1]d, we have diam(Ωθ) ≍ 2−|θ|/d and there are 2|θ| many different subregions of

such size.

Note that for fixed j, εj,i decreases as i increases. From (5.8) and (5.7), we have for t ≥ e
ε
,

EW1(µXt , µYt) ≤
1

t

r󰁛

j=0

󰁛

|θ|=j

E
󰀏󰀏󰀏λ(t)

θ

󰀏󰀏󰀏 · 2−j/d + 2−r/d

≲ 1

t

r󰁛

j=0

󰁛

|θ|=j

󰀕󰀏󰀏󰀏{Xs | s < tj, Xs ∈ Ωθ}
󰀏󰀏󰀏+

r−1󰁛

i=j

1

εj,i
+

log t+ log1.5 (n
(t)
θ + 1)

εj,r

󰀖
· 2−j/d + 2−r/d

≲ 1

t

r󰁛

j=0

󰀕
2j

ε
+
󰁛

|θ|=j

log t+ log1.5 (n
(t)
θ + 1)

εj,r

󰀖
· 2−j/d+2−r/d (5.9)

Since

󰀓
log1.5 x

󰀔′′
=

1.5
󰀃

1
2
√
log x

−
√
log x

󰀄

x2
≤ 0, if x ≥

√
e,

the function log1.5(x+2) is concave on [0,+∞). Therefore, for fixed j, we can apply Jensen’s
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inequality when summing the log1.5(n
(t)
θ + 1) terms over all |θ| = j and obtain

󰁛

|θ|=j

log1.5(n
(t)
θ + 1) ≤

󰁛

|θ|=j

log1.5(n
(t)
θ + 2)

≤ 2j log1.5
󰀕
2−j

󰁛

|θ|=j

n
(t)
θ + 2

󰀖

≤ 2j log1.5
󰀕

t

2j
+ 2

󰀖
.

Substitute the result above into (5.9) and we have

EW1(µXt , µYt) ≲
2r(1−1/d)

εt
+ 2−r/d +

1

t

r󰁛

j=0

1

εj,r

󰀓
log t+ log1.5

󰀓 t

2j
+ 2

󰀔󰀔
2j(1−1/d) (5.10)

As t ∈ [tr, tr+1), we have

log(t/2j + 2) ≤ log(2r−j+1/ε+ 2)

= log(2r−j+1) + log
󰀓1
ε
+ 2j−r

󰀔

≲ (r − j + 1) + log
󰀓1
ε
+ 1

󰀔
.

To attain ε-differentially privacy, we can choose the privacy parameters to optimize the

accuracy in Wasserstein distance given in (5.10). One of the nearly best choices is given in

(5.3). Therefore, for the second term in (5.10), we deduce that

r󰁛

j=1

1

εj,r

󰀓
log t+ log1.5

󰀓 t

2j
+ 2

󰀔󰀔
2j(1−1/d)

≲ 2r(1−1/d)/2

ε
·

r󰁛

j=1

󰀓
log t+ (r − j + 1)2 + log2

󰀓1
ε
+ 1

󰀔󰀔
2j(1−1/d)/2

≲ 2r(1−1/d)

ε

󰀓
log t+ log2

󰀓1
ε
+ 1

󰀔󰀔
. (5.11)
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Here, the last inequality uses Lemma 5.11 with α = 2
1−1/d

2 > 1 when d ≥ 2.

Therefore, when d ≥ 2, with (5.10) and (5.11) we have

EW1(µXt , µYt) ≲
2r(1−1/d)

εt
+

log t+ log2
󰀃
1
ε
+ 1

󰀄

εt
· 2r(1−1/d) + (εt)−1/d

≲
󰀓
log t+ log2

󰀓1
ε
+ 1

󰀔󰀔
· (εt)−1/d.

When t ≥ e/ε+ exp(log2(1/ε+ 1)), the inequality above can be simplified as follows

EW1(µXt , µYt) ≲ log(t)(εt)−1/d.

This finishes the proof.

5.5 Proof of Theorem 5.1 for d = 1

We now prove the privacy and accuracy guarantee of Algorithm 12 for d = 1 with a different

choice of privacy parameters εj,r given in (5.12).

Proposition 5.12. When d = 1, Algorithm 12 satisfies ε-online privacy with privacy pa-

rameters

εj,r =
3

π2
· ε

(j + 1)2
(5.12)

for all r ≥ j. Moreover, for any time t ≥ e/ε,

EW1(µXt , µYt) ≲
1

εt
log3(εt) log1.5 t.

Proof. The privacy guarantee follows from the proof to Proposition 5.9. Since we have
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r0 = 0 when d = 1, for every data Xt, it influences the true count of Ωθ for exactly one

θ = θj with |θ| = j, j ≥ 1. Therefore, following the the proof to Proposition 5.9, we know

the Algorithm 12 with d = 1 is ε-differentially private as

2 sup
s≥1

∞󰁛

j=1

εj,s =
6

π2

∞󰁛

j=1

ε

(j + 1)2
= ε.

The accuracy in Wasserstein distance follows from the accuracy proof to Theorem 5.1 in

Section 5.4. Note that when d = 1, we apply the counting subroutine Algorithm 11 with

parameter r0 = 0, which means we do not ignore the earlier data for any Ωθ. Therefore, in

(5.7), there is no longer the first term, which indicates the number of data we ignore for Ωθ.

Hence, following the proof to (5.10), at any time t, the Wasserstein error between the true

data set Xt and the synthetic data set Yt at time t is

EW1(µXt , µYt)

≲ 1

t

r󰁛

j=0

1

εj,r

󰀓
log t+ log1.5

󰀓 t

2j
+ 2

󰀔󰀔
2j(1−1/d) + 2−r/d,

where r is the level at time t, i.e., ⌈2r/ε⌉ ≤ t < ⌈2r+1/ε⌉. Substitute d = 1 and the new

choices of privacy parameters, we have

EW1(µXt , µYt)

≲ 1

t

r󰁛

j=0

1

εj,r

󰀓
log t+ log1.5

󰀓 t

2j
+ 2

󰀔󰀔
+ 2−r

≲ 1

t

r󰁛

j=0

(j + 1)2

ε

󰀓
log t+ log1.5

󰀓 t

2j
+ 2

󰀔󰀔
+ 2−r

≲ 1

t

r󰁛

j=0

(j + 1)2

ε
log1.5 t+

1

εt

≲ (r + 1)3 log1.5 t

εt
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≲ (log(εt) + 1)3 log1.5 t

εt
.

When t ≥ e/ε, the inequality above becomes

EW1(µXt , µYt) ≲
log3(εt) log1.5(t)

εt
.

This finishes the proof.

5.6 Time complexity

We consider the running time for the algorithms to output after the input data arrives at

a fixed timestamp t. The accumulating time complexity of the algorithms for time 1, . . . , t

need a further sum of the time complexity at a fixed timestamp.

The Binary Mechanism in [37, 22] has time complexity O(log t) to give the output at time t,

as it sums over O(log t) many Laplacian random variables. Same time complexity holds for

sparse counting Algorithm 10, as it checks the partition threshold with O(1) time and runs

Binary Mechanism as a subroutine.

As for Algorithm 11, Inhomogeneous Sparse Counting, it is connected by multiple implemen-

tations of Algorithm 10. Furthermore, for a given t ∈ [tr, tr+1), only one such subroutine is

active with time horizon tr+1 − tr ≍ 2r/ε ≍ t, so the time complexity is also O(log t).

For our main Algorithm 12, there is another variable d, the data dimension. We can decom-

pose the procedure of Algorithm 12 at time t as the following steps:

• (Partition) For each fixed time t in Algorithm 12, there are O(εt) many sub-regions Ωθ

in the binary partition tree of [0, 1]d, and when further partition happens, O(εt) many
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subregions are created.

• (Perturbation) Whenever a new data comes at timestamp t, it takes O(log(εt)) com-

plexity to determine the subregions where the new data belongs. Afterwards, for all

subroutines Aθ’s, they in total take running time O(εt log t) by the result above for

Algorithm 11.

• (Consistency and Output) The time complexity is O(εt) for the consistency step and

O(dt) for the output, as the output is d-dimensional data set of size t.

Therefore, the whole Algorithm 12 has time complexity O(dt+ εt log t) to output at time t.
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